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HIGHLIGHTS THIS MONTH Full contents overleaf

PRODUCT
OF THEMONTH

Cosmo Communicator

Still yearn for a Psion Series 57 You're not alone, ~
with Planet Computers shipping tens of thousands
of the Gemini PDA, its first attempt to fuse the Psion's
DNA with a modern Android phone. Now it’s back
with a second-generation device, except this time
there's an external OLED screen so you can make and
take calls without flipping open the lid and looking
like the world's most foolish yuppie. And that's not
the only improvement, with a faster processor,
backlit keyboard. fingerprint recognition and a
24-megapixel camera - in essence, evervthing
vou need to usarp a regular phone. So
is it a winning recipe? Find out in
~our editor’s in-depth review,
™. starting on p46.

M
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LAPTOP OF ADVICE OF
THE MONTH THE YEAR THE MONTH

Out of four laptops on review, we choose the With ideas ranging from a USB camp stove to Windows is still shockingly poor at searching
Lenovo ThinkBook 135 — and that isn’t a typo. an RFID-blocking credit card holder, there for documents, but we have the answer. Some
This is our first test of a ThinkBook, an attempt truly is something for everyvone in our annual free add-ons and a bit of nous are all you need
to bring ThinkPad guality to small businesses. gift guide for grown-ups.. Lo become a true search wizard.

OLD COMPUTER THELABSIN (76
OF THEMONTH TWOWORDS

Regular RWC

columnist and — J

repair shop owner ‘7 — = While Big Brother is

Lee Grant explains —| watching you, there

why he couldn’'t, | | P - is a chance others
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conscience, allow S | | - m—_‘ data in the hope of

one client to keep » ‘ e s a— finding your credit
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Barry Collins tackles five of the
p33 biggest greentechnology truisms .-
inthe hunt for greenwashing
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COVER STORY 10 BT set for new broadband windfall
30 Gifts for grown-ups 2019 BT could receive a major cash injection as it sits in
What do yvou buy for the techie in vour life? pole position for £5 billion of public funds.
Particularly if that’s you. We ask our experts,
and readers, what they want for Christmas. 12 Unveiled: hothardware releases
We take a first look at the Microsoft Surface Duo,
38 Smashing green tech myths new HP Spectre x360 and a fanless mini PC.
Environmentally friendly or snake oil? Barry ST - SUBSCRIBE:
Collins takes on five of the biggest green 4 A 13 “Foolish” Twitter sells users’ THREE ISSUES
technology claims. SEEUFit}\' details FOR £1
Misuse of data will put people off supplving subscribe ta
COVERSTORY two-factor authentication details. PC Protoday and
A2 Never lose afile again vou can benefit
Fed up of trawling for documents vou know you | 2 THEPCPRO 14 PCProbe: Lifeendsat40 inthe from our three
saved somewhere? Nik Rawlinson comes to the PODCAST tech il'ldllﬁtl"}f ssues for £1 offer
rescue to help you become a search wizard. Jainthe PC Pro Hiring managers favour the enthusiasm of visit subscribe.
podcast live every yvouthful candidates over expertise, Stewart pepro.co.uk now.
fartnight or Mitchell discovers.

downloadvia iTunes.

visit mixir.com/ | KL L

pcpro ta sign up

2 DICKPOUNTAIN As societal nudges
edge closer to super-nudges, isour
“free” society starting to lose control?

2 3 NICOLE KOBIE Search is Google's heart, 5:-5:'-.-.5':" .
@ but the algorithms that run it are clearly

struggling to kKeepup with the web.

A retro Amstrad AN
CPCA464tops 2 BARRY COLLINS The IT industry may treat ik

onereader's experience as a burden, but those yearson | ]

Christmas list the clock translate into valuable knowledge.
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The Apple Watch
Series bisthebest
smartwatch
around, but that
doesn't mean
you should /
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Editor’'s letter 7 Subscriptions 108
The A-List 16  Nextmonth 129
Readers'comments 26 Onelastthing... 130

THENETWORK

96 Pick the perfect colour printer
Dave Mitchell puts four printers to the test and
runs through what to look for when buying for
yvour office.

105 Cheat Sheet: Quantum computing
Steve Cassidy explains what impact QC, asit’'s
known, could have on the business world.

105How dnlmanage a departing
employee'saccesstoIT?

Nik Rawlinson talks to the experts to help
navigate this most tricky of passages.

FUTURES BANKING SPECIAL

124 The future of business banking now
Open banking and digital innovation mean |
banking is no longer about gueuing at the

r - I-l.:{ I:?h.
branch. Nicole Kobie reveals what you and ANNA f JF

your business need to know ..

127 Howto choose achallenger bank f‘ =
..before comparing what the leading (N

challenger banks actually have to offer
even though some don't call themselves
banks atall.
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REVIEWS THIS MONTH

PDA/SMARTPHONE Brother HL-L3270CDW 98

Cosmo Communicator 46  EpsonWorkForce Pro
WF-C5290DW 99
TABLET Kyocera Ecosys P6235bcdn 100
Apple iPad10.2in (2019) 80  XeroxVersalink
CH00DN 101
LAPTOPS
Lenovo ThinkBook 13s 54 VPNs
HP Envy 13 (2019) 57T  CyberGhost 82
Dynabook Portégé X30F-14U0 B8  ExpressVPN 83
Acer TravelMate X3 61  NordvPN 84
Surfshark 85
SMARTPHONE Avast Securaline 86
Google Pixel 4 62 Euffered 86
F-Secure Freedome 88
SMART SPEAKERS Getflix 88
Amazon Echo Dot with clock 64 HMAPro 89
Amazon Echo (3rd Gen) 65  HotspotShield 89
IPVanish 90
WEARABLES Norton Secure VPN 90
Apple Watch Series 5 70  Private Internet Access 91
Fitbit Versa 2 72 PureVPN 91
HuaweiWatch GT 2 714  TunnelBear 92
Windscribe 92
KEYBOARD
Logitech MX Keys 75 NASAPPLIANCES
Buffalo Technology
PRINTERS TeraStation TSG400RN 102
Canon Zoemini 75  (san XCubeMNAS XNSO1ZRE 103

Sest

VPNs

We put 16 of the leading
pTE VPN services through their

pacesinrigoroustests

REAL WORLD COMPUTING

'] 'I JONHONEYBALL Jon hits an update roadblock when adding
10Gb Ethernet to an old Mac Pro, and gets angry with Google
when he switches from one phone to another.

‘l 1 PAULOCKENDEN In this month's column. Paul gives the latest
Raspberry Pi a real-world workout, finding its strengths and
exposing its weaknesses.

'I ‘I LEE GRANT How do vou convince someone that it's time to
upgrade from Windows 987 Lee attempts the impossible,
before setting up a VM for a beloved game.

‘I 'I DAVEY WINDER Davey explains why misconfiguration is the
(not so) hidden infosecurity Achilles heel and offers advice
aboul sextortion scams.

'] 2 STEVE CASSIDY More thanks to a car park attendant than an
audience with Ellen DeGeneres, Steve explains why training
statf can't be left to an unthinking computer.
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THANK YOU, EVERYONE, for gathering here today. | know that
Virtual Reality, or VR as he liked to be called, lives on in all
our hearts. | would like to celebrate what might have been,
You soared too close to the stars, voung VR, but my how
you soared.

Some of you will know that [ was a friend of VR’s almost
since the beginning. When others pointed, even laughed, |
jumped to his defence. “Too heavy,” you taunted, “too
swealy, too demanding”™. And while I would never have
said this to his face - VR had feelings too - there were
elements of what vou said that were impossible to deny.

Let us tackle those criticisms one by one. Too heavy.
Yes,it's true. He demanded we cover our eves with weighty
headsets, which meant that after 20 minutes of play, the
ridge of one's nose became rather sore. Too sweaty? Well,
that’s a little personal, but vou have a point: to enclose
your face in any mask is always going to have side effects.

Too demanding? That is the most telling blow,
particularly on headsets designed for computers. To make
him reach his full potential, he needed power well beyvond
what most of us could give. VR had expensive tastes.

Even when he made sacrifices and reimagined himself
in a phone, there were obvious drawbacks. While lighter
and more accessible - any half-decent phone could play VR
games, provided you had a headset todrop itinto - the
challenges proved insurmountable, even for Google,

"We saw a lot of potential in smartphone VR - being
able to use the smartphone you carry with vou everywhere
to power an immersive on-the-go experience,” Google told
Engadget in a statement. “But over time we noticed some
clear limitations constraining smartphone VR from being a
viable long-term solution. Most notably, asking people to

Editor'sletter

heVRdream

Sover, Ut Its
memoryliveson

put their phone in a headset and lose access to the apps
theyv use throughout the day causes immense friction.”

[ assume “Iriction” refers to the fact people couldn’t
send Snapchat messages while battling aliens, rather than
the Daydream headset rubbing against people’s noses.

“There also hasn’t been the broad consumer or
developer adoption we had hoped, and we’ve seen
decreasing usage over time of the Daydream View headset,’
it continued. “So while we are no longer selling Daydream
View or supporting Daydream on Pixel 4, the Daydream
app and store will remain available for existing users.”

It's easy to see why Google couldn’t support our friend
VR: it dared to Daydream, but not enough people were
willing to join in. Within a week, the BBC announced it too
was distancing itself from him. “After [one final] project..
the VE Hub will be wrapping up its commissioning and
production work,” wrote Zillah Watson, head of said Hub,
in a BEC blog.

But, my friends, we are gathered here today to
celebrate, not commiserate. VR has failed in his ultimate
ambition, but he lives on. In businesses, where he will be
used for many years to train people in scenarios impossible
for real life to match. And in his second cousin once
removed, AR, who may vet prove to be his ultimate legacy.

And to all those who are here to snigger, to cast stones at
VR and vet have never tried Beat Saber, | say shame on
vou! In his memory, before it’s too late, absorb yourselfin
aworld of glowing objects, pumping music and swordplay
that would make the Three Musketeers weep.

§

Tim Danton
Editor-in-chief

CONTRIBUTORS

Dick Pountain

Think you make your own
decisions? Dick examines
the larger forces that guide
our decisions through
“nudges”, and why it's only
going to get worse. See p22

Davey Winder

While it's easy to blame
service providers for
playing fast and loose with
our data security, Davey
sets out the steps we can
take ourselves. See p118

Nik Rawlinson

Things people never say
#i:"Windows is brilliant
at finding the files I'm
after”. Luckily, Nik provides
the tools to make us all
search wizards on p42

Jon Honeyball

If you have a slow laptop
then Jon has some useful
advice - but unless you're
a friend from his local pub,
he won't fix it for you. Find
out why on p130
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Briefing

A first peek at the Microsoft
Surface Duo and a fanless PC

BT set

Abuses by Twitter and Facebook

could put users off 2FA

fornew:
broadband!

windfall

BT's Openreachis primedforyet more

governmenthandouts

BT 15 SET for another major cash
injection from public funds as it sitsin
pole position for £5bn earmarked for
nationwide fibre broadband.

A week after the government set
out plans for “full fibre Britain” with
a £5bn fund, BT announced a series of
13 provincial areas where it will run
trials to cost rural connections.

BT's dominant position as owner of
the UK’s legacy infrastructure saw it
land almost all of the £540m allocated
under the previous rural broadband
rollout (known as BDUK) and industry
experts expect a repeat performance.

“I suspect that it will be a similar
model to the BDUK money,” said
Matthew Evans, CEQ of the Broadband

10

Stakeholder Group.“The challenge for
the sector and government is that the
more competitive the process they set
up, the longer it will probably take, so
['d be surprised if the government
went too far away from that as they
want it done “as soon as possible’,

“The government will go with what
was ultimately a pretty successful
model, with local authorities taking
part,” Evan added.

Sticking with a system that saw BT
as the only supplier in almost all local
authority regions would be bad news
for rival networks. “It is generally
accepted that BDUK funding resulted
in only one real winner,” said a
spokesperson for CityFibre, which

tech industry?

Why does life end at 40 in the

elsewhere has won funding for several
urban projects. *Funding allocation
must be both fair and effective.”

BT laid out a series of plans and
projects that it hopes will show its
strengths, alongside commissioned
research that showed the economic

benefits of fibre, if only public funding
was made available.

The 13 trials amount to an audition
for BT, which it will use as evidence of
costs when going to local authorities
tasked with allocating the funds.

*With the 13 villages it's still with

&& The trials amount to
an audition for BT, which
it will use as evidence of
costs when going to
local authorities 7%

commercial
money,” said
Andrew
Ferguson,
network expert at
thinkbroadband.
com. “BT is saying
‘if we can do those
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villages for that much then we have
the mathematics to say we can do
other villages that you want us to do,
but it will cost vou x thousand or x
million pounds'.”

A spokesperson for the networking
arm of BT, Openreach, told us that the
announced investment has given the
company the incentive to explore new
tech to reach outlying customers.

“It's a competitive process,”
Openreach told us. “We've been
calling for public supportin the form
of subsidies for the most rural areas
of the UK for along time.

“We know that around 10% of the
country will need the support of public
subsidy, and these trials will help us
test a bunch of new techniques that
could help us in other rural areas.”

M Enough money in the pot?
The cost of rolling out to remote areas
can be enormous, and analysis
suggests £5bn may not go very far.

“I'n Scotland [where BT is the sole
supplier in two of three projects] they
are spending £600 million to reach
200,000 premises, or £3,000 each,”
said Ferguson. “It has larger distances,
but it suggests £5bn for the rest of the
UK may not be enough.

“For full fibre, you're talking 2.6m
to 2.7m premises left to go and a £5bn
pot is less than £2,000 each - for some
places it just won't work out.”

With that in mind, the government
already appears to be rowing back on
its initial plans for “full fibre” and has
said it is aiming for a universal
“gigabit capable network,” which
would mean s5G fits the remit.

“The other element is the ‘gigabit
capable’ side of this so I think that will
bring in 3G in some of the hardest to
reach areas,” said Evans, adding that
BT or other contract winners might
partner with smaller plavers to
complete such workarounds.

“We'll see fixed wireless come into
play and it will be interesting to see
how [companies that supply it] take
part in that bid,” he said. “It might be
they wouldn’t be best suited to doing a
whole county, but they might partner
with an Openreach or Gigaclear.”

The idea of 5G, however, is seen as
a cop out by alternative fibre
companies that have been rolling out
fibre through community action.

Broadband for the Rural North
(B4RN) believes the government
supporting 5G would let contract
winners off the hook in terms of laying
fibre to the remotest areas. “BT will do
the bits that look interesting to them
and then they will use something
else,” said Barry Forde, founder of
B4RN. *It will make noise about 5G, it
will come up with tricks and treats,
but I would be very surprised to see
BT build any fibre in the last 5%." @

ereveals
updatedPixels
Google took the lid off its
latest box of hardware toys,
with the company
announcing the Pixel 4 and
Pixel 4 XL phones (see p62),
Pixel Buds 2 earphones, the
Pixel Go Chromebook as

Atits Made by Google event
in New York City, the
company also announced
thatits Stadia gaming

platform would launch on
19 November and be
supported by the Pixel 4
handsets.

well as smart home devices.

45G held up amidunproven
healthfears

5G sceptics and critics have halted plans
to roll out the wireless internet services in
areas of the UK, with dubious health
concerns and planning permission
thwarting progress, despite multiple
research papers declaring the technology
safe. Councillors in Totnes became the
latest to ban masts over health fears,
while Brighton and Hove blocked three
masts branded as “visual clutter”.

2 Bogus adware plaguing
Google'sPlaystore

Adware is thriving in Google's Play store,
with research from security firm ESET
spotting 172 malicious apps in the
shopfront and 335minstallationsin
September, despite Google's efforts to
reduce harmful software. According to
the research, revenue-generating code
hiddenin apps meant ads were served
evenwhenthe apps were closed.

3Techfi
intoHong Kong dispte

Companies as diverse as Apple,
Blizzard and Google became
embroiled in the ongoing
democracy protests in Hong
Kong, highlighting the strained
relationship between consumers,
technology firms and authorities
globally. While Amazon and
Microsoft have faced criticism
over working with heavy-handed
border agency ICEin the US,
Apple, Blizzard and Google saw a
storm of complaints over
decisions to block pro-democracy
apps and commentators from
their services.

macS

Catalina

5 Apple facingstorm
overCatalina

Apple came under fire over what many
believed to be a botched and rushed
update to mac0S. Critics pointed out that
many independent apps failed to work
properly on Catalina due to the end of
32-bit support and that Microsoft Office
users may be forced to repurchase the
suite in its 64-bit format.

1




Unvelled

The key details of this month’s hot hardware releases

»Microsoft
Surface Duo

Microsoft’s record with
smartphones is roughly akin to
Donald Trump’s record with
international diplomacy, but
the company is giving it yet
another go. The latest
Microsoft phone is the Surface
Duo, a clamshell device that
will run on Android.

The Surface Duo is a foldable
phone, in a similar vein to Samsung’s
recent Galaxy Fold. But instead of
using a folding screen, the Surface
Duo has two distinet 5.6in
panels linked by sturdy-
looking hinges.

Microsoft foresees
the two screens
displaying separate
features or apps. a

different take from other
foldable handsets that

double the screen size of a
single app. APls will allow developers
to tailor apps to the dual displays.

The company believes it is creating
adevice that’s better for productivity
than a standard phone, and envisages
people carrving a Duo instead of a

»HP Spectre x360

HP showed off the latest version of
its Spectre x360 laptop, the
company’'s premium 2-in-1 device.

The key improvement is to its
display options, which include a
400-nit OLED screen that HP says
isits first 13in 4K OLED display.
That promises a nifty 100,000:1
contrast ratio.

The screen also boasts anti-
reflection coatings that should help
with outdoor viewing and a wider
colour gamut than previous
versions, and the company has also

phone and a tablet/laptop. However,

the hybrid device does have some
notable shortcomings - for example,
there's no rear-facing camera in the
maodel the company showed off,

The phone won't arrive until the
back end of 2020, with Microsoft
giving developers due warning of
what's to come. A failure to have
developers on side was a Killer blow
for Windows Phone.

The current prototype device is
built around Snapdragon 855,
although this could be upgraded by

the time the Duo reaches production.

KEY DIGITS AND DETAILS

Availability Late 2020

Price TBA

0S Android

Processor Qualcomm Snapdragon 855

stripped back the bezels to achieve
an impressive screen-to-body
ratio. The top bezel, for example, is
only 5.8mm wide, yet still manages
to squeeze in a webcam.

The Spectre x360 is HP’s first
convertible featuring a quad-core
1oth Gen Intel Core processor with
Iris Plus graphics, while the
company is still quoting a 22-hour
battery life, although the usual
caveats apply.

Security features include
dedicated controls for the webcam.

KEY DIGITS AND DETAILS
Availability Now

Price From $1,099

Processor Intel Core i5-1035G1
Memory 8GB (up to 32GB)

Storage 256GEB SSD (upto 2TB)
Display From 1080p

Ports microSD reader, USB-C,
combo audio jack, USE 3.1 Type-A
Weight1.27kg

ABOVE Thebase
model of the A300
ships with just 4GB
of RAM, butusers
canchoose froma
host of upgrades

LEFT Microsoft
envisions the Duo's
two screens being
used for different
features and apps
-and replacinga
tablet or laptop

ABOVE
The A300's
“fins” are threaded
with copper cores,
which dissipate the
heat-meaning no

fans are required

LEFT The 2019
version of the
Spectre x360 has
HP's first13in4K
OLED display

>C|rrus71ncusA300

German manufacturer Cirrusy
looks to be targeting the living
room and bedroom with a fanless
mini PC that uses the machine's
own body to dissipate heat. The
heavily finned aluminium chassis
is threaded with copper cores,
meaning that there's no need for
noisy fans.

The PCis based on an ASRock
Az00M-5TX motherboard and
there are two main options for
consumers, depending on their
power requirements. The 35W
maodels can be furnished with
AMD Athlon 200GE/240GE, Ryvzen
3 2200GE or Rvzen 5 2400GE
processors, while buyers seeking
more grunt can opt for the 65W
maodel that features Rvzen 3 32006

or Ryzen 5 34000 chips.
The PC can be
conligured with
up to 32GE of
RAM, although
the base
configuration
ships with a
meagre 4GB.
The storage
options are
also flexible,
withasingle
M.2 SSD slot and
fwo2.5in SATA
55D bays, which
customers can farnish
with a cocktail of drives either
bought from Cirrus7 or from their
own supplier.

Wireless connectivity is
another optional extra, with
Cirrusy adding € 40 for Intel’s
Wireless-AC 9260 module, which
adds dual-band Wi-Fiand
Bluetooth 5 to an acceptable range
of wired ports.

KEY DIGITS AND DETAILS

Price From€418

Availability Now

Memory Up to 32GE

Storage Up to10TB

Ports USB 3.1Gen1Type-Aand Type-C
ports, HDMI, DisplayPort, VGA, Ethernet
Dimensions 178 x 195x 108mm
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“Foolish” Twitter sells

users’'security details

Misuse of data will put people
off supplying two-factor
authentication details

pATA ABUSES FROM Twitter and Facebook
could damage the uptake of
important security protocols such as
two-factor authentication (2FA),
experts have told PC Pro.

Twitter has been criticised after
admitting it used phone numbers
provided by customers for 2FA
security for marketing purposes.
“The result is likely to be a reduction
in 2FA adoption and, consequently,
more users having accounts
compromised, more revenge photos
stolen and posted on the internet, and
ultimately mavbe even real physical
harm,” said Matthew Green, an
associate professorin the Department
of Computer Science at Johns HopKins
University. “It’s impossible to
aoverstate how foolish this practice is.”

Twitter admitted in a statement
that email addresses and phone
numbers collected “for safety or
security purposes (for example,
two-factor authentication) may have
inadvertently been used for
advertising purposes”.

Twitter would not say how many
users were affected, but confirmed
that advertisers could use the details
to target adverts to audience lists
provided by third-party partners.

In an era of growing mistrust
surrounding social media, Green
believes that blurring the lines
between authentication features and
marketing is a serious problem.
“Convincing users to adopt 2FA
systems means that social networks
have to be above reproach when it
comes to keeping their data private,”

A
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ABOVE Twitter
has admitted to
inadvertentlyusing
users' 2FA details
for advertising

he said. “They simply don’t have the
technical capability or self-control to
avoid that kind of abuse.”

Although there are several
methods of 2FA, the fact that the vast
majority of people carry smartphones
makes SMS a convenient option.
*Twitter and Facebook’s behaviouris

the sort of thing that
drives people away
[rom using this very
effective protection,
and makes them take
greater risks online,”
Green said.

Rights groups echoed
the concerns, reflecting
that Facebook had
admitted to committing

the same indiscretion
only months earlier.
“Facebook has history
when it comes to the
blurring of lines between
contact information
provided for security, and
contact information provided for
other purposes,” said Privacy
International in a statement.

“Earlier this year, it emerged
that Facebook was making mobile
phone numbers (which users believed
to be) provided for the express
purpose of 2FA both searchable, and
a target for advertising by default.
Disclosing or using information
provided for security purposes for
any other purpose, including
advertising, is unacceptable.”

HP 1s sET to shake up its ailing printer
business by increasing the price of
its hardware.

Atameeting with investors, HP's
new printer president Tuan Tran
explained that the company would
change its focus to put more emphasis
on upfront revenues from printers,
which had previously been subsidised
by ink sales.

This would be a stark change from
the cheap-printer-expensive-ink
model that has been undermined by
the arrival of third-party ink
providers, despite technical efforts
to thwart the grey market.

“We rebalance the system
profitability by monetising
innovation through increased
hardware prices,” Tran said.
*Customers can pay for the full value
of the HP printer up front, gaining the
flexibility for supplies.. like buving
an unlocked cell phone and then
choosing your own wireless carrier.”

HP combats refills with
higher printerprices

RIGHT Certain
industry experts
arguethatHP's
shiftinfocusistoo
little, too late

Alternatively, HP said
that users could commit
tousing HP inks in
formats such as “Smart
Tank” and “never stop”
supplies in return for
cheaper hardware.

Whether HP will be
able to prevent third-
party ink suppliers working out ways
to get around controls in such systems
after an initial contract period
remains to be seen, but there are
doubts that a model that mirrors
mobile phones will appeal.

“HP has been experimenting with
services for awhile,” said Carolina
Milanesi, principal analvst with
research firm Creative Strategies.

“But, from a consumer
perspective, printers are those things
yvou buy and use until they break, so |
am not sure if two years with ink is
something people will think they
need. This is not a phone where tech

improves over those 24 months in a
way to make a new model attractive.”

With overall print volumes
reducing, experts believe the
measures may come as too little, too
late. *“We worry that printing may be
facing greater structural headwinds
from the shift to digital, people
printing less and increased pressure
from cloned/remanufactured
supplies,” Toni Sacconaghi of finance
firm Bernstein told investorsin a
company post.

“Inshort, thereisa higher
likelihood the printing business is a
‘melting ice cube’.”
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Lifeendsat40in :
thetechindustry

Hiring managers favour enthusiasm of youth over
expertise, Stewart Mitchell discovers

echnology as an industry has long faced criticism
over its white, male centric population. Now it

appears ageism can be added to list.

[n the ever-changing and demanding tech industry,
hiring managers prefer voung candidates with recent
qualifications and a perceived willingness to work longer
hours for the cause, recruiters have told PC Pro.

*Ageism is absolutely an issue and while the HR
departments might say ‘Oh no, we’'re not ageist’, they are
for the most part,” said Graham Martin, founder of
recruitment firm Orchard Jobs. “There’s an unwritten set
of criteria.
“There are a few enlightened firms that are more open,
but when you talk to the hiring manager they’'ll say, *Well
this guy’s not quite right’ and it might be that it’s just
because he’s got a few silver hairs.”

Thelegacywarelifeline

If new technologies and techniques block
older workers from some environments,
they can thrive inareas where younger
rivals simply don't have the skills.

Legacy software and networking tools,
for example, are too niche for many people
totake the trouble to learn, but still play a
major rale within many organisations.

*Iworked mainly with Cobol for most
of my career and it lasted me through until
retirement last year,” said Peter Daniels,a
contractor who serviced legacy systems
for financial services companies. “In the
last few years it was difficult to get a
full-time role, but companies with
systems that needed maintenance
were always looking for contractors.”

The work wasn't as glamorous as
designing apps for mobiles, but
Daniels said he didn't need to
constantly update his skills."It wasn't
at the cutting edge and, yes, it was
repetitive, but it paid the mortgage,”
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he said. “A lot of customers didn’t know
anyone else that could doit either, so
there was normally enough work.”

According to experts, legacyware
provides older professionals with a
common pasture for where they face little
competition. "There is some tech which is
the preserve of those in their 40s, 50s or
60s," said Martin. “I've got a client that
runs a small IT consultancy and he's
always looking for someone with
experience of legacy software and the
young kids just don't know it.”

With laws in place to punish
ageism, companies are never
going to admit to such bias but
there are plenty of figures to
back up the theory. According
to research from HR analyst
company Visier, the average
age of workers in the tech industry is five years lower than
in non-technical industries and workers from the “baby
boomer” generation (which it defined as born between
1946 and 1964) are significantly underrepresented.

The Visier research found that *millennial” workers
between 2o and 33 made up 42.6% of tech staff, but only
26.1% in other areas. Baby boomers accounted for only
11.7% of tech staff compared to 26.7% in the wider world.
Gen X workers between 34 and 51 were on near parity.

The bias can’t be brushed aside as a reflection of the
demographic of the job applicants, because the talent pool
includes people of all ages. “If [ have all these people |
might hire and if I am looking for 100 people, it might be
split equally in many industries between millennials, Gen
X and baby boomers,” said Dave Weisbeck, chief strategy
officer with Visier, “In tech, for that same 100, it’s
proportionately shifted and they hire much younger - that
shows that there’s something going on there.”

M Agebarriers
Despite laws that prevent ageist recruitment policies,
there are plenty of job postings that, reading between the
lines, also suggest a bias. *“We want to hire people who
have their best work ahead of them, not behind them,”
reads an advert for Silicon Valley software developer
MobiChord, using a phrase that appears often in adverts.
Studies show the issue is widespread, with emplovment
consultancy Dice finding in its 2018 Diversity Survey that
*ageismin techis clearly an issue, with 76" of all
I respondents saying it exists in their industry”.
According to the research, “one in every four boomers
reports having been refused a promotion solely because
of their age,” while z9'% of respondents had experienced
or witnessed age discrimination based in their office,
Firms occasionally face censure for discriminatory
practices - Google, for example, recently agreed to pay
$11m to settle a lawsuit brought by 200 job applicants
} over 40 that had been declined work in engineering
positions. But, according to experts, tech giants such as
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Amazon, Facebook and Google are more age diverse than
many smaller companies, particularly startups.

The theory is that voung companies need staff that are
willing to dedicate themselves round the clock to growing
the company. *When you join a startup, vou're a small
group of people that are going to burn the candle at both
ends to create a brand new company, hopefully with stock
options and other incentives,” said Weisbeck.

“That environment favours those that can sacrifice the
rest of their life for this dedicated focus to work - they talk
about ‘blue flames’, the workers that burn the hottest.”

Workersin their 2os are less likely to have family
responsibilities that would get in the way of late nights in
the office or impromptu business trips. “If you have older
people, they have other commitments - such as ageing
parents and kids, soit’s coming from both sides,” said
Weisbeck. "How ‘blue flame’ can vou be when life is
forcing that many commitments on you? 50, companies
are predisposed to get the younger ones who are willing to
do the crazy hours and hard work of blue flames.”

According to research from developer forum Stack
Overflow, of 100,000 respondents to its 2018 Developer
survey, 71% had no children or dependents, and more than
75% of developers were under 35.

M Generation games

There are multiple reasons behind the preference for
yvounger staff, many of them based on the idea that because
under-35s were born into adigital world they are more
capable of working in tech, especially mobile apps.

*The tech industry changes so quickly - vou get down
into programming languages and what was needed five
vears ago might be less relevant now,” said Weisbeck. °If
vou're going to go mobile and completely web based, yvou
might be looking for vounger workers because there's a
perception they will be better.”

While languages go out of fashion, at least part of the
problem is a cultural clash between generations. Do bosses
really want staff that are twice their age? “Once you find

E L RN
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the US shows that
salaries plateau at
40, meaning many
older tech workers
leave the industry

your managers are vounger than you,
it’s hard to really get on and be taken
seriously,” said Martin.

“¥ou're not out drinking or doing
the other things the vounger people
are doing. They think: *“What do you
talk about on a Tuesday morning with
this guy in his 405 when all of us have
been out the night before?’ There's
not much in common.”

The ever-evolving demand for new
skills also creates issues for industry
“veterans” who have specialised in
one area. Pitv the Java developer, for
example, and with companies rarely
offering in- house training, it's easy
for mature staff to find their skillset is
no longerin demand.

“Development jobs are geared
towards people who thrive on
self-teaching - programming is

egalitarian, where developers who dedicate their free time
and energy to constantly grow become the most
successlul,” said Howard Williams, managing director at
communications tools developer Parker Software.

“In development,
older staffers on new skills. They must train themselves, or

it is not quite so easy as to simply train

risk a gradual erosion of skillset value.”

How much ageing workers will benefit from putting in
the extra effort is a moot point as research from Hired.com
shows that the average tech worker’s salary plateaus at 40
in the US, leading some to leave the industry altogether.

Experienced staff also face competition from younger
workers who take short courses and seek low-paying work
to gain their first real-world experience.

&4 Older developers have
pushed through complex
problem solving and know
when a proposed solution
won't work 77

M Lostlabour

*Bootcamp graduates - people
who have spent three months on a
programming course — have tlooded
the market and created a large pool
of junior developers desperate to get
a foot on the ladder,” said Williams.
“These software developers will
likely work for a lower salary to gain
the real work experience they need.”

The frustrating aspect of tech’s ageism problem is that the
victims often have much to offer. All the recruitment
professionals we spoke to believed the industry was self
harming by discarding people with decades of experience.
“Older developers have valuable insight from
experience,” said Williams. "They have pushed through
complex problem solving and know when a proposed

solution won't work.

It might have been in a different

language, but problem-solving experience is transferable.
“They're likely to have a more responsible attitude,
because they've seen the consequences of careless errors.”
There’s something very 2019 about rejecting collective
expertise and embracing less-experienced workers who
know little of the industry outside their immediate role. @
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The A-List

HP Envy 13 (2019)

SMARTPHONES

Samsung Galaxy Note 10+ :

Sleek ultraportable for a Android phablet, 256GB, £999 7

price that's right, £1,150 from samsung.com

from johnlewis.com With a ludicrously fast processor, 256GB of (
storage as standard -you can upgrade to

Last year's top bargain buy becomes SRS 512GB and 5G for £100 apiece -and a glorious
this year's top all-round choice = - - Ty 6.8in AMOLED screen, the Galaxy Note 10+
thanks to a high-quality Full HD .~ screams luxury. While this is a huge amount

screen, Nvidia MX250 graphics - to spend on a phone, it lifts itself well above
and a stylish design. This price includes a Core i7, 16GE of memoryand a1TB the budget competition thanks to unique
55D, but you can save £400 by buying the Core i5 model with BGE of RAM and a features such as the bundled S Pen stylus.
256GB 55D direct from HP's wehsite. REVIEW Issue 303, p57 REVIEW Issue 302, p68

ALTERNATIVES ALTERNATIVES
Apple MacBook | Razer Blade 15 Lenovo ThinkPad ~ Google Apple iPhone Motorola
Pro 15in (2018) Mercury White | T490s Pixel 3a 1 Pro One Action
A machine for true power | Abeautifully made gaming | Lenovo updatesits T Not the cheapest, nor Apple's latest flagship Another excellent budget
users with amazing laptop with a Max-0Q RTX series with this thin yet the fastest, but a well- phone is fast, chock-full | Motorola, with this
specifications, including 2070 and powerful Core powerful laptop. With rounded phone that of new features and has | feature-packed, high-
that infamous Core i9 if chip inside, along with battery life over 11 hours offers premium features | an unbelievably good quality phone defying
CPU and up to 4TB of S5D | 16GB of RAM and 512GB in our tests, it's truly for a great price. £399 set of cameras. 64GE, its low price. £220 from
storage. From £2,399 SSD. Add a 240Hz 15in business class. From from store.qoogle.com | £1,049 from apple.com | pcpro.link/301moto
from apple.com/uk screenand it's pure class. | £1,080 from lgenovo.com REVIEW Issue 298, p68 | REVIEW Issue 302,p52 | REVIEW Issue 301, p70
REVIEW Issue 288,p48 | REVIEW Issue 301, pb2 REVIEW Issue 301, pd6

Apple iPad (2019) HP Envy 13 x360

9.7in tablet from £349 Slim convertible, £800
from apple.com/uk from johnlewis.com

Is this the world's most exciting We're simply amazed by the high quality of this
upgrade? No, itisn't. And we still £800 ultraportable, whichincludes a a
balk at the cost of the Smart screen thatcanflip
Keyboard (£159) that turns round 360 degrees so
this into a true laptop rival. you can useit as agiant tablet.
However, nothing else can Battery life is highly respectable at

match the 2019 version of the Bhrs 22mins, and the AMD Ryzen 5 processor is

iPad for usability, especially with the advent of iPad0S5 and grown-up quick enough to keep Windows 10 running smoothly for years.

features such as multiple instances of apps and a full-blown web browser. HP's Envy range is rapidly becoming our new favourite.

REVIEW Issue 303, pb0 REVIEW Issue 302, p61

ATERNATIE Carnes

AppleiPad Amazon Microsoft Lenovo Yoga " HP Pavilion Asus VivoBook

Pro 10.5in FireHD 8 Surface Go Chromebook x360 SA32F

AddaPencilandSmart | Ifyourejustlookingfor | We weren't expecting C630 Need a 14in screen? The Asus has just updated

Keyboard andthe Prois | entertainment onthe go, | much from the Surface This 15.6in Chromebook | Pavilion x360 lacks the its VivoBook range with

pricey but - for mobile there's no need to spend Go, but the £509 version 15 still surprisingly all-aluminium chassis of the | this highly portable

workers - it's definitely more: the Kindle Fire HD 8 | is a highly portable work portable, and boasts a HP Envy 13 x360 above, but | laptop, with a strong core

worth it. 64GB, £500 is superb value. 60 from | companion. 128GB, £509 Coreib, BGB of RAM and | remains a pleasure to use specification married to

from currys.co.uk pepro.link/290fire8 from microsoft.co.uk 128GB of storage. 87100 | thanks to its keyboard. 8679 | along-lasting battery.

REVIEW Issue 278,p89 | REVIEW Issue 290,p87 | REVIEW Issue 290, p80 from |enovo.com/uk from pcpro.link/300hp £799 from gsus.com
REVIEW Issue 299, p87 | REVIEW Issue 300, p81 REVIEW Issue 300, p80
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ENTHUSIAST PCs

] [ ]
Chillblast Fusion Akula RTX Palicomp AMD PC Specialist Viulcan S1
2060 s Ga u Pc Impuls:e RYZI A great-value PC based on Intel's
" per m I ﬂg Against tough competition in our six-core i7-8700 CPU and the new
bargain PCs Labs, this Ryzen 5 system mid-range Nvidia graphics card,
RTX 2060 S’I.I[IGI"' Pc' £ '230 impressed thanks to the sheer power the 1660 Ti. With a classy chassis,
from chillblast.com inside it - including a discrete Radeon RX | quiet running and plenty of power,
With an overclocked Ryzen 7 3700X processor, 560 graphics card. With a 512GEB PCle it's a great buy for people who don't
16GB of RAM and Nvidia's new RTX 2060 Super 55D and room for expansion, it's a great want to pay over a grand. £999
graphics, this PC blasts through demanding tasks choice, £500 from palicomp.co,uk from pespecialist.co uk/reviews
and1080p games. REVIEW Issue 302, p62 REVIEW Issue 302, p89 REVIEW Issue 297, p54

WORKSTATIONS

Scan 3XS WA4000 VR

Ryzen 9 3000 series workstation,

‘23,700 from scan.co.uk

Taking full advantage of the capabilities of AMD’s
new Ryzen 9 3900X, the Scan 3XS WA4000 VR is
animpressive all-round workstation that offers
phenomenal image editing, video encoding,
rendering and 3D modelling. There's a 16-core
version on the horizon, too, REVIEW Issue 300, p58

Armari Magnetar S32T-
RD1300G3

Armari takes advantage of the power
of AMD'’s Threadripper 2990WX,
keeping it company with 64GE of
3,200MHz DDR4 memory and Nvidia's
new Quadro RTX 5000 graphics,

Mo wonder it blasted through our
benchmarks with ease. £5,994 from
armari.com REVIEW Issue 296, p86

Scan 3XS WI4000 Viz

The latest iteration of Scan’s Intel-
based workstation includes a Core
i9-9900K, Quadro RTX 4000 graphics
and 32GB of 3,000MHz DDR4 RAM.
The result is an affordable content-
creation workstation that can turn its
hand to all tasks with equal aptitude.

£2,500 from scan.co.uk/3xs

REVIEW Issue 296, p88

MONITORS

NEC M““jch EA2T1U 7] Eizo ColorEdge CG319X liyama ProLite
=] Isthis the best 3lin monitor that xsz?zu HS-B'I

Zﬁll 4K mo I'Iitﬂ[', £?92 -] money can buy? Almost certainly. Looking to kit out an office with
from bechtle.co.uk i Designed for creative professionals 4K displays? This 32in screen

who need to move between all forms is a perfect option, with image
The NEC can display almost 100% of the 1 of media, from print to web to creating quality and value for money taking
sRGB colour gamut with tremendous 4] HDRvideo, itsa stunning display. precedence over features you may
accuracy-andit's designed to give your £3,989 from wexphotovideo.com never use, £350 from box.co.uk
eyes an easy ride. REVIEW Issue 293, p62 REVIEW Issue 301, p82 REVIEW Issue 288, p72

ENTHUSIAST/SMB NAS DRIVES

synﬂlﬂgy 03918"' Qnap TS-453Be-4G WD My Cloud EX4100
Onap markets the T5-453Be-4G at If you're looking for a solid, speedy
Fﬂl.ll"'h ay N AS' 5505 businesses rather than home users MAS - particularly for a small office -
from| i ; = but, in our opinion, it's equally at then take note of the affordable WD
home in both of those situations. An My Cloud EX4100. Despite the low
All Synology NAS drives share the same extremely versatile NAS appliance price, it offers four bays and its
great 05, with all its attendant apps - but the that’s both straightforward to use mid-range specification is more
DS918+ took the top spotin our Labs thanks and a very solid performer. £474 than up to handling office duties.
to its horsepower, its four drive bays and the sheer from pepro.link/284gnap £274 from pepro.link/284vwd1
number of roles it can perform. REVIEW Issue 284, p81 REVIEW Issue 284, p80 REVIEW Issue 284, p83

WIRELESS NETWORKII "G

Asus RT-AX88U Linksys EA9500 Tenda Nova MW3
Max-Stream Don't want to spend over £200 on

802.11ax router, £294 If a mesh network isn't for you, this a Wi-Fi upgrade? The Nova MW3

from pcpro.link/300ax feature-packed router is an excellent is our bargain choice, killing off
choice. It's packed with eight Gigabit “not spots” and spreading Wi-Fi

When testing the RT-AX88U, the reality of Ethernet ports and can work as throughout your home. It may not

802 Nax (or Wi-Fi ) proved even better than we DLNA server. Most importantly, the be as fast or wide-ranging as the
dared hope for: it provided blazingly fast speeds throughout even the trickiest Max-Stream delivers very fast speeds. Zyxel Multy X, but it wins on value.
areas of our house. The design is surprisingly understated, too - only the gold £250 from pepro.link/288link £70 from pcpro.link/288tenda
cutouts hint at this router's winning performance. REVIEW Issue 300, p62 REVIEW Issue 288, p82 REVIEW Issue 288, p69
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from printerland.co.uk

ConnectKey apps make this colour laser
versatile - butit's an excellent choice evenif you
have little need for them, combining fast, sharp
output with great security and mobile printing

services. REVIEW Issue 3083, p101

NEW ENTRY

WORKGROUP PRINTERS
Xerox Versalink C405DN

Colour laser, £369 exc VAT

Brother MFC-J6945DW

Small businesses that want affordable
A3 colour printing won't find a better
alternative to Brother's MFC-
J69450W. High-resolution prints are
slow but colour quality is very good,
running costs are remarkably low
and cloud support is outstanding.
£212 exc VAT from printerbase.co.uk
REVIEW Issue 295, p96

NEW ENTRY

Kyocera Ecosys P6235cdn
The Ecosys P6235cdn hits all the
important notes. [t's expandable and
easily maintained, with good print
performance and strong, fine-grained
security, as well as very low running
costs - all of which make this sturdy
colour laser ideal for busy offices.
£358 exc VAT from printerland.co.uk
REVIEW Issue 303, p100

Canon Pixma TS6250

All-in-one inkjet, £85
from pepro.link/298can

Nigh-on the perfect all-rounder for home use,
with speedy output (12.7ppm for black text,
3.9ppm for complex colour layouts), excellent
image quality on plain paper and competitive running costs. Add an easy to use
touchscreen and we have a winner. REVIEW Issue 298, p83

HOME OFFICE PRINTERS

Epson EcoTank ET-2710

Epson’s EcoTank concept lets you refill
the huge ink reservoirs yourself for
super-low running costs —and this
solid all-in-one is cheap to buy, too. It's
not the fastest printer in the world,
and photo-printing is a weakness, but
for cost-effective home printing, it
can't be beaten. £242 from lambda-
tek.com REVIEW Issue 298, p84

HP Tango X

The Tango X is the size of two hardback
books piled on top of one another - yet
it has all the features of a full-size
all-in-one. 100% wireless, it pairs with
your phone for “scans” and “copies”,
and produces great-quality (and free)
photo prints. A fresh and likeable take
on home printing. £180 from store.
hp.com REVIEW Issue 293, p58

Poly Studio

4K meeting room
solution, £752 exc VAT
from lambda-tek.com

Poly's Studio is a hassle-free videoconferencing solution that's a
cinch to set up and use. The audio-enhancing and video-tracking

VIDEOCONFERENCING

Lifesize Icon 700
and Phone HD

A superbly easy-to-deploy
videoconferencing system with great
management features. Businesses
that want 4K VC without complex
configuration or bandwidth worries
will find it an excellent solution.

£6,150 exc VAT from onedirect.co.uk

Logitech Rally

Not a racing car but Logitech’s latest
professional videoconferencing
solution. Designed for medium-to-
large meeting rooms, it's a modular
system that can be expanded with
extra accessories, allowing it to
grow along with your demands.
£1,800 exc VAT from onedirect.

features really help remote meetings go smoothly, and for a 4K VC
solution it's seriously affordable. REVIEW Issue 300, p97

REVIEW Issue 300, p94 co.uk REVIEW Issue 300, p95

Ubiquiti Networks
UniFi nanoHD

Access point, £137 exc VAT

from broadbandbuyer.com

|

You'll need to factor in the cost of extra UniFi hardware to get the most fromiit,

but the nanoHD is perfect for SMBs seeking the best wireless performance, [t's
a cinch to deploy and great value, with on-premises and remote cloud
management included in the price. REVIEW Issue 297, p99

Draytek VigorAP 903

This Wave 2 access point brings
self-healing mesh networking within
reach of an SME budget. It's very easy
to deploy - you can quickly create a
wide-ranging wireless network using
up to eight APs - and is a clear winner
for value comparedto rivals. £114 exc
VAT from broadbandbuyer.co.uk
REVIEW Issue 298, p100

WatchGuard AP325

Anideal choice for SMBs seeking
Wave 2 Wi-Fi performance, strong
security and remote management on
a modest budget, It's quick to set up,
and has a superb spread of features,
including anintrusion prevention
system that blocks rogue APs. £468
exc VAT from watchguardonline.
co.uk REVIEW Issue 293, p99

Fujitsu fi-7300NX

Network scanner, £758 exc VAT

from tradescanners.com

This B02.11ac scanner delivers performance
that lives up to its B0ppm claims, and with a

huge range of options it's the perfect choice
if you want to streamline your scanning

processes. REVIEW Issue 301, p98

Brother ADS-2800W

A great choice for businesses that
need a desktop scanner with a finely
tuned balance of features, speed
and value. It includes an excellent
software package, provides good
cloud support and makes light work
of walk-up scan operations.

£330 exc VAT from [ambda-tek.com
REVIEW Issue 301, p96

Epson WorkForce DS-970
The DS-970 may only offer a USB port
as standard, but it delivers 85ppm
scan speeds at a very competitive
price. Combine this with Epson's scan
automation software and you have

a great choice for SMEs with high-
volume scanning requirements.

£806 exc VAT from gbuyer.com
REVIEW Issue 301, p97
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CCL Paladin Gaming PC

« AMD Ryzen 7 3700X 3.6GHz (4.4GHz Turbo Boost) -
. 16GB 3200MHz DDR4 RGB RAM COMPUTER
- AMD Radeon RX 5700 XT 8GB ~Y Z=N SHOPPER

+ 1TB Adata XPG SX8200 Pro SSD BESTBUY
« 2TB Seagate BarraCuda Hard Drive
*+ 3 Year Collect & Return Warranty

From £1,559.99 inc VAT @S“G“E @) BARRACUDA

FCOMPUTE J

3YEAR SPREAD FREE, FAST
¥ WARRANTY ERY THE cosT DELIVERY
Configure yours at:
nune.com 1N

L 01274 471 210 b2 pcsales@cclonline.com Price Match

On all ccl built systems
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SECURITY SOFTWARE BACKUP SOFTWARE

Kaspersky Internet  KASPERKY
Security 2019

Our favourite security suite for four reasons: top
protection, minimal performance impact, lots of
features and a great price. A superb choice for
those who demand more. Tyr, 3 devices, £20 from

pepro.link/291kis REVIEW Issue 291, p85

Acronis True Image 2019 Acronis

This comprehensive backup
solution does it all, from cloud storage to disaster

recovery and app rollback.

If you take data

protection seriously, this is a great investment. 1 PC,
Advanced edition, 250GE cloud storage, £35 per
year from acronis.com REVIEW Issue 295, p82

Bitdefender Panda Free
Internet Antivirus
Security 2019 Forget about Windows

Not the fuss-free offering
of last year, but the
Autopilot mode still
rarely interrupts - and
pratection remains
absolutely top-notch.

1yr, 3 devices, £25

from bitdefender.co.uk
REVIEW Issue 291, p84

Defender; if you want
protection that you can
rely on, won't kill your
resources and won't
cost you a penny, Panda
Free Antivirus is the
one to go for. Free from
pandasecurity.com
REVIEW Issue 291, pBT

IDrive

It might be [Drive's free
5GB of cloud backup that
first attracts you, but the
paid-for plans are cost-
effective, too - and the
service, which supports
hybrid backup and disk
imaging, is very flexible.
Free, 5GB; £52/yr, 2TB

from jdrive.com
REVIEW Issue 295, p84

0&0 DiskImage
Professional 14

Focused on protecting
your hard disk, and with
no subscription costs,
0&0's offering could be
exactly what you need to
bring a bricked PC back
to life. That's well worth
the asking price. 1PC, £36
from gosoftware.com
REVIEW Issue 295, pB6

CREATIVITY SOFTWARE
Adobe Creative Cloud

Adobe entrenches its position as an
indispensable resource for creative professionals,
with useful upgrades to the core print-orientated
apps such as Photoshop, and exciting new additions
for digital designers, too. Complete plan, £50/mth
from adobe.com/uk REVIEW Issue 268, p72

Affini CyberLink
Publisher PowerDirector
Showing that Affinity 16 Ultra

Photo, its Photoshop
rival, was no fluka, Affinity
Publisher is another

brilliant Adobe alternative
(this time to InDesign)

An excellent tool for
360-degree video
production, and also a fine
choice for normal video,
with powerful plugins that

that works superbly on boost it yet further. Not
low-power hardware. £49 | cheap but worth it. £52
from affinity.serifcom | from pcpro link/278cyb

REVIEW Issue 299, p75 REVIEW Issue 278, p73

RACK SERVERS

Dell EMC PowerEdge R340

Aversatile Xeon E rack server with good upgrade
potential, plenty of storage choices and the best
management features around. It's good value, too:
the price shown here includes the iIDRACS
Enterprise upgrade, which enables full 05 remote

control and virtual media services. £1,579 exc VAT
from dell.co.uk REVIEW Issue 298, p97

PEDESTAL SERVERS

Fujitsu Server

Primergy TX1320 M4

Don't judge this server on its size. It may
only be 405mm tall and cost £847 exc VAT,
but it packs in a quad-core Xeon E-2134
processor, 16GB of DDR4 memory and
you can specify up to eight hotplug SFF
drive bays. It's great value and can be
configured to a wide range of demanding

workloads. Model T1324SC1201IN, £847 exc VAT
from lambda-tek.com REVIEW Issue 302, p103

SECURITY

SonicWall TZ300P

A competitively priced
desktop UTM appliance
with abundant security
measures and a wealth of management features.
It's loaded with features yet easy to deploy, and with
remote management and zero-touch provisioning it
will be particularly appealing to businesses with
multiple offices. £1,085 exc VAT with Tyr

TotalSecure Advanced from sonicwallonline.com
REVIEW Issue 298, p101

Lenovo ThinkSystem SR250

Despite its modest proportions and low price, this Xeon
E server has the credentials to handle a wide range of
business applications, with big storage potential, great
features and remote management. £1,155 exc VAT from

uk.insight.com REVIEW Issue 298, p99

HPE ProLiant ML350 Gen10

A perfect expression of HPE's "buy now, upgrade later”
mantra, you can upgrade every part of the ProLiant
ML350 Genl10. Our review model (877621-031) is a fine

start for a growing business.

| ebuyer.com REVIEW Issue 288, p96

£1,799 exc VAT from

DrayTek Vigor 2620Ln

Don't expect cutting-edge Wi-Fi speeds, do expect a
strong set of security measures and WAN connection
options. Excellent value for a small business that needs
always-on internet access. £197 exc VAT from
broadbandbuyer.com REVIEW Issue 300, p100

BACKUP

Synology DiskStation DS2419+

With a monstrous maximum capacity of 168TE, the
DS2419+ is the perfect backup vault for small to medium-
sized businesses. The
fully loaded app store
meanwhile opensupa
huge range of additional
roles, including video

Veritas Backup Exec 20.4

Simply the best on-premises backup and data recovery
solution for SMEs. [t can easily manage a hybrid backup
strateqy, it offers great security features and the choice

of licensing

schemes

makes it very
affordable. £370

surveillance. Diskless, per TB exc VAT

£1,226 exc VAT from from span.com

span.com REVIEW REVIEW Issue

Issue 296, p101 299, p99

Qnap TS-983XU-E2124-8G Iperius Backup Full

It may be pricey, but this 1U rack NASis in a different
class to most rivals, thanks to a Xeon E-2124 CPU, 10GbE
support out of the box and highly flexible storage

choices. Diskless, £1,758 exc VAT from span.com
REVIEW Issue 296, p99

Iperius Backup presents an impressive range of
features in a well-designed system, and its low price
makes it an excellent solution for budget-conscious

businesses. Even the extras are nicely priced. £222 exc
VAT from iperiusbackup.com REVIEW Issue 299, p87

3CX Phone System 15.5 Update 6

This self-hosted phone system does everything you
need for a great price - and becausea it's icensed by the
number of simultaneous calls, rather than the number
of physical extensions, you don't have to agonise over
who gets a phone and who doesn't. A super choice for
SMBs. 165C Standard, £536 exc VAT from 3cx.com
REVIEW Issue 294, p96

CX

RingCentral Office

If you're looking for an easier alternative to an on-site [P
PEX, RingCentral Office is the answer-an affordable and
powerful cloud-based service with a great set of call-
handling features. From £8 exc VAT per month from

ringcentral.co.uk REVIEW Issue 294, p98
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Yourthoughts

and desires are no

longer your own

As societal nudges edge closer to super-nudges, Dick wonders if our
“free” society is starting to lose control of its own decision making

e live in paranoid times, and

at least part of that paranoia

is being provoked by
advances in technology. New
techniques of surveillance and
prediction cut two ways: thevcan be
used to prevent crime and to predict
illness, but they can also be abused for
social control and political repression.
Which of these one sees as more
important is becoming a matter of
high controversy. Recent protestsin
Hong Kong highlight the way that
sophisticated facial recognition tech,
when combined with CCTV built into
special lampposts, can enable a state
to track and arrest individuals at will.

But the potential problems go way
further than this, which is merely an
¢xtension of current law-enforcement
technology. Huge advances in Aland
deeplearning are making it possible to
refine the more subtle means of social
control often referred to as "nudging”.
This means getting people to do what
yvouwant them to do, or what is
deemed good for them, not by direct
coercion but by clever choice of
defaults that exploit people’s natural
biases and laziness (both of which we
understand better than before, thanks
to the psychological research of Daniel
Kahneman and Amos Tversky).

The arguments for and against
nudging involve subtle philosophical
principles, which I'll try to explain as
painlessly as possible. Getting people
to do “what’s good for them” raises
several questions: who decides what's

good? Is their decision correct? Even if

it is, do we have the right to impose it?
Liberal democracy - which is what
we still do just about have, compared

&& People will usually go with the
default option, a careful choice of
which can nudge rather than compel
them to the desired decision ¥y

to Russia or China - depends upon
citizens being capable of making free
decisions about matters important to
the conduct of their own lives, but
what il advertising, addiction or those
intrinsic defects of human reasoning
that Kahneman uncovered so distort
their reckoning as to make them no
longer meaningfully free? What if
they're behaving in ways contrary to
their own expressed interests and
injurious to their health? Examples of
such behaviours, and the success with
which we've dealt with them, include
compulsory seatbelts in cars (success),
motorbike crash helmets (success),
smoking bans (partial success) and US
gun control (total failure).

Such control is called
“paternalism”, and some degree of it
is necessary to the operation of the
state in complex modern societies,
wherever the stakes are sufficiently
high (as with smoking) and the costs
of imposition, in both money and
offended freedom, are sufficiently
low. But there are libertarian critics
who reject any sort of paternalism at
all, while an in-between position,
“libertarian paternalism™, claims that
the state has no right to impose bult
may only nudge people toward correct
decisions. An example might be
opting in versus opting out of various
kinds of agreement, from mobile
phone contracts to warranties, from
mortgages to privacy agreements.
People are lazy and will usually go
with the default option, a careful
choice of which can nudge rather than
compel them to the desired decision.

Advances in Al are amplifying the
opportunities for nudging to a
paranoia-inducing
degree. The
nastiest thing I saw
at the recent Al
conference was
an app that reads
shoppers’
emotional states

Dick Pountainis
editorial fellow of
PC Pro.The only
Skinner Box he
might consideris
that one where you
press abutton for a
shot of cocaine.

&4 That non-invasive approach might
be extended with even deeper
learning to predict your speech
intentions, the voice in your head ¥y

using facial analysis and then raises or
lowers the price of items offered to
them on the fly. Or how about
Ctrl-Lab’s app, which non-invasively
reads your intention to move a cursor
{Facebook just bought the firm). Since
vocal chords are muscles too, that
non-invasive approach might be
extended with even deeper learning to
predict your speech intentions, the
voice in vour head, your thoughts..

avoid both extremes in such

arguments about paternalism. I do

believe that the climate crisis is
real and that we’'ll need to modify
human behaviour a lot in order to
survive, so any help will be useful. On
the other hand, [ was once an editor at
Oz magazine and something of a
libertarian rabble-rouser in the 1960s.
In arecent Guardian interview, the
acerbic comedy writer Chris Morris
{Brass Eye, Four Lions) described
meeting an AA man who showed him
the monitoring kit in his van that
recorded his driving habits. Morris
asked if he felt that was “creepy” but
the man replied: “Not really. My
daughter’'sjust passed her driving test
and I've got half-price insurance for
her. A black box recorder in her car
and camera on the dashboard
measures exactly how shedrives and
her facial movements. As long as she
stays within the parameters set by the
insurance company, her premium
stays low.” This sort of super-nudge
comes uncomfortably close to China’s
punitive social credit system: Morris
called it a “Skinner Box", after the
American behaviourist BF Skinner
who used one to condition his rats.
@ dick@dickpointain.co.uk
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Google s actuall
getting worse as

it does more

Search is Google's heart, but the algorithms that run it are clearly
struggling to keep up with the web

he internet is broken, though

that's hardly news. Facebook

doesn’t bring the world closer
together, as Mark Zuckerberg once
hoped, but drives people with slightly
divergent opinions further apart.
Twitter was designed to share news
and information instantly and across
borders, but it's much better for
sharing abuse. As for Google’s goal, to
“*organise the world’s information and
make it universally accessible and
useful”? Searching for anything
specific is nigh on impossible.

Don't believe that Google is
useless? Here's an example. Try to
find out the date and time of vour
local Bonfire Night fireworks display.
The first result | see when [ search
“Walthamstow Bonfire Night 2019”
is a Google-made “Events” box
informing me that Bonfire Night is the
fifth of November, a fact I very much
remember. Next in the results is a list
of questions that other “people also
ask”, which includes the suggestion
“what time are the Crystal Palace
fireworks” - while I'm sure they're
lovely, | live in northeast London.

Both of those results were
generated automatically by Google’s
systems, and both are useless to me,
But after that algorithmic garbage, we
finally have some actual results from
the web, namely a series of articles
and blog posts finely tuned to ride the
SEQ train to advertising profit. The
first result says there's no fireworks in
Walthamstow this vear; that is not
true. The second and the third results
don't feature the *Walthamstow”
anywhere on the linked page - sowhyv
are they ranking for that term? [f my

k& The web isn't what it was back in
1997 when Google Search launched,
and plenty of that change and added
complexity is down to Google ¥y

editor would let me use emoji in my
columns, there'd be a “shrug” here.

The fourth website in the ranking
does include all the key terms, but
only in a photo caption; it’s an
explainer about what Bonfire Night is,
rather than where I might partake.
The fifth result is the local council’s
Bonfire Night listing on Facebook... for
last year's event. Bing, on the other
hand, had an accurate result second in
the list. It's enough to make anyvone
want to chuck Google on the bonfire;
the only fireworks are my temper.

The cause of those fruitless Google
results is twofold, and both are issues
Google needs to address. First, the
article results are there because sites
are trying to game Google's ranking
algorithm, the dark art Known as
search engine optimisation (SEQ). It's
easy to blame publishers, but if sites
are ranking for *Walthamstow”
without using the word at all, we need
to dole out some blame to Google's
clearly broken algorithm, too.

The second cause of those terrible
results is also to do with Google’s
algorithm: data ages, it erodes and
goes out of date. It’s much easier to
[ind information about Bonfire Night
displays from 2018 and before than it
is this yvear, but that isn't of much use
for those of us without time machines.

Don't get me wrong: [ haven't
forgotten what life online was like
before Google. Hotmail, Yahoo and
Ask Jeeves all pale in functionality and
utility compared to Gmail and Google
Search. But that leap forward hasn’t
been maintained. The webisn't what
it was back in 1997 when Google
Search launched, and plenty of that
change and added
complexity is
down to Google
itself. Back then, it
was easy to dig out
the link to the
council’s web page
about Bonfire

Nicole Kobieis
PC Pro's Futures
editor. She feels
nostalgic for the
early days of the
web, which probably
means she's getting
old. Remember
GeoCities? Ah, the
good old days.

¥ @njkobie

Night, but now that same system must
also define Bonfire Night, sort through
the many SEO-designed pages gaming
the system and sift through social
posts. Google's search algorithm is
creaking under the weight.

All of this is important. Under its
wider Alphabet umbrella company,
Google is building driverless cars,
with Waymo running trials in

&& We hear a lot about avoiding bias
in algorithms and Al but we also
need to make sure systems actually
work -and keep working 7Y

| Arizona. In Toronto, its subsidiary
Sidewalk Labs is designing a new
neighbourhood from the ground up
as a smart city lab. It bought British
machine-learning startup DeepMind
to expand into Al healthcare and Nest
to shift into smart homes. And that’s
just Google. Algorithms are slipping
into our homes via voice-activated
assistants, into our cities via
automated traffic lights and dynamic
transport timetables, and touching
every aspect of our lives. Your bank
processes vour salary via algorithms.
Your medical scans are examined by
machine learning systems.

Many of those algorithms aren’t fit
for purpose. Others may be today, but
won't be in the near future. They must
learn how to evolve with change and
spot the erosion of data quality. We
hear a lot about avoiding bias in
algorithms and Al, and that’s vital,
but we also need to make sure systems
actually work - and keep working.

Afterall, if I can’t trust Google’s
famously powertul search algorithm
to find such basic information, why
would I trust its systems to drive me,
organise my city, or keep me healthy?

| @ work@nicolekobie.com
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nIp, but our grey
matter matters

The IT industry may treat experience as a burden, but those years on
the clock translate into valuable knowledge that it’s foolish to ignore

poiler alert: editing this month’s

PC Probe (see p14) was a

depressing job. Not because
Stewart Mitchell’s writing was
anything less than his brilliant best,
but because of the topic. At the age of
42, lam pretty much washed up when
it comes to pursuing a career in IT.

It's not that those already in the IT
industry should consider themselves
pensioned off as soon as they hit their
forties - although Stewart does find
strong evidence that the industry
casts aside experienced staff. It's that
my chances of getting a foot in the
door are about as high as my chances
of eloping with the Queen.

This is particularly true should |
wish to join a startup. These fledgling
companies aren’t interested in what
someone with a couple of decades of
experience could bring. Thev're
looking for twentysomethings with
the willingness to work until their
fingers bleed all over the keyboards.
The job ads almost say it explicitly:

those with family lives need not apply.

There is a degree of hypocrisy in
this polemic. | joined this magazine
21 years ago, on the cusp of my 21st
birthday, when the average age of the
staff was around 25. In myv twenties,
there's no doubt my ability to work
harder and longer hours than some of
my colleagues helped me progress to
senior levels of national newspapers.

However, that doesn’t make the
situation any less problematic.
lgnoring experience in favour of
eagerness to sleep on the office floor
doesn’'t make good business sense. In
fact, more experience in the office
might prevent regular all-nighters.

&& The message to the next
generation: work until you drop,
take no prisoners, take the riches

that come with ity

Tech’s workaholic culture is
nothing new. The Netflix mini-series
Inside Bill's Brain is a fascinating, if
hagiographic, biography of Bill Gates.
[t spends a while focusing on voung
Bill, when he was falling asleep at the
controls of primitive computers,
programming the early systems at
Honeywell or the Microsoft code that
went on to make him serious money.

Young Gates is relentless. Too
relentless for co-founder Paul Allen,
who quits early on. Too relentless for
his wife, who bemoans living in a
mansion with a young child and
feeling totally isolated. Too relentless
[or the statl who sufler from one ol his
infamous tirades because they “never
understood the first thing”™ about a
piece of software he's critiquing. You
can see him half-wince as he watches
back that footage in the documentary,
but he stops short of wishing he had
done things differently. The message
to the next generation: work until you
drop, take no prisoners, take the
riches that come with it.

It’s hard to argue that Gates’s
attitude did him or Microsoft any
great harm, but does it make for a
better industry, a better society?
Women undoubtedly suffer in
relentless work cultures, getting lefl
behind when the time comes to raise a
family and they bear more than their
fair share of the parenting burden.

The reason the traditional
pipelines into these industries -
technology, media and public office

work best for men is that,
intentionally or not, they were
designed that way. We need to create
new pathways into these industries
that will open more
entry points for
women from all
backgrounds. And
those aren’t my
words, they're the
words of Melinda
Gates - the woman

Barry Collins has
more grey hairs
than share options.
You can send your
headhunters to
barry@mediabe.
co.uk.

¥ @bazzacollins

who largely sacrificed her own
Microsoft career to bring up Bill's
children - who's just pledged a billion
dollars of their joint foundation's
money Lo “expanding women's power
and influence in the United States”.

A better age balance would help
some of these companies as much as a
better gender balance will. The

&4 When they needed a new laptop,
he went down to a nearby PC World
and bought whatever was on offer
atthetime¥y

mistakes some startup companies
make are terrifying. A few vears ago, |
was asked to visit an up-and-coming
recipe box company - now very much
a household name - and troubleshoot
their IT in a Gordon-Ramsay-pitch
up-at-the-restaurant-and-start
shouting-at-people kind of way.

They had millions of venture
capital in the bank and a central
London office crammed with staff, all
the right side of 30. The kid running
the IT was 22, and it showed. When
they needed a new laptop, he went
down to ancarby PC World and
bought whatever was on offer at the
time. The printers weren't big enough
to print the A3 menus they needed.
Backup was practically non-existent.
Yet they were taking tens of
thousands of orders every week.

The firm made it in the end, but it
was sheer good fortune that saved it
froman IT disaster - the kind of data
loss that finishes companies. The Kind
of mistake a more experienced IT
director wouldn’t make, even if they
refused to sleep amongst the pizza
boxes. Us experienced heads add
value. Startup billionaires-to-be, vou
know where to find me.

@ barry@mediabc.co.uk
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Your views and feedback
from email and the web

Shhh...

| was struck by the tone of your recent
review of the Quiet PC Nofan (see
issue 302, poz2) in which [ noted, to my
mind, a huge misunderstanding of the
purpose of quiet or silent computing
as a distinct branch of the IT world.

Toevery family and every user
there are competing needs (and
desires) in IT, one of which is quiet or
silent running. I say this particularly
because | never really knew it before
my own experience. Ifit is a branch of
IT surely it can command some
respect; your review seems toimply
that performance is the monarch and
noise levels some quaint fripperv to be
mocked. Just putting on headphones
is not the answer when the need for
quiet is from the non-usersin the
room, not the user, who is probably
quite happilv immersed in their work.

My experience was trying to solve
a problem: one living space, three
teenagers, a TV/dining/working area
and a gaming and workstation PC that
sounded like a helicopter. Living
together in cramped conditions is not
so unusual, and maybe headphones
are a good idea, but rather than put
evervone in them, we needed the aid
of Quiet PC, an immensely helpful
UK-based company.

The Nofan is an easily upgradeable,
premium product. There's no fan on
the graphics card, CPU or power unit,
and it's impossible to put a price on
that as a solution to the problems
caused by my family’s conflicting
needs and stages of education.

[ believe your reviewer could have
been more even-handed and open-

Readers’'comments

Starletter

With all the excitement regarding Wi-Fi 6 (802.11ax),
it's worth considering the support router

make space for new subscription services (antivirus
and parental controls) that I justdon't want. Your

shiny new Wi-Fi 6 router may have a shorter shelf

manufacturers provide for existing kit. Recently,

Netgear published an R7000 firmware update,
which I quickly installed to keep Davey Winder
happy. However, it not only broke my Google
Chromecast Ultras, but also removed half a dozen
features (suchas DLNA). Thus, [can't update my
router to fix security issues if | want the router to
keepthe featuresI paid good money for. The strong
suspicionis that Netgear dropped these featuresto

Our star letter writer wins a copy of Serif Affinity Designer. Built from the
ground up over a five-year period, every feature, tool, panel and function
has been developed with the needs of creative professionals atits core.

BELOW The Quiet PC
Mofan could provea
godsend in communal
rooms

minded in their review of the Nofan,
since it answers perfectly the needs of
many an IT nerd and novice alike.
Domestic life is not one-dimensional
and rarely does one standard meet the
needs of all. David Cutler

PC Pro replies: Thanks for getting in touch
and giving us your perspective. As you say,
plugging in a set of headphones only solves
the problems of fan noise for the user, not
anyone in the surrounding area, and we'd be
interested to hear from other readers if
that's also a reason why they have specified a
silent PC. As we made clear in the Nofan's
review, it “makes absolutely no noise
whether it's switched on or switched off”. In
that respect, it's a triumph. However, when
grading PCs in a Labs test, we need to
consider more than just one element of their
specification, and we felt that, when you lined
up the Nofan's component list against some
of its rivals, it was difficult to justify the price.

The cons of a cashless society
Nicole Kobie's view ol the future (see
issue 302, p25) was glimpsed through
the wrong Kind of glasses: the
rose-tinted ones that don't correct for
short sightedness. As a result, she’s
described the appealing upside of a
cashless society while ignoring two
very unappealing downsides.

First, the chip in a piece of payvment
plastic only works if the machine with
which it connects is working - which
it may not be. [t might be failure of the
card reader, local electricity supply,
the grid or data links. Worse, the more
we depend on physical infrastructure,
the more it becomes a target for the
bad guys; from a ransomware attack
to invasion. What degree of
infrastructure failure is acceptable?

The retailer may have a sign saying
“card only”, but 1 bet they'd accept a

life than you think. Or am I being too cynical?
Stewart Sim

Darien Graham-Smith replies: We raised this issue
with Netgear, but the company's only response was
that users wanting to keep their existing router
functions should skip the update. With new security
threats emerging all the time, that's hardly a
satisfactory answer. We will be keeping a close eye
on this situation and calling out any manufacturers
who put their customers in such an unfair position.

AFFINITY

DESIGNER

physical fiver for vour lunch, rather
than throw the food in the bin.

Second, ifall vour moneyisina
bank from which it can’t be
withdrawn (only moved to another
bank), those institutions can charge
vou for the pleasure of looking after it.
Currently, if youdon't like the idea of
paying interest on your credit balance
yvou have the option of withdrawing
all vour moneyv and placing the cash in
YOUT OWN secure storage.

Less cash is reasonable, no cash is
unwise. Alan Wheatley

What, where, who?

[ found vour article comparing
whatgwords and AML (Advanced
Mobile Location) very interesting (see
issue 302, p16). ldon't really know
about AML works, but [ assume it
provides the same location that
Google Maps tells me I'm in. However,
['m a great fan of waw.

For instance, how does AML tell
the emergency services that I'm not
in the house next door, as Google
Maps consistently positions me, and
that my front door is round the other
side of my building? With waw and
Google Maps in satellite view, [ can
correct the location that my phone
offers. I can also use thisif [am
reporting an emergency from a
location further away:.

For non-emergency functions,
how do [ use AML to tell someone,
without using coordinates, where to
meet me, if neither of us is already
there! David Coull

PC Pro replies: Thanks for your email, David.
You raise some excellent points and you're
quite right that what3words has some clear
advantages, butin answer to your last
guestion, AML isn't designed for domestic
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users but for the emergency services. The
main essence of the article was that, while
what3words is great at what it does, the
built-in nature of AML (and the fact it didn't
require users to install an app at a time of
potentially great pressure) means that it
should be the first port of call for UK
emergency services, and right now that isn't
always the case.

Kicked out of orbit

Well, Paul you were right! I'm not an
expert, but I was annoved (see issue
302, p118). The model of the atom you
describe - with a nice picture - isa
little out of date. Well, actually 100
vears out of date. It's the Bohr atomic
model (1913), and while it does explain
some of the atomic properties neatly,
it completely ignores what we know
about the electron; that it can behave
asawaveor a particle, and in an atom
15 better treated as a wave. Thatiswhy
we reler to the energy levels as
orbitals, NOT orbits. John Errington

PC Pro replies: First, we'll leap to Paul's
defence, as he didn't select the picture.

&& The retailer may
have a sign saying ‘card
only’, but I bet they'd
accept a physical fiver
for your lunch 77

However, we would point out that Paul
explained right at the start of his excellent
piece about 55Ds that he was going to
simplify the physics. If Paul ever decides to
explain quantum computing but insists on
using Copernican heliocentrism as his basis,
then we'll definitely stop him in his tracks.

Correction

Inissue 302 of PC Pro we published an
article that included inaccurate
statements about the website
MoneySavingExpert, and its comparison
tool Broadband Unbundled. On p43 of
the article it said: “MoneySavingExpert
even admitted to stealing exclusives
from other sites!". Further to additional
information provided by
MoneySavingExpert, we accept this is
untrue and we apologise for this
statement. MoneySavingExpert.com has
clarified that when it becomes aware of
an exclusive offer from another site that
may help users save money, its editors
get in contact with them and always ask
for their permission before featuring it
on their tool. See broadband.
meneysavingexpert.com for full details.
We would also like to clarify that
MoneySavingExpert always selects deals
based on what is best for users, and not
on whether the site receives payment.

Readers’ poll

We asked you
what you
thought about
Microsoft's
decision to split
up Cortana and
Windows
Searchin the
latest build of
Windows 10.
You said:

| preferred things

how they used
to be

0%

Awareness of the change wasn't
great, but at least those who
spotted what had happened were
happy. It “works as I expectitto
work,” said one anonymous
respondent who also wanted to
see better antivirus and malware
builtinto the 0S. However, another
anonymous voter said they "don't
bother using it, unless it's to find
programs in the Start menu”. They
would prefer better performance,
“particularly around desktop
graphics and the file system”.
“Just bin it" said a third voter -
again anonymous-who, when
asked what other changes they
would have made if they had
been in charge of Windows 10
development, said they would have
“made it Windows 7".

&Join the debateﬁ

n Jointhe growing PC Pro community
on Facebook at facebook com/pcpro

’ Get the latest news and
updates by following us @pcpro

Email us at letters@pepro.co.uk

SUBSCRIBE

Did it?
I hadn’t noticed

| know -
great isn’t it?

&& With the growth of
smart speakers, Iit's
obvious all search will be
voice-based one day 77 PB

k& Windows Searchis
almost entirely passive -
just press the Windows
button and start typing.
That's exactly what it
should be like 77 Pete

&4 It's obvious why
Microsoft invested so
heavily in Bing now. It
wasn't so much a Google
killer as a plugin for a future

(now present) version of
Windows 77 Amy Riches

&& It’s only a matter of time
before we're all working
online the whole time and
0S-level search will be
irrelevant ¥¥ Mark Dale

To subscribe to PC Pro, visit subscribe.pcoro.co.uk. For existing 'pcﬁawm; VPH; -4
Isp

subscriber gueries, contact pepro@servicehelpline.co.uk,
call 0845126 0386 or visit subsinfo.co.uk
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IIYAMA WISHES YOU HAPPY HOLIDAYS!

Ultra slim CEdQE*tD-EdQE
L L llet it snow, Let it
a IPS panel
USB

Go to our website to find your match: www.iivama.com

Full HD WQHD 4K UHD
XUB2792HSU-B1 XUB2792Q5U-B1 XUB2792UHSU-B1
XUB2492HSU-B1 XUB2792QSU-W1*

XUB2492HS5U-W1*

*White monitor

ProLite XUB3493WQSU
Have fun at work and increase your productivity

UWGQHD [Ultra Wide QHD) resolution ==
offers an ultra wide (21:9] viewable area

PiP and PbP modes allow simultanous =0
display of images from two different
signal sources

Flicker Free and Blue Light Reducer =0
for your eyes health and comfort

3440 | | _PIP 4| | Free | |FLICKER] |ELUE

Ifivama




Jrown-ups

R i e y ; T A— Bl =k < L
b, > 3 ' (= SSee e A =i > e
- N e - % — e R L] L e g iy g i S = ._ i ]
e M — ; L AT e P e e ! - |
g e e - e TR T R o £ B | & . L '|
. "

25 fhatdoyoubuythetechnical person inyour ite?,
CACLCUIATIY T ENAUS YOURVVE'aSK 0Urown techles, and.
“LEroTeaders;whattney wanttnis bnristmas

CONTRIBUTORS Tim Danton and Max Figgett

30




LYK TSR
\’ ¥ f D by
L * i

t’ ﬂlﬂﬂ lim.em?ﬂ.mm

JTI lﬂL‘m A e o mmnm
POOLOLOLOLOLOLOLOLOO O

HOME & OUTDOORS  , F+tid™
Tesla Powerwall 2  approx £11,000
Alexa Smart Oven usonly $249
Google Nest Hub Max £219
BioLite CampStove 2 £130
Fitbit Inspire HR £90
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iRobot Roomba 960 £577
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Ruark MR1 Mk2 £329 (] ]
Qobuz subscription peryear £100 ] ]
B&W Formation Duo £3,500 [_] _
Sony WF-1000XM3 £219 ] ]
Vifa City £125 ] =
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Amstrad CPC 464  aoprox £100 [ ]
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PRACTICAL

Tile Pro £28

Anker wireless charger £15
RFID blocking wallet £11
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PC Pro subscription £52

YubiKeys £41

GAMING

Nintendo Switch Lite £198 1 W
Ring Fit Adventure £70 ] ]
SCUF Prestige £130 _ ]
Razer Blade 15 £2,880 [_] =
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Asus RT-AX88U
AX6000

F261fromamazon.co.uk

There's only one problem with testing the
latest technology: once the tests are
complete, you have to send it back to the
manufacturer. So have some sympathy for
Darien Graham-Smith, who's reviewed all
the latest Wi-Fi 6 (B02.11ax) routers and
has thus seen the future. “I want an
802.1ax router and adapters for all my
devices,” he said. “"Having seen how great
the technology is, I'm impatient to switch
as soon as possible!”

When we pinned Darien down on
which exact 802.11ax router he wanted,
the Asus was his top pick. “It's not the
fastest for last-gen devices, but 802.11ax
performance is simply fantastic.” Now to
let him down gently that we're not actually
going to buy it for him this Christmas. He'll
get PC Pro socks like everyone else.

|

Fl

$249 (US only)

As a keen cook and all-round foodie, it's

no surprise that Monica Horridge - editor
of our sister site expertreviews.co.uk
~has her eye on the just-announced

Alexa Smart Oven. This is a four-in-one
microwave, with the extra three functions
being convection oven, food warmer and
air fryer. “I don't know why I want one,”
admitted Monica, “but it's cool that it'san
air fryer and I'm about to buy a convection
oven so it would have been perfect
timing... ifit was outinthe UK."

And thereis the catch, because for
now this oven is US only. So all of usin the
UK, including Monica, will have to wait
awhile untilwe can use the Alexa app to
scan Whole Foods produce and then pop it
into the oven, safe in the knowledge it will
use just the right settings.
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Google Nest Hub Max

£219 from store.qooqle.com/uk

Google's chunky Nest Hub Max is at the
top of reader Mike Webster's Christmas
list-and we can see why, having awarded
the impressive smart screen five starsin
last month's review (see issue 301, p97).
The Nest Hub Max is 3in larger thanits
Home Hub predecessor, witha10in 1,280
x 800 display, and Google has beefed up
the speaker, as well as adding a camera
for facial recognition and Google Duo
voice calls.

Think the screen is a gimmick? Think
again. You can link the Hub Max to a Nest
Hello doorbell to see if carol singers are
knocking, pull up YouTube for a hands-free
Brussels sprouts tutorial and connectit to
a Google Photos account to show off
family snaps. You can even control it via
the Jedi-like Quick Gestures: put your
hand in the stop positionin front of the
cameraand the Nest Hub Max will pause

 yourmusic. It means you won't have to
shout over the thousandth rendition of
I Wish It Could Be Christmas Everyday...

.
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Tesla Powerwall 2
PRICE Around £11,000 via local reseller

If you're a frequent reader of Paul
Ockenden's Real World Computing eolumn
(see p113), you won't be surprised by his
choice of gift. “I'd like a Tesla Powerwall 2,
he said, without even a “please”, His
parents really should have told him that it's
rude to ask foran £11,000 present -about
£8,000 will go to Tesla, a further £2,000
to ¥3,000to the local reseller - without the
appropriate Ps and Qs.

While the priceis undeniably steep,
the benefits of this domestic battery are
obvious once it's in place - providing you
have your own solar panels to supply the
anergy, you'll hugely reduce your
electricity bill and could even create a zero
emissions home. 5o with all this money
saved, you canimagine that Paul will have
plenty of cash to splash on presents for his
loved ones. What would he buy them?
“Toys R Us vouchers.”

Fitbit Inspire HR

PRICE £90 from fithit.com

Can't quite stretch to £11,000 for the Tesla
Powerwall 22 Well here's a cheaperway to
keep loved ones warm for a much more
attractive price: send them out running.

You can buy the cheaper Inspire for £70, but
we prefer the HR version with its 24/7
heart-rate monitor, accurate sleep tracking
and 50m water resistance soit's safe to use
ina pool.

Intruth there are much cheaper
trackers, but the Inspire HR still wins our
vote thanks to the community of like-minded
fitness freaks - there's nothing quite like a
family leaderboard to motivate you-and
Fitbit's proven customer service,

BioLite CampStove 2
PRICE £130from gmazon.co.uk

“I'd desperately love to have one of those
camp stoves that also charge devices,”
wrote reader Harry Monmouth, Well, we've
got good news for Harry inthe form of the
£130 BioLite CampStove 2. Despite looking
like Wall-E's long-lost cousin, it's an
invaluable tool for staying in contact when
you're out in the wild.

Simply feed the BiolLite CampStove 2
twigs you find around the campsite and,
thanks to aninternal fan, it will produce an
almost smokeless flame that you can use to
boil water or cook meals.

Athermoelectric

generator then converts f

the heat into 5V of
electricity, which charges
the battery. Plug your
smartphone or other
device into the BioLite
CampStove 2 via a USB
cable and you won't ever
have to worry about
running out of juice. An
LED dashboard also
means you can check the
battery level and strength
of the fire at a glance.

IRobot Roomba 960

PRICE E577 from amazon.co.uk

“This probably means ['m aging into
someone sensible, but I really wanta
Roomba - one of the expensive ones that
actually works," explained Nicole Kobie,
PC Pro's Futures editor. “Never needing to
vacuum ever again seems like the gift that
keeps on giving.”

1950s science fiction writers imagined
a future stuffed with robot butlers, but we'll
have to make do with vacuum cleaners for
the time being. The hockey-puck Roomba
960 is an excellent example, using an
infrared camera to map its surroundings
and sensors to avoid a fatal plummet down
the stairs.

[t cleans the floor methodically and
goes over particularly dirty areas multiple
times before returning to its charging
station for a well-earned nap. You can also
block off no-go areas using a “virtual wall"
and use the app to schedule cleaning times
or rescue the Roombaifit gets stuck. A
slight downside is a tiny 100ml or 200mi
dust bin, which means you'll have to empty
the Roomba 960 after every vacuum, Still,
that's a small price to pay for not having to
lift a finger,




o

MUSIC & AUDIO

Ruark MR1 Mk2

£329 from johnlewis.com

PC Pro’'s editor-in-chief Tim Danton
thought he had expensive tastes when
putting the Ruark MR1Mk2 Bluetooth
speaker on his Christmas wish list. “I
tested them earlier this year and the
sound they produce, especially
considering their size, is just fantastic-a
huge upgrade on any desktop speakers
I've used before,” he said. "I know that
they're aluxury, and that frankly none of
my friends or family is going to buy them
for me, but you candream, right?”

You can indeed. And you can also hook
up a subwoofer for even more bass, add
a battery pack to use them on the move,
and control them from afar thankstoa
bundled remote control (there's no
built-in smarts, but you can add that easily
enough via an Echo Dot). If only they
weren't made to look so awfully
downmarket by the B&W Formation Duo
speakers chosen by Jonathan Bray.

Sony WF-1000XIToMA.

¥ 219 from johnlewis.com

PC Pro's features editor Barry Collins has
a problem. Earlier this year, he bought the
over-the-ear Sony WH-1000XM3
headphones, which means he can benefit
from Sony's astonishingly good active
noise cancelling when he's commuting and
travelling-or just needs to escape from
the kids in his home office. “Having now
beenwon over by the Sony cans,” he
explained, “I'd like a matching pair of
Bluetooth buds for dog walking.”

Having tried the WF-1000XM3s at this
year's IFA trade show, we can understand
Barry's wishes. It's an almost surreal
experience to slot in a pair of earphones,
activate noise cancelling and sweep
almost all of the background hubbub
away. Naturally for a piece of Sony kit,
music sounds great, too. There's only one
piece of bad news for Barry: we're not

Vifa City

PRICE £125fromvifa.dk

........

The biggest compliment we can pay the City isthat

----------

you can close your eyes while listening to it and
believeit's a full-blown speaker, not a tiny ice puck of a

thing. Sure, it's atad treble-heavy, but it offers truly
incredible sound quality for its size: itisn't far off an
Echo interms of punch. If you travel often then the
Vifa City will soon become an essential companion
thanks to a battery that lasts for up to 12 hours, its
ability to act as a speakerphone for conference calls,
and a trifling weight of 320g.

buying them for him as Junathan Hray hns il
usad up all our budgat. wa

'Qobuz Studio

subscription

£250 per year from qobuz.com

Let's just suspend our disbelief for a
second and imagine that we go along with
Jonathan Bray's wishes and buy him a pair
of B&W Formation Duo speakers. He'll
need a pretty decent audio source, and
while those speakers do support Spotify
Connect, that seems like a waste. Luckily,
audiophile Jon Honeyball has the answer
in the Rolls-Royce of music subscription
services, Qobuz. So, what's the appeal?
“A wide range of interesting music,”
kicked off Jon. “Support for high-def
purchasable downloads at sensible
prices. And no MQA nonsense.” (We'll let
youinto a trade secret: Jon's actual word
wasn't “nonsense”.)

The promise of MQA is to deliver
compressed music files with CD-quality
audio, but asyoucantellJonisn't -

_impressed. He just wants hi-fi quality

_streaming and doesn’t care a jot for

o £25 permonth—discountedif you
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B&W Formation Duo
PRICE £3,500 from johnlewis.com

“How cheap.” So we replied when
Jonathan Bray, head of reviews at our

. bandwidth: Qobuz's Hi-Fiand Studio tiers
1- omise justthat alhert at!!ﬂ per munth i

sister site expertreviews,co.uk, declared

what he wanted for Christmas. And would

you believe that Jon ignored our implicit
sarcasm and agreed? “They sound like a

system that costs four times the price, so -i.

you're right. Relatively speaking.”

Here's what you get for your miserly
£3,500. A pair of Bluetooth stereo
speakers, sure, but these are full-size
speakers to sit either side of your desk.
They feature an “innovative carbon dome
tweeter” that "delivers a precise
soundscape”. Plus the same Continuum
cone featured on B&W's 800 Series
speakers. What Hi-Fi? was certainly
impressed, giving the Formation Duoa
five-star rating when it reviewed them
earlier this year.
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Giftguide

Sega Saturn
PRICE Around £80 from ghay.com

Former PC Pro writer turned professional
photographer Dave Stevenson clearly has a
yearning to relive his childhood evenings.
“Sega Saturn and whatever rats nest of
cables [ need to connect itto my TV please
and thanks,” he wrote on Twitter when we
asked people for their Christmas wishlist.

So, Dave, why? “When [ was a teenager|
was DESPERATE for a Sega Saturn. ['d
missed out onthe Mega Drive and Sega did
abrilliant job of trailing its 32-bit wunder-
cansale in the gaming magazines |
obsessively hoarded. When Sega Saturn-
specific magazines started coming out 1
hought those too, despite not having the
money to get the consoleitself, If Father
Christmas could find a working model on
eBay - perhaps with a copy of Sega Rally and
Virtua Fighter thrown in—it would probably
inspire me to stay on the nice list for the
whole of 2020."

Ras berf |
Pi 4pMndeyi B

PRICE £34 from thepihut.com

How could we write a Christmas gift guide
and not mention the Raspberry Pi? This past
year saw the release of the excellent Pi 4
Model B (see Paul Ockenden’s verdict on
p113), which brings the promise of working
as a full desktop PC. Not bad for under £50.
Michael Dear, who features regularly in our
letters pages and the podcast, specifically
requested & Pi 4 for Christmas this year, but
when -like all good parents -we pushed him
for areason, he was coy. “Doyou need a
reason for another? Not sure what [ would
dowithit... play probably.” Go on then,
Michael. But you'd better come downstairs
when it's time for lunch,

Amstrad CPC 464

PRICE Around £100 from gbay.com

“Would love to have an Amstrad CPC 464"
wrote Dan on Twitter, who still had fond
memaories of “Mode 0" making the text huge
and “typing in code to play London
Bridge Is Falling Down". And Danis not
alone. There are huge numbers of
Brits (and Europeans, with the Amstrad
also selling wellin France and Germany)
whao remember the CPC fondly. And if you
somehow lost yoursin the past 35 years,
we have excellent news: there are plenty of
high-guality units on sale if you look hard
enough. There's also a lively forum on
Facebook where people occasionally post
about games and accessories they're
looking to sell, and even refurbished units -

visit pepro.link/303epe for details.

RETRO & HOBBIES

The C64
PRICE £110 from gmazon.co.uk

While you can shop around for original
Commodore 64 computers —and, to be
absolutely clear, that's what PC Pro reader
Jeremy Verity asked for on Twitter -those of
us with a retro bent but who also like the
easy life may be tempted by the upcoming
The C64. Unlike the C64 Mini (which sells for
around ¥45), this replica console includes a
working keyboard and full-size joystick.

The C64 goes on sale in December and
has the huge benefit of connecting to your
TV via HDMI, and naturally includes a
plethora of original Commodore 64 games
preloaded. Take your pick from Impossible
Mission, Paradroid and Winter Games, to
name but three. However, if, like Jeremy,
you're a purist, then you should be able to
find refurbished criginal models on eBay for
around £100.
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PRACTICAL

Tile Pro

£28 fromamazon.co.uk

“Have you seen my keys? They were right
HERE!" you cry as you topple tables, tear
apart the sofa and treat every family
member with extreme suspicion. It'sa
problem that the simple Tile Proinstantly
solves: attach it to your keyring and you'll
never loseit again.

How? If your device is within the 300ft
range, tap “Find" inthe app and your Tile
Pro will produce aloud and catchy
ringtone until you're reunited withiit. If it's
not nearby, the app will show you when
and where it was last detected so you can
go on the hunt. And, if that doesn't work,
you can mark your Tile as lost, which
means you'll get a notification when
anyone with the app walks near it. The
sizable Tile community becomes your
personal search party.

And it's not just for keys: you can buy
accessories that turnyour Tile Prointoa
stick-ontracker for your laptop orevena

luggage tag. Even better, Tilehasdil:nlud- | ol

the en'nrunmentalhr unfr'l Al

PWER Slim RFID
blocking credit card holder
£11 fromamazon.co.uk

Dastardly criminals will stop at nothing to
get your personal information -including
“skimming” your data, stealing your
identity or pinching your money by
reading the cards in your pocket remotely
via RFID (radio-frequency identification).
Think of it as invisible pickpocketing.
Luckily, you can protect yourself by
slotting a credit card, driving licence or ID
card into PWER's holder, which makes
use of dual-layer RFID blocking tech that
stops cards operating at a frequency of
13.56MHz from being read. Best of all,
PWER claims that it's 100% effective.
There's space for seven cards in the
holder, as well as a separate pocket for
banknotes and a PVC window for your
work pass. Andit's not a case of substance
over style: the stitches giveita
han:lr:r*aftad look and there areattractive
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YubiKey 5 NFC
PRICE £41from amazon.co.uk

No guessing which PC Prowriter
suggested this for a Christmas present.
While he humbly wants an LG Z9 88in 8K
OLED TV, asnip at £30,000, Davey Winder
would give “YubiKeys for everyone™ This
makes a lot of sense, as Davey has been
banging the two-factor authentication
drum for quite some time and nothing
does it better than a dedicated key that will
lock down all your online accounts, and
access to your PC, unless you slip this USB
stick into the slot. “The question is less
would they like them," said Davey, “and
more would they use them? [ suspect,
mostly, the answer is probably not..."

W =

wurWﬂp table or desk.

Anker wireless
charger

£15 from amazon.co.uk

If waiting for your smartphone to charge
sets your teeth on edge, Anker is hereto
help. Its affordable wireless chargeris
compatible with all of the big Qi handsets,
including iPhones (from the iPhone 8
onwards) and promises an uninterrupted
5W supply. However, if you're the owner
of a recent Samsung Galaxy phone (such
asthe$9,59+,58 or 58+),yougeta
whopping 10W, meaning that a full charge
will be 30 minutes faster than witha
normal charger.

You don't even need to remove your
case, as long asit's under 5mm thick and
not made of metal, and a handy LED
indicator gives you an indication of the
charging status (solid blue means
everything's working perfectly, flashing
blue less so). Oh, and it will look good on

PC Pro subscription
PRICE £51.59 for a year from

bscri /christmas2018

You know what they say: Christmas
justisn't Christmas without PC Pro.
We may be alittle biased, but for the
latest in-depth reviews, expert advice,
news and features, you can't go wrong
with a subscription to a magazine
that's been holding up a magnifying
glass to the world of tech for 25 years
—and counting. As a subscriber, the
lucky recipient of your gift will receive
a copy of PC Pro before anyone else.
Head to subscribe.pepro.co.uk/
christmas2019 for full details.



Ring Fit Adventure
PRICE £70 from game.co.uk

“lactually want that weird fitness ring for
the Nintendo Switch,” said Expert Reviews'
Nathan Spendelow. “It's basically a flexible
ring that you slotyour controliers into, And
yourwarkout depends onwhat happensin
the game. It's stupid, but [ like the look of it.
Probably the only way to get me todo
exercise,” At E70, it's probably cheaper
long-term than the gym, oo, suggested
Mathan. "Especially where I live. Canary
Wharf prices are absurd. One of the gyms is
£150 a month."

Nintendo's Ring Fit Adventure involves
players using "that weird fitness ring", also
known as the Ring-Con controller, to battle
anevil dragon called Dragaux in Adventure
mode or play other minigames in a brightly
coloured umverse - all while getting a
workout. Simply attach ane Joy-Conto the
ring and the other to a straponyourlegto

get started.

SCUF Prestige
PRICE £130 from scufgaming.com

Tom Bruce, also from PC Pro’s sister site
expertreviews.co.uk, has his eyes firmly
set on the SCUF Prestige Xbox One
controller. The price might have your wallet
cowering in fear, but the Prestige is built for
serious competitive gamers. The design
backs that up: the top plate is made of soft,
rubbery plastic and the grips are textured
to make it more comfortable to use for up to
30 hours on a single charge - although we
wouldn't recommend that, evenin the
endless “Twixmas” between Christmas and
Now Year's Eve,

The four paddies on the underside can
be custom-mapped to the controls on the
top side = ideal for when you don't have
enough time to take your thumbs off of the
sticks. It's also very customisable: youcan
opt for long-throw or domed sticks and
remove the rumble packs for an extra fee,
and two switches underneath the controller
allowyou to shorten the travel of the
triggers to get a shot off more quickly.

Nintendo Switch Lite
PRICE £198 from gmazon.co.uk

PC Pra’s very own Kris Kringle, Tim Danton,
asked Adam Shepherd, of our sister site
itpro.co.uk, what he would like for
Christmas. “The Switch Lite is pretty neat, I'd
have one of those. I've already got a full-fat
Switch, but I wouldr't mind one of the Lites..."
But why would he want a second Switch?
“Well, [my flancée] L aura quite often asks me
toleaveitat homeif she's got a day off, soit'd
be handyto have a spare to take out and
about. Plus the Lite looks much snazzier.”
It'sawishthat's likely to be shared by
millions around the world, especially
given the attractive price, new,
longer-lasting battery life and
ever-expanding library of Switch
games. However, before you make the jump,
bear in mind that the Lite is only for
handheld play-you can't connectittoa
screen-and the Joy-Cons are attached,
meaning certain games that rely on IR,
rumble and motion can'tbe played.

GAMING

Razer Blade 15

PRICE £2,880 fromrazer.com

When we sent out the bat signal to the
Expert Reviews team, asking them for their
nominations for the perfect Christmas gift,
laptops editor Tom Bruce and head of
reviews Jonathan Bray replied with the
exact same words: “A top-spec Razer
Blade 15." (Although Jon got greedy and
then asked for the £3,500 B&W speakers
on p34.)

We wouldn't actually recommend the
most expensive version of the Blade 15,
whichincludes a 4K OLED touchscreen and
adds £270 to the price, but let's see how this
set of specs appeal: GeForce RTX 2080
Max-Q graphics, 240Hz Full HD screen,
Core i/-9750H processor, 16GE of RAM and
a H12GB PCle SSD. We admit that the price
15 juicy at almost £3,000, but as we saw in
our review of the Mercury White version
(seeissue 301, p52) this is a beautifully
made gaming laptop. At that price, though,
Jon and Tomwill definitely need to play nice
and share.
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e're living in
something of a
post-truth age. Things
are stated as fact, with
little or no evidence to back them up.
Claims about products and
technologies are made without being
challenged. And few areas are subject
to the pulping of the truth more than
so-called green technology.

Innovations, ideas and schemes
arrive that are meant to make the
planet greener. But when you start
chipping away at the veneer of these
claims or truisms, there's often little
to back them up.

Here, I'm going to investigate five
common claims about “green”
technology to see if there is any truth
behind them and whether vou're
doing any good for the environment
by adhering to them - or whether
yvou're simply being hoodwinked.

Dark mode saves
battery life
Dark mode is currently de rigueur.
Android, iOS, Windows and macOS
all now have their own dark modes,
turning the background to menus and
apps to a dark shade of charcoal.

Environmentally friendly or
snake oil? Barry Collins
tackles five of the biggest
green technology truisms

Dark mode reportedly has two plus
points. The first is a health benefit;
dark mode spares your eves from the
strain of looking at bright screen,
reducing the so-called blue light that
can keep you awake at night. That
said, hard medical evidence that
darker screens reduce eye strain or
improve sleep is difficult to find.

The other benefit is that dimming
the screen with dark backgrounds
puts less strain on the device’s
battery, meaning yvour smartphone,
tablet or laptop should last for longer
between charges. While that may
sound perfectly logical, it’s not
necessarily true.

Dark mode’s ability to preserve
battery life depends on the type of

screen vour device uses. LCD screens
light all their pixels from the edges, so
it makes no difference in terms of
battery life whether vour phone is
showing an all-white image or an
all-black one.

Only on high-end devices with
OLED screens could dark mode offer
battery-saving benefits. OLED
displays have each pixel lit
individually, soif the image is jet
black, the pixel will simply switch its
backlight off. That's why the
so-called alwavs-on screens on
devices such as Samsung Galaxy
handsets have a black background -
only a tiny proportion of the overall
pixels need to be switched on to
display the time and notifications,
making a small dent in overall
battery life.

While the display is one of the big
drains on battery life, it's not the only
factor. Background processing, the
strength of your mobile signal and the
various wireless radios all take their
toll too, soit's unlikely that switching
ondark mode is going to make a
substantial difference to vour battery
life. It falls into the “every little helps™
rather than *game changer” category.
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It’s greener toruna

Iaﬁtmp on batteries

when fully charged
This one comes from the energy
supplier, Octopus Energy. When I was
browsing its website a little pop-up
appeared: “Carbon emissions from
electricity are currently high,” it read.
“Your batteryis at 97%, so you might
like to unplug for a few hours.”

Once I'd got over the mild shock
ol websites being able to read the
current state of my laptop’'s battery
without any permission ever being
granted (to the best of my knowledge,
at least), it got me thinking. Is it really
more eco-friendly to run the laptop
on battery power until it needs a
charge, much like a phone?

First, let’s consider how much
energy alaptop would
chomp through. In my
case, it'sathree-vear-
old Lenovo ThinkPad
Yoga X1 first generation,
which consumes
between 20W to 35W
when in use, according
to the readings from my
TP-Link smart plug.
That's about 0.2kWh of
electricity over the course of an
eight-hour working day {(excluding
any peripherals plugged in).

In other words, the laptopisn’ta
massive energy sump. I | stuck my
1,800W dishwasher on for an hour, it
would consume almost ten times the
energy of running my laptop all dav.

Still, it we're going to stop
Birmingham becoming a seaside town
in the next few yvears, every little
helps. S0, what are the energy pros
and cons of unplugging the laptop
and letting it cruise on battery power
for a few hours?

The laptop is obviously sucking
nothing out of the grid when it’s
unplugged, butit’s not going to be as
efficient on battery power as it is
when chained to the mains. Windows
and Mac laptops will automatically
drop into a power-saving mode when
the cord is pulled, which chokes
processor performance and dims the
screen to maintain battery life. The
performance dip probably won't
make a tangible difference if vou're
word processing or browsing the web,
but it's going to slow things down if
yvou're doing heavy lifting: Photoshop
work, video editing and so on. If vour
Windows laptop dips below 20'%, it
will enter Battery Saving mode,
where background app activity and
notifications are limited.

Youcan override the automatic
power saving and plough on at full
pelt, but that will obviously crimp
vour battery life, maybe giving you
only an hour or two off the mains,
instead of three or four. Either way,

of ru

f | stickmy d
for an hour, |
almost tent

Stocks

Business MNews
From «& Mews

*FTSE

ISnwasher on
CCONSUMES
mes the energy
NnNINg My laptop all day N

Top Stories

UK business morale
slides, especially in
manufacturing: BCC

AGEE HEWS

John Lewis seeks
discounts from some
landlords

regularly unplugging the laptop and
running on batteries - even when You
have mains available - is going to
increase the number of charge cycles
vou put the battery through.

Most laptop batteries are designed
to last for around 4o0 to 500 charge
cycles. As mine is plugged into the
mains most of the time, my three-
yvear-old battery has only been
through 167 charge cycles at the time
of writing, but if  was following
Octopus’ advice and unplugging
when fully charged, the battery
would by now need replacing. That
means more raw materials, such as
the lithium the battery is made from,
as well as the environmental costs of
manufacture, shipping and the repair

TOP The energy
footprint of cloud
gaming is often
higher than
laptops, consoles
-and even PCs

ABOVE Darkmode
may helptosave
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only if your device
has an OLED display
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way from the city they ar...

itself (it's a sealed unit laptop, so |
couldn’t replace the battery myself).

It's even dubious if there's any
energy saving to be made by
unplugging the laptop for a few hours
in the first place, because when vou
plug it back in and the battery needs
charging, the power drain shoots up
to around 45W - around double the
energy that it was using when merely
plugged into the mains. Ifit takesa
couple of hours to fully recharge the
laptop, that’s going to be, at best, a
negligible power saving.

To be fair, Octopus’ message was
arguably aimed at reducing energy
consumption at peak times, when
there’s not enough renewable energy
to satisfy the grid. Still, unplugging
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vour laptop for a few hours when
there’s a socket available doesn’t seem
asmart environmental move.

Cloud desktops use

less energy than

client PCs
There is a growing shift towards
desktop as a service (DaaS). Microsoft
recently launched Windows Virtual
Desktop for enterprise customers,
joining long-established firms such as
IBM and VMware with Daa$ services.
Meanwhile, in the gaming world,
Shadow hosts virtual Windows
desktops from its data centres in
France, replicating the performance
of a dedicated gaming PC on any
Windows, Mac or mobile device.
Google is launching Stadia and
Microsoft is pushing ahead with
Project xCloud to let yvou stream Xbox
games over the internet.

The idea behind all of these services
is that vou don’t need to buy powerful
new client hardware to sit in your
home or office. Simply stream the
content from the data centre to pretty
much any internet-connected device
in the home. That’s got to be good for
the environment too, right? No need
to build and ship expensive, power
hungry PCs and consoles to people
any more. Just use low-powered client
devices and let the more efficient data
centres take the brunt. Well, it's not
quite as clear cut as you might think.

A study published last yvear into
“Green Gaming” by
researchers from
the Lawrence
Berkeley National
Laboratory found
that the overall
energy footprint of
cloud gaming
services was often
higher than
consoles, laptops
and even desktop PCs. "Media
streaming devices are by far the least
energy intensive gaming technology
locally,” the researchers found,
“although when running cloud-based
gaming services a far larger workload
manifests in data centres and
intervening networks.

“We have estimated that a 10W
local media streaming device can
entail an additional s20W of power
(more than most local PCs) in the
upstream network together with the
data centre hosting the servers
performing the graphics processing.”

All told, cloud gaming “adds
approximately 40 to 60% to the
otherwise total local annual electricity
use for desktops, 120 to 300% for
laptops, 30 to 200% for consocles, and
130 to 260% for media streaming
devices”. 5o while your personal
energy consumption might drop if

vou use a cloud desktop, the overall
energy impact could be much greater.

That's potentially bad news for the
environment, because cloud gaming
in particular is expected to grow
hugely in popularity over the next
decade, as ultratast broadband
connections become more common
and consumers grow ever-more
accustomed to the model of buying
hardware on subscription.

“Gaming already represents
one-fifth of the total miscellaneous
residential energy use, and is expected
to rise significantly due to the overall
growth and the shift to both higher
end PC gaming and cloud gaming,”
Gary Cook, a spokesperson for
Greenpeace told PC Pro.

“While some of this additional
energy demand could be transitioned
to renewable energy if the data centre
isin alocation/run by a company
who is buying renewable energy to

Hi there' {yCarbon
emissions from electricity
are currently high. Your

battery 1s at 97%, s0 you
might like to unplug for a

few hours.

A TOW streaming device
canentail an additional

520W of power Inthe
upstream network

power their data centre, the growth in
energy demand associated with cloud
gaming regardless of the hardware is
an indication that much greater
attention to the environmental
footprint of the gaming sector is
needed going forward.”

Energy consumption is, of course,
only one part of the overall
environmental impact of a piece of
technology. As Greenpeace’s own
Guide to Greener Electronics states:
*Upwards of 7o to 8o'% ot the carbon
footprint during the lifespan of
personal computing devices occurs
during manufacturing”. If, therefore,
fewer gaming PCs, laptops and
consoles are being manufactured and
shipped thousands of miles around
the world because consumers are
running cloud services on existing
equipment, that's an unquestionable
environmental benetit.

ABOVE IfI followed
Octopus Energy's
advice to unplug, my
battery would need
tobereplaced...

ABOVERIGHT
...and recharging a
laptop drains more
power than when
it's simply plugged
into the mains

However, those vast data centres
also need feeding with new servers,
graphics chips, cooling equipment
and so forth. As the interest in cloud
gaming and DaaS expands, so will
those data centres.

The fact that Microsoft, VMware,
Shadow and I1BM all failed to respond
to our questions about the
environmental impact of their cloud
services should at least give
consumers pause for thought.

Electronics retailers

must take back old

kit for recycling
It's been a while since we've written
about the WEEE regs in PC Pro, but
One common misperception about the
WEEE Directive is that electronics
producers and retailers have a dutv to
take back and recycle your old
equipment. They don’t, at least not
directly. And despite the WEEE

Directive being in place for more than
a decade now, the recycling of
clectrical waste is still falling well
short of targets.

Electronics producers and retailers
who put more than five tons of
electrical goods on the market each
yvear must join a producer compliance
scheme (PCS). As the Department for
Environment, Food & Rural Affairs
{Defra) website explains: “The PCS
takes on your obligations to finance
the collection, treatment, recovery
and environmentally sound disposal
of household WEEE collected in the
UK". In other words, retailers pav the
recycling firms and they take care of
business. At least, in theory.

Let’s take Amazon, for example.
At the time of writing, Amazon’s
WEEE recycling page stated that it
has decided to tulfil its recycling
obligations by joining a government
approved takeback scheme operated
by a company called Valpak. “As part
of this scheme we ask that vou take
vour old piece of equipment to a
designated collection facility (DCF)
run by Valpak in vour area”.

That’s actually a little misleading.
Amazon customers don't have to go to
Valpak-run facilities - they can drop
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off their unwanted electrical goods at
any of 1,100 collection points run by
local authorities across the country.
“For clarification, Valpak itself does
not run any DCFs [designated
collection facilities] and we have
brought this to the attention of
Amazon to change their wording on
this point,” said Duncan Simpson,
director of Scottish business
development and relations at Valpak.

Who pays for the electric waste at
these public sites to be recycled? The
companies do, based on how much
electrical equipment they sell into the
market each year. Initially, the
majority of producer compliance
schemes ganged together to organise
collections and share the costs of
collecting electrical waste from
remote sites, but some of the
compliance schemes refused to join.
Now that's been made mandatory by
the government, so there should no
longer be some hard-to-reach local
authorily sites sitting on piles of
¢lectrical equipment that nobody
wants to collect.

That might help the government
reach its WEEE recycling targets,
because it’s not done a great job of
hitting targets so far. In 2018, the UK
collected just shy of 493,000 tons of
household WEEE - only 91.7% of the
target. The target was missed by
100,000 tons in 2017. The target for
this vear has been increased to 550,577
tons, so that the UK can meet
European
targets, although
there seems to be
precious little
¢xtra money
going into WEEE
recycling and
widespread
reports of online
retailers dodging
their obligation
to join compliance schemes.

Valpak's Duncan Simpson told us
the UK's entire WEEE system is up for
review in 2020, in which he expects
the government to put a greater
c¢mphasis on reminding us to send our
electrical waste to collection points
and not leave it to rot in cupboards,
garages or landfill. If and when the UK
leaves the EU, however, the entire
scheme could be called into question.

You need to leave a

computer on to

access it remotely
Ifyou're one of those people who is
constantly remote desktoping (yes,
we're using it as a verb, live with it)
into the office to get files to work on at
home, vou'll probably leave that office
PC running - after all, it’s not you
paying the electricity bills. Even if vou
are paying the bills, you might leave a
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N 2018, the UK collected |
just shy of 493,000 tons
of household WEEE -
only 91./% of the target

computer running at home so vou can
access it at work. But neither of these
options are helping to prevent glaciers
turning to mush. Is having to leave a
PCrunning to access it remotely
another myth we can bust?

Well, sort of. There's no doubt
wake-on-LAN has improved, but it’s
not as simple as vou might like. It
needs to be enabled in BIOS, assuming
the system even supports it in the first
place, and even then there’s a fair few
hurdles to overcome before you can
fire up vour work PC from home.

First, if vour PC is not connected to
the network via an Ethernet port, you
will need to go into the Windows
Device Manager, find vour wireless
network card, click Properties and
check ifit has the option to Wake on
Magic Packet. That featureis a lot less
exciting than it sounds - it’s simply a
means for the wireless card to listen

TOFP There are now
alternativesto
leaving your work
PC running around
the clock

ABOVE Does your
supplier really have
a responsibility to
take back your old
equipment?

out for a broadcast packet on a certain
[P address to tell it to rouse from sleep.

Even if your card does support this
feature, there are all sorts of firewall,
port forwarding and other challenges
that must be overcome. You will
certainly want to engage the support
of vour in-house [T team if you're
planning to remotely access an office
PC, and vou may well need to do some
router configuration at home if you're
planning to wake a PC there.

The question today is whether
remote desktoping is the right way to
crack this particular nut. Cloud
storage services such as Dropbox,
Google Drive and OneDrive are much
easier ways of moving/sharing files
between work and off-site devices,
although they potentially come with
the same energy-consumption
caveats as the cloud gaming services.

If you're trying to access files from
home, a NASdrive - which is likely to
consume much less energy (typically
around 30W) when on than a desktop
PC - is more environmentally friendly
and easier to manage than that remote
desktop/wake-on-LAN.

Leaving a computer running
around the clock may be convenient,
but it’s not really necessary now. @
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NEVER ILOSIE
A FILE AGAIN

How to become a search wizard

L R BRI

‘ earching in Windows
isa bit of a mess. To be
fair, though, it's less
messy than it used to
\ be: until earlier this
vear, the Start menu’s
search functionality was mixed into
the Cortana voice assistant. The
May 2019 Update split Cortana and
search into separate functions, which
made things clearer, and means those
who prefer not to use Cortana can
disable her entirely without forfeiting
search capabilities.

Improvements have been a long
time coming, though. As far back as
1991, Microsoft was working on a
smarter file system that would
extensively index both the metadata
and content of every file, making it
quick and easy for users to find
whatever they wanted with just a few
keystrokes. By the early zoo00s, this
idea had evolved into a project called
WinFSs (short for *Windows Future
Storage”). This was to have been part
of Longhorn, the nascent operating
system that became Vista - but, sadly,
WinF8 never saw the light of day.

et L |

Its abandonment may have had
something to do with Apple. In 2004,
several of the Longhorn team
attended the Apple Worldwide
Developers Conference, where Steve
JTobs unveiled Mac OS X 10.4 Tiger,
featuring Spotlight - a fast, system-
wide search tool that seemed to do
everything WinFs was designed for.
Internal emails, later released, reveal
how the Longhorn team felt about
what they'd seen: “1 did system-wide
queries against docs, contacts, apps.
photos, music, and my Microsoft
email on a Mac,” admitted Microsoft
developer Lenn Pryor: “It was Illling
amazing. It is like I just got a free pass
to Longhorn land today.”

Jim Alchin, who headed up Vista
development, agreed: “It’s hard to
take. [ don't believe we will have
search this fast.”

The good news is that, while
Winks may be defunct, Microsoft
hasn't given up on search
performance, and today yvoudon't
need a Mac to enjoy lightning-fast,
system-wide searches. You just need
to know how to effectively harness
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Windows' search

results let you
filter content

ABOVE Windows
Search canindex
contentin multiple

languages

the search capabilities built into
Windowso.

Search basics

The simplest way to search is just to
hit the Windows key, or click in the
taskbar field that helpfully says “Type
here to search”. This interface is
designed primarily for launching
apps, and as vou start to type yvou’'ll
see links to installed applications
appear at the top of the list. However,
files of other types will be listed below
these results - and if vou're running
the latest version of Windows 10, you
can click on the links along the top of
the pane to focus on documents,
settings, web results and other types
of content. You can also type into the
search field at the top-right of any File
Explorer window to search for files
and folders in the current location
and all subdirectories.

To come up with its results,
Windows doesn't just match
documents by filename. It also tries to
index the content of files, emails and
so forth to help it return the most
relevant hits. By default, however, it




does this only in English: if vou have
been sent a large number of French or
German files, yvou'll need to install the
appropriate language packs to have
them indexed.

Toadd new language packs to
vour PC, open the Settings app and
click *Time & Language”, followed
by “Language”. Click “+ Add a
preferred language”, then select the
language vou require and click
“Next". Make sure “Install language
pack” is ticked - but not “Set as my
display language”, unless you want to
completely change the system
interface - and click *Install”.

Working in multiple languages
raises an issue that we anglophones
don't usually have to worry about,
and that's how to deal with accented
characters. Windows comes
configured to ignore diacritical
marks, but, for example, in French
the words cote, coté, cote and coté all
have distinctive meanings and,
depending on context, you may want
to distinguish between hem, To
enable this feature, open the Settings
appagain and click “Search”,
followed by “Searching Windows™;
then click “Advanced Search Indexer
Settings” at the bottom of the main
panel. Click “Advanced” to open
another dialog box, and in this tick
“Treat similar words with diacritics
as different words™.

Modify your search
parameters

Effective system searching reliesona
thoroughly indexed PC. However,
such an index takes time to build and
takesup disk space. Your search
index will normally be stored at C:
ProgramData'Microsoft'Search;
inside that folder vou'll find a Data
folder. You may not have access rights
to this folder, but if vou're logged on
as an administrator you can get in by
simply double-clicking and clicking
the “Continue” button. You can then
right-click and open the Properties
window to see how much space your
index is taking up. Microsoft claims
that the search index will normally
take up around 10% of the space of the
files it catalogues.

This raises a question, though:
which files are catalogued? Not
everyvone needs every byte of data
indexed, and by default Windows 10
implements what's known as Classic
search, which scans only vour
Desktop and personal libraries
(Documents, Pictures, Music and so
on). For most users this will be fine,
but it means that if you routinely
store documents in a custom location
they might not appear in the results.

To extend the index to cover your
whole drive, open the Settings app,
go to “Search” and again click
*Searching Windows” in the sidebar.

WINDOWS SEARCH
FILTERS

When searching from a File Explorer window, you
can narrow down your search by including what
Microsoft calls “Advanced Query Syntax” keywords.
Type one of these, followed by a colon, and a
dropdown menu will appear showing available filter
options, which you can pick from -or simply carry on
typing to specify whatever parameters you want.
Here are some examples of how you might use them:

kind:docs

Othervalid file types include *music”, "pics”,
“spreadsheets” and “programs”.

size:>500MB

Youcanusethe “.." operatorto mean “between”, as
in “size:1OMB..100MB".

date:June

The greater-than and less-than symbols mean
“since” and "before”, so “date:>2018" will return all

files modified since the start of last year,

You'll find a complete rundown of the (extensive)

syntax options at pepro.link/303ags.

Click the radio button beside
“Enhanced™ and Windows will start
cataloguing all available locations.

Bear in mind that a bigger index
will take up more disk space and, if
you're on a laptop, keepingitup to
date will eat up more battery life: for
this reason, the initial indexing
process won't start until vou're
connected to the mains.

A complete index of vour hard
drive will also include thousands of
files vou're very unlikely to be
searching for, such as system
configuration files - which could
actually make it harder to find what
yvou're looking for. For this reason,
Windows offers a search exclusion
list, which is prepopulated with
various system folders. You can add
other folders you want to ignore to
this list, and remove items from the
exclusion list by selecting a folder
and clicking the “Remove excluded
folder” button that appears.

Digging deep
Even with exclusions, a full-system
search is normally overkill; you'll




often just want to add a few specific
locations to the standard search
folders. You can do so directly from
the “Searching Windows” Settings
page by clicking the “Customise
search locations here” link that’s
tucked away under the Classic search
option. This will open a new window
showing available locations: click
“Modify” to open the Indexed
Locations window, then navigate
through the directory tree and add a
tick beside any folders that you want
to add to the catalogue.

Here’s where you can also set up
how Windows catalogues different
types of file. When you install a new
application, its file types are
registered with Windows, and the
operating system normally does a
good job of identifying which sorts of
file are human-readable and fully
indexing their content, while storing
only the name and metadata for pure
binary files. However, if you're
routinely searching for file contents
and turning up a blank, vou can easily

M Search and Indexing
What problems do you experience?

Solect all that apply.

[«] Files don't appear in search results.
[T] Email doesn’t appear in search resufts.

[]5earch or indexing is slowing down the computer,

My problem isn't listed above. (Please provide a description on the next page.)

check whether Windows is only
indexing files of that type by name.

Todo this, go back to the “Indexing
Options™ window, click Advanced and
click the File Types tab to view a very
long list of recognised file extensions.
Scroll down and click on the file type
vou're interested in, then check the
radio buttons below the list: if “Index
Properties Only” is selected then a
click is all it takes to switch it to
“Index Properties and File Contents”.
If the file type doesn't appear on the
list at all, vou can use the *Add new
extension to list” box to add it.

These actions won't fix your
problem immediately, though: it may
take hours or even days for Windows
to revisit vour files and fully index
their contents. If, after this, it still fails
to recognise the contents of yvour files,
vour next stop should be the Search
troubleshooter, which checks for
incorrect permissions and other
problems that may prevent some
content being included in the index.
You will find the link towards the

ABOVELEFT You
cantweak exactly
which file types
areindexed

ABOVE The built-in
troubleshooter

fixes common
search problems

ABOVERIGHT

You can disable
Windows'indexing
serviceandusea
another searchtool
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bottom of the “Searching Windows”
settings page, and to help narrow
down its focus vou can specify
whether the issue is with missing files,
missing emails or slow performance.
If even the troubleshooter can’t
solve your problem, there's always
the nuclear option - rebuilding the
index from scratch. You'll find this
tool by opening the “Indexing
Options” window again and clicking
the “Advanced” button to open the
Advanced Options dialog. On the first
pane, you'll see a button labelled
“Delete and rebuild index”. Thisisa
slow, intensive process, s0 you might
want to leave it running overnight.

Finding remote content

Not all of the content yvou want to
index will reside on your PC. Some of
it might sit on Microsoft’s OneDrive
servers, orin a webmail account. You
can easily ensure that these locations
are included in the index as well. First,
in the Settings app, click “Search”,
followed by “Permissions & History”,




SEARCH ALTERNATIVES

Configured correctly, Windows Search can be a powerful
tool, but it's not your only option: there are several
third-party alternatives to choose from.

Everything (voidtools.com) is free, lightweight and very
fast:itindexed almost 400,000 items in a couple of
seconds on our test PC and delivered live results instantly,
narrowing down the list of matchesin real-time as we
continued to type. You can search inside files by preceding
your search string with “content:” - so, for example, you
might type “content: processors” - but file contents aren't
indexed, so this is considerably slower than merely
searching by name.

Quick Search (glarysoft.com) is free, fast, and better
looking than Everything. Again, it offers live searching, and
featurestabs that you can use to narrow down your results
to documents, music and so on. There's also a preview pane
to the right of the results so you can easily browse your
search results to find the file you're after. Its major
shortcoming isthat it doesn’t offer in-document searching,
delivering results solely on the basis of filenames.

Copernic Desktop Search (copernic.com] s a real
heavyweight when it comes to local search. Its Desktop
Search toolis free for home users, but it's restricted to
10,000 files and won't search for Office files, norindex the
contents of other document types. Paid subscriptions with
more features start at $15 a year and deliver extremely
fine-grained results, covering contacts, appointments and
internet history alongside the usual documents, emails and
photos. You can filter results by date and, if you use several
browsers side by side, you can target just one when
performing an internet history search.

FINDING RECENT FILES AND SITES

Iftyping isa drag-orif you can't remember the name of the file
you're looking for - you can quickly reopen recent files and
websites using Windows 10's Timeline view: it can be accessed by
swiping up with three fingers on a trackpad, clicking the icon on
the taskbar (it looks like a film strip), or by simply pressing
Windows+Tab. The Timeline gives an instant overview of your
active desktops, open applications, recently used documents and
recently visited sites - and if you're happy to upload your usage
history to Microsoft, you can extend the results to cover the
previous 30 days. While not strictly a search tool, the Timeline
provides a quick, visual way to find recently used items without
having to trawl through the file system.

-#BHII*_E_
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slow and laborious. However, if

and check that the switches for
*Microsoft account” and “Work or
School account” are both on (blue) in
the Search Permissions & History
dialog (open Settings and click Search,
followed by “Permissions & History™).
Then, if you haven't already, you
will need to connect the accounts you
wish to be searched to Windows 10.
You can do this from the *Email &
accounts” page in the Settings app;
a good range of providers is
supported, including Google, iCloud,

Qutlogk.com and Yahoo, as well as
POP and IMAP email servers.

Back at the Permissions & History
page, youcan also control how strict
Windows is about filtering adult
content in Bing-driven search results.
Moderate filtering is enabled by
default, which doesn’t censor
language but aims to strip out
potentially offensive videos and
images. The other settings - “Strict”
and “Off” - speak for themselves.

Disabling indexing

What if vou want to disable Windows
Search altogether? This isn't
necessarily as silly as it sounds: if

yvou're running from a fast S5D then
performance may be acceptable,
especially if vou can narrow down the
locations vou want to search within.

To disable indexing, vou’ll need to
open the Services console (just search
for it in the Start menu). Scroll down
through the list to find the Windows
Search service, then double-click to
apen its properties and change the
Startup type to “Disabled”: this stops
the service restarting when vou next
reboot Windows. Now click the Stop
button below to turn off the indexer
and click OK to finish. @
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Cosmo
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Butthere's also much to celebrate in

he Cosmo Communicatoris a

curious thing. In an age of sleek

smartphones and excellent
Swype-style software you may
wonder what the point of it is at all.
Well, keep vour snorts of derision at
bay for the moment. Yes, thisisa
device with niche appeal, butit’s also
strangely brilliant. If it matches your
needs, it could replace vour phone,
vour laptop and vour tablet when
yvou're travelling,

Sceptical? You're right to be and,

as you'll see in this review, the Cosmo
Communicator has many niggles.

T
']
i

A
| LLEE

this UK-designed machine.

M History lesson

The Cosmo Communicator isn't the
first of its kind. This is actually the
successor to the Gemini PDA (see issue
285, p58), which [ reviewed back in
April 2018. The Gemini borrowed
heavily from the Psion 5 series of
PDAs, right down to the original
designer Martin Riddiford helping
Planet Computers (the makers of the
Cosmo and Gemini) recreate that
original, brilliant keyvboard.

While the Gemini PDA wasn’t
designed to replace vour phone,
however, the Cosmo Communicator
is. This time there’s a secondary OLED
screen on the front, a fingerprint

Stilla niche product, but this second attempt to
resurrect the Psion'Series 5 couldconceivably
replace your laptop and your phone

municator

ABOVE Thekeyboard | readeranda 24-megapixel camera.
still doesn't quite The keyboard now benefits from an
reach Psionlevels,but | adjustable backlight, too.
it's much improved The most important change is the
front panel. This operates separately
| from the main Android system - it
. even has its own
Keep your snorts of processor - but hooks
derision at har forthe into the OS5 so that you

moment. Yes, thisisadevice
with niche appeal, butit’s
also strangely brilliant”

don't need to, for
example, dismiss a
notification twice.

On the whole, Planet
Computers’ technicians
have done an excellent job of
providing all the functions vou need
access to on such a tiny panel. It's
detailed enough to make the first few
lines of emails readable, for instance,
s0 you can take the decision whether
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to reply or not without opening up the
device. If vou do press Reply, when
vou open the Cosmo the email client
will be sitting there waiting for vou.

Once you get used to the activation
buttons - *OK" sits to the left of the
fingerprint reader, *Back” to the right
- it becomes intuitive to navigate the
menu system, too. You even get colour
coding to assist. Forexample, if a call
comes through then a green LED
lights up next to the OK button and a
red one appears on the Back button.
Press green and yvou can start talking.

The screen provides notifications
too. There’s signal strength for Wi-Fi
and your phone network, date and
time, a battery indicator and icons to
show if a message has come through,
whether that’s Twitter, text or email.
Click on the icon to read what it has to
say. In essence, itacts as a triage
service, so you can make a decision on
whether or not to respond.

You can make a call direct from the
front screen, too. If vou're precise
¢nough with vour fingers, you can
manually plug in the number, butit’s
easier to go through your recent call
history or address book, both of which
are a button press away.

Inevitably, there are a couple of
annovances. The firstis that it’s so
easy to accidentally activate
something when yvou're putting
the Cosmo into your pocket: |
once slipped it into Flight mode
without realising. [ soon
trained mvself to press the

silver on/smart button
before shoving it in my
pocket, as that switches
the front screen off.
The mini screen’s
processor is also too
slow to do anvthing
emanding. For instance, in
€0Ty you can use it to frame shots
using the 24-megapixel camera.
Howewver, it lags behind by about a
second, reminding me of the early
generations of digital cameras with
passive matrix screens.

The final annoyvance, and I'm
hoping this is an early bug that can be
squished, is that the phone app
sometimes sends the audio to the
wrong earpiece (it works in both
orientations), so vou end up hurriedly
turning it the other way round to hear
what people are saying. Note that you
can only adjust volume by pressing
the kevboard shortcuts, too. Those
irritations aside, making calls is
absolutely fine on the Cosmo. You just
look a bit of a 1980s dootus putting
something so bulky against vour ear.

M Talking of bulk

Which brings us to the topic of size,
and there’s no hiding from the fact
that the Cosmo is bulky. In fact,

there's not much chance of hiding it at
all: whether yvou put it into a trouser
or jacket pocket, you and your
companions will notice its presence.
That's inevitable with something that
is both twice the depth and weight of a
normal phone.

Physically, the chassis is almost
identical to the Gemini PDA. Planet
Computers has tweaked the hinge to
improve its reliability and stability,
while it’s now much easier toadd a
SIM. Whereas previously vou needed
to remove part of the top lid viaa
supplied tool, now it uses an ejectable
SIM drawer. You can use this toadd a
second SIM or a microSD card, and
note that the Cosmo supports eSIMs,
too. World travellers will also
appreciate that it supports all the UJS
bands, unlike the Gemini.

There are two USB-C slots, one on
either side. You canuse the left one (o
charge it quickly, for attaching a
single peripheral, adding Ethernet, or
hooking up a USB-C hub (Planet
recommends its own for £45). The
right port can be for outputting to
HDMI via a converter, or for
attaching a peripheral.

That's an incredibly
versatile set of ports for a
phone - and ves, there'sa
3.5mm audio jack too
but the Cosmo has the
capabilitv to operate asa
full-blown PC thanks to
its support for Debian
Linux. Having said that,
the installation process
involves jumping many
hurdles and some original
Gemini buyers have been
disappointed by the lack of
updates and support for its Debian
implementation. This is an area where
the relatively small installed base of
the Gemini/Cosmo becomes evident.

M That keyboard

I was critical of the original Gemini
PDA’s mechanical keyboard. It wasn't
simply that it lacked the tactile feel of
the original on the Series 5, but that it

suffered from frustrating problems

ABOVE The

Cosmois

equipped withits

own email app,

Airmail, and the

Agenda planner, | that slowed down mv typing and

which will appeal to caused errors. While the Cosmo still

Psion devotees hasn’t reached the insanely brilliant
heights of the Psion, 1I'm pleased to say
that it’s a big improvement.

The higgest jump forward in
quality is the responsiveness of the
spacebar. Previously, vou had to hit it

. ’ recisely right to avoid
“That'san Iﬂﬂl‘ﬂdlhh' Llfithur the dreaded double
versatile set of ports fora  spaceorthevet more
phone, butthe Cosmohas  2nnoyingnot being

the capability to operate as
a full-blown PC”

ABOVE ASIM drawer
lets you add amicroSD
card or asecond SIM

recognised at all.
Nothing stops the flow of
words quite like needing
to correct mistakes every
five seconds. Inevitably, vou won't hit
the same typing speed as on a [ull-size
kevboard, but it’s possible to reach
high, error-free rates.

At this point, you may be
questioning the point of a physical
kevboard. As I said right at the top, it
isn't for everyone, but there’s a reason
why almost 4.000 people backed
the Cosmo on Indiegogo (and
why over 10,000 Gemini FIJAS
have been shipped to date).

There’s an active Gemini

community in a Facebook

group, solasked members

why they preferred a

physical kevboard. There
were common themes:
hating onscreen keyboards,
having a full screen to work
with (this makes a big
difference when using Word, for
instance), making notes in meetings
without looking at vour phone, cursor
key navigation in spreadsheets. One
user (thanks Kevin!) also pointed out
how useful it was in emulators,
“especially 8-bit machines that never
supported touch”. Other uses
included clinical notation, inserting
special characters and coding.

While it's true that manyv of those
examples would be even better served
by aniPad and a keyboard - see p5o >

;-J-': o
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—it's much trickier to
slip aniPad into vour
jeans pocket. If you
just want to carry
one device, and love
the idea of a physical
kevboard, your
options are limited.
Fundamentally, only
vou will know if vou
find this form factor
of value.

M The software
experience
To take advantage of
the kevboard, Planet
supplies a few
interesting apps. The
one with immediate
appeal to Psion
lovers is Agenda,
which provides the
yvear-at-a-glance
view that many
people grew Lo love.
It synes perfectly
with Google
Calendar, too.
There’s a Data app that you can use
to create new apps on the device, or to
import data from other sources.
Flanet Computers also offers its own
email app, dubbed Airmail, but Gmail
works just as well with the keyboard.
Finally, there's Notes. Nothing to do
with Lotus, this is for quickly tapping
in notes or recording them by voice.
Before vou buy, bear in mind that
the mobile world is tuned for portrait
screens, not landscape. Many apps
simply aren’t usable in landscape, vet
that’s the default view as Android
knows you're viewing sideways on.
This is when you need to resort to the
“force rotate” option or turn the
Cosmo awkwardly into portrait view,
Another niggle is that the Cosmo
isn’t great at switching between Wi-Fi
networks. During my testing, [ often
moved between my “home” and
“office” networks, and | frequently
had to force it to recognise the correct
option (despite choosing the auto
recognise option in Android 9.

M Lifeand speed

The Cosmo has enjoyved a speed bump
over the Gemini PDA, as the graphs
above reveal. That boost comes
courtesy of the MediaTek P7o chipset,
which features four “big” 2GHz Cortex
A73 cores and four “small” 2GHz As3
gores. lt's a midrange offering but
that’s fine: Android ¢ ran smoothly
during testing, and while the gaming
results show that it will never rival the
fMagships, it's quick enough for most.
Battery life is more important, and
is something heavy users should be
wary of. Planet includes the same
4,220mAh battery that it supplied in

ABOVE The front OLED screen gives
you an at-a-glance view of notifications
and the first few lines of emails

the Gemini, and
while that’s
enormous fora
standard phone, it’s
merely sufficient
for a device that vou
could use all day. To
give an idea ol real-
world usage, I've
been tapping away
for two hours now
and it's dropped
from 80% to 58%.
That’s with the
screen at two-
thirds brightness.

[ suspect that
Planet's power
management skills
aren’t quite up to
the standards of the
likes of Huawei and
Samsung either,
because over the
course of my week
with the Cosmo it
necded charging
every night - and
sometimes a quick
top up during the day. I also tested it
using our video rundown test, where
it lasted for a lowly 10hrs 38mins.

Ome bit of good news is that Planet
Computers has designed the battery to
be replaceable; this is meant to be a
device with a lifespan of vears, rather
than months. But if you send the
Cosmo to Planet Computers they will
replace the battery for vou - for $79.
You'll need to look after the Cosmo if
yvouwant it to last: while it can cope
with light rain, it isn't water resistant,
so beware coffee spills and don’t use
it near a swimming pool.

B Screenand camera
One thing hasn’t changed:
the screen. [t'sa 6in [PS
display that doesn’t quite
sit in the middle of the
frame, witha 2,160
1,080 resolution. | would
callit Championship
quality, helped along by a
top brightness of 558cd/m?,
It covers 87.6% of the sRGB
gamut and has a Delta Eof 2.39,
where most top-end phones are
near 100% and under one. It's fine, but
won't blow you away.

The same applies to the external
camera. This is a huge upgrade on the
Gemini, principally because it didn’t
have one - yvou either needed to use
the mediocre s-megapixel internal
camera or buy a camera add-on.
Neither were satisfactory. Here,
though, you're getting a camera that
can take decent images.

Keep vour expectations realistic,
however. There’'s nothing fancy such
as optical zoom or video stabilisation,
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BELOW Theexternal | and the controlsare limited to HDR
cameracan capture on/off.. and that's about it. Zoom into
decent photos, but images and vou can expect plenty of
don’t expect compression. Still, it’s capable of

iPhone-level results

taking snaps and, as long as voudon't
zoom in too much, they're fine.

M Backthe Cosmo?

The Cosmuo is being shipped to
backers on Indiegogo, where
it costs $750. That translates
into around £580. Soon,
however, it will only be
available to buy via the
Planet Computers website
- and will cost £799 inc
VAT, That's a meaty sum.
Despite this, the Cosmo is
well worth buving if it hits
all your buttons. It's a more
rounded product than the
Gemini PDA and may be encugh to
persuade vou to leave your laptop at
home orin the office. TIMDANTON

SPECIFICATIONS

Octa-core MediaTek Helio P70 processaor
(4% 2 1GHz Cortex AT3, 4 x 2GHz Cortex AR3) e
Mali-G72 graphicse 6GB RAM » 128GE
storage  6in IPS screen, 2,160 x 1,080
resolutioneexternal 1.91in AMOLED
touchscreen® microSD slot e 2Z4MP/SMP
rear/front camera® 802 11ac Wi-Fie
Bluetooth 4 2e2 x USB-C connectorse3.5mm
jack @4, 220mAh battery ® Android 9 e 171 x
79.3x17.3mm (WDH) » 326g ® lyr warranty
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Is your remote access software Pc

more problem than solution? PRO

Upgrade to Netop Remote Control at no extra cost.

We know breakups can be hard.
So let’s make this one simple.

Switch to Netop today and let us
cover your service through the —
end of your existing contract. We'll
even match our competitors’ rates.
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PRICE 32GB, £290 (£349inc VAT)
from apple.com/uk

have a simple answer when
friends ask, “What laptop do vou
recommend for around £300 to
£4007" That answer: “Whydon't vou
buy an iPad and keyboard instead?”
Good battery life, great performance
and a top-quality screen go together
to make for a product that, in most
instances, will be far superiortoa
Windows 10 laptop at a similar price.
All they need to do is add that
kevboard and they're good to go.
Asifin acknowledgement of the
iPad’s rising status as an all-round
productivity tool, Apple has made this
easier with the addition of its *Smart

50
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Connector” kevboard interface. This
three-pin magnetic connector means
voucanadd Apple’s Smart Kevboard
for a laptop-like experience. It’s the
first time vou've been able to do this
on Apple’s cheapest, non-Pro tablet.
(Note it supports the first-generation
Apple Pencil, too.)

Aswith all add-on keyboards, the
iPad's can't match a “proper”
laptop for feel; if  was going to
type thousands of words, |
wouldn't use the Smart Keyboard.
However, it’s a great choice for
quick emails and the kevs have a
surprisingly nice feel considering
their shallow depth.

M Usability to the fore
Probably the biggest improvement
to the newest iPad, somewhat
ironically, is one you don’t have to

ok
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Thebestentry-level tablet just got better,
but the killer new feature —a sSmart
Keyboard -costs half as muchagain

ABOVE The new
“Today View™ brings
lockscreen widgets
onto the homescreen

BELOW The bright
screenisas good as
you'llget for this
amount of money
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buv new hardware to experience:
iPadOS5. To use the marketing term,
thisis {05 “reimagined” for the world
of productivity. In other words, it's a
version of iOS that has been liberated
from the shackles that Apple
previously imposed upon it.
Much centres around the
revamped Files app, which allows
vou to connect to an external hard
disk drive and transfer files back
and forth. Not only photos and
videos, but any kind of file; this
facility even extends to network
drives. Other niceties include a
Column View, just like the one
yvou'll see in the macOS Finder,
allowing vou to drill down folder
by folder quickly and efficiently.
A host of *quick actions”
mean you can perform common
tasks with files simply by
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long-pressing and selecting the
option. In this way, youcan
quickly annotate files, create
PDF files from images or
compress a file into a ZTP. \

——

Small beer, vou might think,
but it turns the iPad into
something that can now be used for
most day-to-dayv tasks. Something
that you can use to spit out a file and
casily send it to a colleague.

Elsewhere, the improvements
continue. There's now full desktop
web browser capability in iPadOS,
where previously it was a more
limited mobile browser (despite
improvements in recent years on iOS).
For most browsing tasks, you won't
notice much of a difference, but there
have always been web apps that
demanded a full browser and didn't
play nice in i08 Safari. This update
will make a huge difference.

Other grown-up features include
the ability for apps to spawn multiple
instances. [ also like the fact that
MacBook, iMac and Mac mini owners
can now use the iPad as a second
screen using the Sidecar feature. This
only works with MacBooks and Mac
minis running the latest MacOS
Catalina, though.

There are some minor
improvements, too. It's now possible
to squeeze more app icons onto the
homescreen and there's something
called “Today View", which brings
08" lockscreen widgets - Apple
News, stocks, calendar notifications
and so on - directly onto the desktop.

Of course there is still the odd
irritation. For instance, if you're using
aweb formtoupload images toa
website, it’s only possible to select
one file at a time. There isa
workaround to this, but it involves
saving them into Photos and
uploading from there instead.

M Bigger thinking

Then there's the benefit of a slightly
larger screen. At 1o.2in, it's halfan
inch larger across the diagonal than
the previous iPad, albeit with the
same 2,160 X 1,620 resolution. That's
fine by me: when it's held at normal
viewing distances, youwon't be able
to see the pixels.

The display uses the same
technology and method of
construction as the previous model.
So, unlike Apple's Pro tablets, the
touchscreen isn’t laminated to the
LCD beneath it, which means there’s
asmall gap between the two layers.
You can see this for yourselfif you
look at the edges from an oblique
angle. This can have an adverse effect
on perceived contrast in bright
ambient light. Another advantage of
iPad Pro tablets is True Tone, where
the screen senses and matches

You might think this means
sluggish and unresponsive
performance, but not a bit of it.
sSure, the 12.g9in iPad Prois
streets ahead in benchmarks (see
the performance graphs below),
but there hasn't been a moment

the colour tone of light in vour
immediate surroundings.

Still, the screen on the iPad is as
good as it gets at this price. It's bright,
peaking at 492cd/m? in our tests,
ensuring good readability in most
conditions. The contrast ratio is a
decent1,060:1and. as ever with
Apple’s devices, it's fully calibrated
in the factory and colour-accurate.
When tested against the sRGB colour
space, | measured an average Delta E
of 1.01, which is very good indeed.

M Battery boost

One area where Apple hasn’t made big
changes is the power within. It uses
exactly the same dual-core A1o Fusion
chip as the previous 9.7in iPad,
coupled with 3GB of RAM and 32GB or
128GH of storage. That’s the same chip
that was first used in the iPhone 7.

GFXBenchManhattan 3 offscreen

AppleiPadPro12.9(2018)
AppleiPad (2018)
AppleiPad (2019)
Microsoft Surface Go

64
62

Geekbench 5 single-core

AppleiPadPro12.9(2018)
AppleiPad (2018)
AppleiPad (2019)
Microsoft Surface Go

Geekbench 5 multicore

AppleiPad Pro12.9 (2018)
AppleiPad (2018)
AppleiPad (2019)
Microsoft Surface Go

1,434
1,412
943

Battery life (video rundown test)

AppleiPad (2019)
AppleiPadPro12.9 (2018)
AppleiPad (2018)
Microsoft Surface Go

8hrs 43mins
Ghrs 23mins

~ | whenI've felt the iPad to be
' wanting in terms of responsiveness
and usability.

A more interesting comparison is
to be made with the Microsoft Surface
(o, which costs around the same but
runs Windows 10 instead of iPadOS
and utilises a dual-core, 1.6GHz Intel
Pentium Gold CPU. The iPad beats it
in both the Geekbench 5 and
GFXBench benchmarks by a
significant margin.

Battery life is much improved., too.
In our video rundown test, it rose
from the 8hrs 43mins of the previous
iPad to 12zhrs 2gmins. That’s despite a
bigger screen and the same size
battery. When vou consider that this
machine weighs 483g and measures
7.5mm from front to back, and can
essentially duplicate the functions ofa
laptop, that's quite a combination.

“Batteryliferosefromthe M Finalthoughts
8hrs 43mins of the previous There are many things to
iPad to 12hrs 29mins. That's | ¢ 2bout thsupdated

: ¥ iPad, but there isn’t much
iluspltnahlggurscrun and  that's new and exciting -
the same size battery™

unless vour idea of
exhilaration is adding a
kevboard connector and making the
screen fractionally bigger. For
instance, by modern standards those
bezels are broad, while the
8-megapixel rear camera and
1.2-megapixel front-facing camera
are the same underwhelming units as
found on the previous iteration.

We've also seen a slight price rise,
going up from £329 to £340 for the
12GB model, while the 128GB model
costs £440 rather than £429. Add the
Smart Keyboard at £150, and you're
looking at £588 for a decent
specification laptop replacement.
sSure, you can buy Bluetooth
kevboards, but you'll still need to fork
out for a cover if you want to take the
iPad on vour travels.

It is, however, impossible to deny
the quality of this device. The 10.2in
iPad is still the best tablet yvou can buy
for under £500 and, with the addition
of a keyboard and iPadOS, it’san even
better lightweight laptop alternative
than before. JONATHAN BRAY

ABOVE We wouldn't
write a novel onthe
Smart Keyboard, but
it's fine for tapping
guick emails

SHAYHD 1TV 404 ¥31139 ST ¥IHDIH

SPECIFICATIONS

Quad-core 2.34GHz Apple A10 Fusion
processor«3GE RAM«10.2in [PS screen,
1,620 x 2,160 resolution  32/128GB storage
12MP/1.2MP rear/front camera e B02.11ac
Wi-FieBluetooth 4.2 e Lightning connectore
32 9Wh battery#iPad0513.1e174 x7.5x
251mm (WDH) « 483q e lyr warranty

12hrs 29mins
10hrs 21mins
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Award-winning workstations you can trust

PC PC

PRO PRO

WORKSTATION
OF THE YEAR

2019

3XS WA4000-Series

Based on the scalable AMD Socket AM4 platform which supports

AMD Ryzen CPUs with up to 12 cores

3XS WA4000 Design

« AMD Ryzen 5 36800 processor

= 16GB Corsair Vengeance DOR4

» 4GB NVIDIA Quadro P100D0

« 50068 55D & 2TBHOD

= 3 Year Premiurm Warranty

* Microsoft Windows 10 Professional

33 INC
sl VAT

3XS WA4000 Viz

« AMD Ryzen 7 3700X processor

= 326B Corsalr Vengeance DDR4

« 8GB NVIDIA Quadro RTX 4000

» 50068 S50 & 2178 HDD

= 3 Year Premiurm Warranty

* Microsoft windows 10 Professional

y (™) INC
VAT

PC Pro’s “"Workstation of
the Year’ manufacturer for

2019, 2018, 2017 & 2016

3XS WABO0O0-Series

Based on the high-end AMD Socket TR4 platform which supports
AMD Ryzen Threadripper CPUs with up to 32 cores

3XS WAB000 Viz

« AMD Ryzen Threadripper
2950X processor

» B4GE Corsair Vengeance DDOR4

2i:E NWIDIA Uuadro B TX 4000

» H00GE SSD & 2TB HDD

* 3 Year Premium Warranty

» Microsoft Windows 10 Professional

=y INC
d VAT

3XSWABOD0O VR

« AMD Ryzen Threadripper
2950X processor
» B4GE CorsairVengeance DDR4
« 16GB NVIDIA Quadro RTX 5000
e 500GE 55D & 2TB HDD
* 3 Year Premium Warranty
« Microsoft Windows 10 Professional

™y INC
el WAT

Customise your workstation today at

S SCaNn.co.uk/3xs -



3XS WI4000-Series

Based on the scalable Intel Socket 1151 platform which supports Intel
Core CPUs with up to 8 cores

3XS WI6000-Series

Based on the high-end Intel Scoket 2066 platform which supports
Intel Core CPUs with up to 18 cores

3XS WI4000 Design

+ Intel Core i5 9600K processar

= 16GB Corsair Vengeance DOR4

+ 4GB NVIDIA Quadrm P10D0

» 500GB 55D & 2TBHOD

= 3 Year Premiurm Warranty

+ Microsoft Windows 10 Professional

£1,379.99 i

3XSWI4000 Viz

+ |ntel Core i9 300K processar

= 3268 Corsalr Vengeance DDR4

» BGB NVIDIA Quadro RTX 4000

» 500GB 55D & 2TB HOD

= 3 Year Premiurm Warranty

+ Microsoft Windows 10 Professional

£2,399.99

3XS WI6000 Viz

* |ntel Core 19 9820X processor
= B4GE Corsair Vengeance DDR4
« BGB NVIDIA Quadro RTX 4000
» 500GB 55D & 2TB HOD

» 3 Year Prermium Warranty

» Microsoft Windows 10 Professional

£2,999.99 %

3XSWIE000 VR

* |ntel Core 19 9820X processor

= B4B Corsair Vengeance DDR4

o 16GE NVIDIA Quadmo ETX 5000

» SO0GE 55D & 2TE HOD

= 2 Year Premiurm Warranty

» Microsoft Windows 10 Professional

£4,099.99 i

am Windows 10

Scan Recommends Microsoft Windows
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Lenovo ThinkBook 13s
[t doesn't haveall the
ThinkPad trimmings, but
Lenovo Is offering small
businesses abargain

SCORE &% Q|

PRICE £567 (£680inc VAT)
from lenovo.com/uk

ThinkPad but been put off by the

high asking price, Lenovo is
dangling this tempting carrot: a
13in business-focused laptop
with much of the ruggedness
found on ThinkPads, vet at
aremarkably low price.

The switch from black to
industrial grey is no coincidence,

as Lenovo is hoping to woo a younger
audience of buyers who consider the
traditional ThinkPad as too
unfashionable to go with their
topknot and almond-milk latte,

What's most impressive about the
ThinkBook, though, is that Lenovo
retains so much ot the ThinkPad
heritage while keeping the price
down. For instance, it
still feels rugged,
with an aluminium
chassis that’s
reassuringly cool to
the touch. There’s
no military
standard testing to
back up this feeling,
though, so
vou would be
well advised
to extend the warranty
from the initial one year.

Lenovo has trimmed a millimetre
or two of travel from its usual
kevboard, so it doesn’t have
the luxurious feel of a ThinkPad. But
it’s still significantly better than most
kevboards on a sub-£1,000 laptop, so
don’t be put off. It should survive if
vou spill some of that latte onto it,
too, as the keyboard is designed to
be spill-proof. Including a precision

I fvou've alwavs longed for a

BATTERY: video rundown, 8hrs 30mins
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touchpad is another nice touch.

The matte Full HD screen isn’t one
of the platinum-grade, super-bright
panels vou can specify in the best
ThinkPads, but it reached a peak
brightness of 324cd/m?*in our tests
and covered go.1% of the sRGB gamut.
With an average Delta E of 1.06, you
can trust the colours it produces,
while a contrast ratio of 1,827:1 means
yvou won't miss out on details
when watching films.
Where it shows its
budget leanings are

moderate viewing
angles and a slight
grain effect.
Looking
for more
compromises?
One is
management.
Youstill get Lenovo's full
suite of Vantage tools to help
keep your PC protected and in peak
condition, and note the inclusion of
Windows 10 Pro, but
there's no vPro
certification for the
Intel Core i5-8265U. In
truth, that won’t matter
to most small businesses,
who will care more about
speed - and the ThinkBook 135
has a fine turn of pace. An
overall score of 86 is excellent for
a Coreis with 8GB of RAM in
support, and that’s made possible
because Lenovo backs it up with
active cooling: vou'll often hear the
low pitch of its tans Kicking in.

This isn’t the slimmest of laptops as
a consequence, but 15.9mmiisn’t fat.
Compared to the Acer Travelmate X5
(see issue 302, p6o) it's heavy at 1.3kg
- the Acer weighed 960g - but Lenovo
can rightfully point out that the

ThinkBook 135 lasts longer
on the road. A battery life of
8hrs 3omins is more than
respectable,
beating the Acer
by g0 minutes,
and you can
always use the
single USB-C port
Lo supply power,
Lenovo's power
supply plugs into
a proprietary port, next to
which vou will find a
full-size HDMI output.
Old-styvle USBisn’t
forgotten either, with two
ports on the right side,

meaning that the only

obvious omission is
a microSD/SD

‘ card slot.

There’s no
infrared
webcam, so
ABOVE The chassis Windows Hello support is limited to
feels high-quality - as the fingerprint reader integrated into
does the keyboardfor | Lhe power button, but to save
asub-£1,000machine | potential blushes there's a privacy

filter for the webcam. This takes the
usual desultory 1,280 x 720 photos and
videos. Audio playback is typical of a
modern laptop too, making music
bearable at a push, so
don’t get too excited by
Lenovo's *audio by
Harman” claims.
The1asis the first
ThinkBook to go on sale,
and it's notable that
there’s only one
specification available in the UK.
Considering the aggressive price, |
can live with the 256GB SSD, and note

“If there’s any justicein
the world, the Lenovo
ThinkBook 13s should be

popular:at £680, this
machine is areal bargain”

LEFT Two old-style that it’s meant to be a "quick ship”
USBportsareinplace | model - as long as Lenovo has stock,
ontheright-handside | it will ship in one to two days. Ifit

of the ThinkBook proves popular, higher-specitied

models will no doubt be released,
along with a14in version. And if
there's any justice in the world, it
should be popular: at £68o, this
machine isa real bargain. Sure, it
trims back on a lew luxuries, bul
when vou're paying Ford prices you
can't expect a Porsche. TIMDANTON

SPECIFICATIONS
Quad-core 1.6GHz Intel Core i5-8265U
. processore8GB 2 400MHz DDR4
e RAMeIntel UHD 620 Graphicse
_ 13.3innon-touch [PS display,
\ 1920 x 1,080 resolution e
2o6GBM.2PCleSSD e
720p HDwebcame 2x2
802 Nac Wi-Fie Bluetooth 5
o USB-C 3.1(with data transfer,
charging and DisplayPort support) e 2 x

ABOVE TheThinkBook | USE 3.1e HDMI 1.4 @ combo 3.5mm mic/
13s may be flexible, headphone e 45Wh battery e Windows 10
butit weighs a Proe308x 216 x15.9mm (WDH) e 1.4kg e

not-so-skinny 1.3kg lyr RTB warranty
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HP Envy 13 (2019)

Last year’s top bargain buy
has become this year's top
all-round choice thanks to
upgrades in the right places

SCORE QOO0

PRICE £958 (£1,150 inc VAT)
from johnlewis.com

t any one time, R
there’s a sweet spot -
for computers. A big-selling R~

product type where the major
manufacturers are simultaneously
dropping prices and improving
quality in their quest to usurp rivals.
That sweet spot, for the moment at
least, is the 13in ultraportable.

While the Dell XPS 13 has been the
13in laptop to beat for some time, HP
undoubtedly produced the bargain of
2018 with its Envy 13 (see issue 288,
p61). AL £849 for a Coreis/8GB/256GB
spec, it was unbeatable value. This
yvear, it's set its sights higher by
boosting quality and dropping prices:
the Core is version costs £749 direct
from HP, while this version
(the agooosgna) with a
Core iy, 16GB of RAM
anda1TBSSDisa
still-affordable
£1,149. (Spend the
¢xtra pound and
order from John
Lewis, though, as
this upgrades the
warranty to two
vears.) To put
those prices into
perspective, the Dell
XPFS13startsat £1,149
—and that's with the same
specification asthe £749 Envy,

One reason to stick with the XPS13
is speed: Dell still provides the best
cooling setup in a 13in ultraportable,
which enables it to make the most out
of a Corei7-8565U processor. That
chip, combined with 8GB of memory
and a 256GB 55D, scored 95 in our
benchmarks, while this HP Envy 13

BATTERY: video rundown, 8hrs 34mins
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only managed 85

with 16GB of RAM. In fairness, that’s
still respectable. It's just that the chip
was typically running at 2.3GHz to
keep its four cores comfortably below
their 100°C threshold. HP doesn't
include the fastest SSD around, but
sequential read and write speeds of
around 1,300MB/sec and 650MB/sec
respectively will rarely hold you back.

The XPS 13 also lasts longer: 1ohrs
35mins in our video rundown battery
test, compared to the 8hrs 34mins of
the Envy 13. But that’s still
an hour improvement
over 2018°'s model,
and it can charge
from 0% to 50%

inaround 45
minutes,

Plus, HP has a
trick unavailable
to Dell: Nvidia

graphics. While
the GeForce
MX 250 sits closer to
Intel’'s UHD Graphics
thanit doestoa GTX
1060, it can still run many
games that are beyond the reach of
Intel’s integrated chip. For instance, it
averaged 56fps at 720p in Dirt:
Showdown, and even managed 36fps
in Metro: Last Light at 1080p.

Games and movies look fantastic
on the bright 13.3in Full HD display,
with a glossy finish that extracts every
last ounce of colour from images. It
helps that the display packs a 1,842:1
contrast punch. You can trust that the
colours you see are accurate, too, with
a stunning average Delta E of 0.39 and
a maximum of one. Combine that with
98.6% coverage of the sRGE gamut

ABOVE The excellent
13.3in Full HD display
sgueezes every drop
of colour from images

and you have
the best image
quality results
yvet from a 13in
ultraportable.
Its speakers
aren’t the same
stellar quality, but
they're still good
partners fora film.
Besides, there'sa
3.5mm jack on the left
edge, along with a
USB-Cand USB
connector. Curiously,
HP uses a tiny flap for
the latter, asif the Envy
13 is so slim it couldn’t
squeeze in a normal slot;
in truth, it’s quite slender at 14.7min,
but no one’s jaw will drop when they
see it in profile. The other side holds a
second USB port, microSD slotand a
button to turn off the webcam, and it
produces such shocking results that
it’s best left unused.

When vou lift the lid it also lifts the
rear of the chassis, which supposedly
helps both airflow and the typing
angle. I'm sceptical about the latter
- thereisn't enough of a hike to notice

but the keyboard is

If
|
if
.'I

“Colour accuracy plus pleasant to type on with
98.6% coverage ofthe plenty of travel on the
sRGB gamut meanthebest K¢S andasoft feel. The

. ‘ Enter key is only single
image ll“ﬂ"tl‘ results yet height, whileit'sa
froma13inultraportable” standard touchpadsoyou

LEFT HPhasincluded
afingerprint reader,
but note the lack of an
infrared webcam

BELOW The sides

boast a good selection
of ports - and a button
to disable the webcam

don’'t get the smooth, glass

finish of higher-end laptops, but these
arc both easy concessions to live with.

The feature I miss more is an
infrared webcam to log in. There'sa
fingerprint reader, and it worked
every time, but itisn’t as convenient.

But these are minor criticisms. HP
already had the best “value”
ultraportable around with last year's
Envy, and all the upgrades - the
superior screen, faster components,
improved battery life - mean thisisn’t
just our preferred budget machine but

our 13in laptop of choice. TIMDANTON

SPECIFICATIONS

Quad-core 1.8GHz Core i7-8565U processor
o 2GE Nvidia GeForce MX250 graphics ¢ 16GE
RAM & 13.3in touch IPS display, 1920 x 1080
resolutione1TB M.2 PCle 55D o 2x2 802 11ac
Wi-Fie Bluetooth 4.2 « USB-C 3.1 (with data
transfer, charging and DisplayPort support) e
2 xUSB 3.1 emicroSD card reader « 53Wh
battery e Windows 10 Home » 307 x 212 x
14.7mm (WDH) @ 1.2kg e 2yr RTB warranty (via
John Lewis)
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Dynabook Portége

X30F-14U

Steady as she goes: the
name may have changed, but
allthe core ingredients of a
Portégé laptop remain

SCORE I

PRICE Approx £1,800(£2,160
inc VAT) from Dynabook resellers

he Toshiba brand is slowly
T disentangling itself from the all

new Dynabook, and thisis the
first true Dyvnabook laptop we've seen
- complete with a substantial silver
logo on the lid. While you’ll still see a
Toshlogo at gmea.dynabook.com,
andit's embedded into the default
wallpaper, this feels like the final
goodbye. If you were hoping for a
dramatic change to mark the event,
though, you'll be disappointed.

Tosay this is business as usual is a
statement with obviousness on a par
with “Brexitis tricky, isn’tit?" The
Portégeé X30F-14U is finished in
Toshiba’'s trademark onyx blue, and if
vou've used any Portégé of the past
five years then vou’'ll know what to
expect: slim dimensions, light weight,
solid build quality.

The keyboard is, but for one
irritation, an excellent affair. I'm
afan ofits combination ofa
quiet sound with a deep
travel; if you're a touch
tvpist, or simply used
to mechanical
kevboards, thisis as
close as you can
come to that same
teel on a compact
kevboard. The
irritation is the
spacebar, which should
he positioned a fraction to
the right: my thumb kept
hitting the AltGr button, which sits
directly under the M.

The touchpad is small, too, and
that’s partially because Toshiba has

BATTERY: video rundown, Thrs 44mins
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put physical
mouse Keys above it,
with the idea that they will

work in combination with the
frackpoint. It's a high-quality
touchpad, with a glass finish to keep
friction to a minimum and support for
Windows' precision gestures.

Security comes in many forms, as
['d expect from a Portégé laptop. First
the tiny fingerprint reader, which is
integrated onto the touchpad, then
infrared cameras for Windows Hello,
and there's a smart card reader on the
right-hand side. The Portégé supports
Microsoit's modern standby function,
too, which promises “instant” on. In
reality, vou'll have to wait a second or
two while the infrared cameras scan
vour face, but that's far quicker than
resuming from standby used to be.

Curiously for a laptop with

cnferprisc aspirations, the
X30F-14U doesn’t include a
vPro processor so vou
can't use Intel’s active
management
technology (note
thereisa trusted
platform module).
The Core i7-8565U
is a familiar chip in
these pages, and
while its overall score
of 84 is respectable, |
hoped for more bearing in
mind the 32GE of RAM.

In truth, there is little point
paying extra for a Core i7 rather than
Core is in an ultraportable unless it
has epic cooling to allow the processor
to reach its full potential, and of the
Dynabook’s obvious competition
only the Dell XPS 13 can claim that.
Here, the X30F's chip was often stuck
at around 2GHz rather than its Turbo
Boost speed of 4.6GHz. The Dell was
14" faster with a score of g6.

| hoped for more battery life from
the X30F, too. It's perhaps churlish to
complain about 7hrs 44mins, but the
Dell lasted for 10hrs 35minsin the
same test. Where the Dynabook wins
is portability, as its weight of 1.05kg is

excellent for a 13in

business laptop. The
magnesium chassis
feels well built; as
ever, don’t be too
concerned by the
flexibility of the lid, as
that can come in useful
ifit's bashed.

Aside from the fact it
supports touch, the
screen is nothing special.
But a matte finish, a top

brightness of 303cd/m?
and strong colour accuracy
it covers g5 of the sSRGB
gamuf with an average Delta E of
0.75 - mean it's well suited to office

life. While it wouldn’'t be my go-to
machine for boxset binges, a contrast
ABOVE Toshiba'sonyx | ratioof1,030:1 meansscenes look
blue finish? Check. punchy, and the speakers are decent.
Lightweight? Check. I was half-hoping for 8oz.11ax
Great keyboard? Wi-Fi, but Dynabook sticks with the
Check Intel Wireless-AC a560 offering. A
lonely USB slot sits on the left-hand
side — only a Kensington lock slot and
3.5mm jack keep it company. On the
right are two Thunderbolt 3 ports,
with support for data transfer,
DisplayPort and power (there'sno
dedicated power input). There’s even
N . full-size HDMTand a
A matte finish, atop microSD slot.
brightness of 303cd/m? Dynabook estimates
and strong colour accuracy Lhis spec w1{| cost between
. £1.599 and £1,999 exc
mean the screenis well VAT ependiig ohehs
suited to office life” quantity you buy from
vour reseller. To gquote a
spokesperson: “X30F-14U is an ultra
high spec laptop and we are only
offering it on a build-to-order basis to
those customers which have the
budget.” Given the1TB 85D and 32GBE
of RAM, that’s sensible.

However, there’s no hiding from
the value-for-money gquestion. Last
month, I reviewed the business

LEFT The magnesium friendly 13in Acer Travelmate X5 (see
lid will flex, but that's issue 3oz, p6o), which is g46g and

a good thing whenit feels just as well made; it cost £9o0 inc
comes to bumps VAT. Toshiba lovalists will be happy

with the Portégé X3oF if they're lucky
cnough to receive one, but there's no
opportunity for the new company to
rest on its laurels. Dvnabook will need
to innovate, not simply follow the

same route as Toshiba. TIMDANTON

SPECIFICATIONS

Quad-core1.8GHz Intel Core i7-B565U
processoredZ2GE 2 400MHz DDR4 RAM
Intel UHD 620 Graphics e 14in touchscreen
IPSdisplay, 1,920 x 1,080 resolution« TTB M.2
PCle SSD e 720p HD webcam e 2x2 802 Nac
Wi-Fie Bluetooth Se 2% USB-C Thunderbaolt 3
(with data transfer, charging and DisplayPort
support)e USB 3eHDMI 1.4 @ combo 3.5mm
mic/headphone o 48Wh battery e Windows 10
Proe316x 227 x16.4mm (WDH) # 1.07kg e 1yr
RTB warranty
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Broadberry”

Multi-Award-Winning Enterprise
Servers & Storage
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CyberServe Atom-104F

CyberServe Xeon SP1-1045
Configure From £480

CyberServe Xeon 5P2-212S5
Configure From £1,064

Configure From £2,599
Powered by Intel® Atorm® / Xeon® D Processor PTJ'!“-'E!'E‘IZ_i b';.'_ll'lntl'_‘_| ® Yeon® ELdI.J ble Processor Powered by 2x Intel® Xeon™ Scalable Processor
5" HDD / 55D Drive Bays R b 12x 12Gb/s SAS/SSD 3.5* Drive
aREMHz DDRA Memary Up 1o 11E 286k Up te 2TB 2666MHz DDR4 ECC Memory
short Depth at 249mm 1x PC| Express Expansion Slots 5x PCI Express Expansion Slots

CyberStore 224N NVMe All Flash Array

Configure From £4 880

CyberStore 4365 12GB/s Storage Server

Configure From £3,670

CyberStore 4U102 12GB SAS/SSD JBOD
Configure From £7,680
Powered by 2x Intel® Xeon® Scalable Processor Powered by 2x Intel® Xeon® Scalable Processor Mext G
Intel® VROC NWME RAID O,1,5,10 ! " Ei 26 245550 Drive Bays
24x Intel® NVMe Drives Hardware RAID levels 0, 1, 5, 6, 10, 50, and &0
Uitra-High Performance Starage Array Stares up to S40TE of RAW Data

Up to 102x WD Ultrastar He 12 HDD=s
Redundant & Hot-Swappable PSUs, 10 Modules & Fans
Stores up to 1.2PB of RAW Data in 4L

CELEBRATIHNG

Supplying the World's Biggest Brands since 1989

900 Our enterprise-grade server and storage solutions have been trusted by the
f H worlds biggest brands for over 30 years. Find out why thousands of companies are

choosing Broadberry’s Multi Award-Winning solutions over DELL and HP.

PRICOOUCT OF THE
FEAR FWNARDE

Irtel, the Intel logo, the Intel Inzide lego and Xeon are tredermarks of Intel Conporation or its subsidiares in the LS. andfor other countries.

Configure Online: broadberry.co.uk
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Acer TravelMate X3
Afast, solid laptop with
excellent battery life that
would make afine choice for
small businesses

SCORE &34ty

PRICE £658 (£790 inc VAT)
from uk-store.acer.com

was mightily
Iimpreasetl by the

sleek Acer TravelMate X5
last month (see issue 302, p6o), with
Acer offering a high-quality 13in
business ultraportable for £900. The
X3 mayvsound like it's smaller still,
butin fact thisisa14in and
comparatively chunky machine. But
that’s fine. If power is more important
to vou than portability then there are
advantages to goingup in girth.

The most obvious is that a larger
chassis gives more room for cooling,
and that in turn means that you can
expect the processor inside your
machine to keep going at its
maximum speed for longer. And so it
proved here. While the X5 I tested last
month included a Core i7-8565U
processor that promised boost speeds
ol 4.7GHz, in reality it wasn’t
comfortable running faster than
2.7GHz for any length of time. The
Core i5-8265U inside the X3 here, on
other hand, kept churning away at
over 3GHz without complaint evenin
heavy-duty benchmarks.

That resulted in an overall score of
81tothe X5's 75, and in reality few
people will ever complain about this
laptop’s speed. The only exception, as
ever for a machine that relies on
Intel’'s UHD 620 Graphics, is if your
task involves 3D acceleration. For
example, it only managed 29.6 frames
per second in the offscreen GFX Bench
Open GL Car Chase test.

The other advantage of a bigger
chassis is that manufacturers can
include a larger battery, with the X3
featuring a s5gWh unit. That's almost
twice the size of the X5's, and while

BATTERY: video playback, 12hrs 16mins

BENCHMARKS

BREAKDOWN SCORES [mags  Video Multi
editing m oditing mm tasking m
118 83 68

the smaller TravelMate stopped

playving our video on repeat after 7hrs,

the X3 carried on for 1zhrs 16mins.
Note that vou can charge the laptop
via the USB-C port on the left, but
Acer provides a conventional,
compact charger as standard.

The USB-C port can also be used
for connecting an external monitor,
but vou may prefer to use the full-size
HDMI output. There'sevena D-SUB
connector for hooking up older
projectors. Another potentially useful
inclusion is the Ethernet port, again
sitting on the left-hand side, with a
USBE 3 slot to round things off. The
right-hand side is similarly packed,
with two USE 3 ports, a 3.5mm combo
jack and an SD card reader.

As this plethora of ports hints at,
thisisn't the world’s slimmest laptop:
it measures 19.9mm from top to
bottom, while it’s an inch wider than
an A4 sheetof paper at 328mm. [
wouldn't describe it as bulky, though,
and a weight of 1.53kg is perfectly
respectable for a 14in laptop. (Note
that Acer’s website
undersells its weight
at1.6kg.) [t's well
built, and Acer has
reassuringly put the X3
through a number of
MIL-5TD 610 tests.
With an all-aluminium
chassis, I'm
optimistic that it
would survive
three years of daily
commuter abuse.

Acer backs up this capable
design with a high-quality keyboard,
with generously sized keys, a
substantial feel and an absolutely
huge touchpad. The only thing it may
take you time to get used to is the
column of keys to the right, where
Acer has chosen to place Delete,
Home, Pg Up, Pg Dn and End. I found
the backspace key particularly
difficult to locate while typing.

ABOVE The 14in matte
display and generous
array of portsare
ideal for business use

PRO

IRECOMVENDED

H__-_—;

“The other advantage of a
larger chassisis that it
means a larger battery, and

the X3 carried on going for
12hrs 16mins”

ABOVE Notas
compact as the X5, but
the X3 is a portable

system at19.9mm
thick and 1.53kg

You'll search
invainfora
fingerprint reader
next to the
touchpad, but that's
because it's
integrated into the
power Key just above
the keyboard. This
makes perfect sense
-vou'll be pressing it
anyway, alter all - and
by backing it up with an
infrared wehcam, Acer
has all the Windows Hello
bases covered. Note the
processor isn't compliant
with Intel’s vPro platform,
though. Acer claws back some
management favour by making the
hard disk and RAM user-upgradeable,
via slots on the bottom of the chassis.
As this model onlv includes 8GB of
RAM and a 256GEB 55D, both of those
options could come in handy.

I'm also a fan of the 14in Full HD
screen Acer supplies, with a matte
finish that proved excellent at
deflecting light. It peaks at 330cd/m?
and scored top marks in our quality
tests: 03.4% sRGB coverage and an
average Delta Eofo.63 pointto a
colour accurate panel. The corollary is
that it won't be a brilliant choice for
streaming movies and the speakers
are comically poor, so don’t choose
this as vour primary
entertainment machine.

Thislaptopisn’t
without flaws, but
considering that vou're
buying a Windows 10 Pro
laptop with considerable
battery life, plenty of
power and quality in all the most
important places, it’s hard to baulk at
the £790 Acer is asking for it. The only
caveat is that the one-year limited
warranty isn’'t reassuring, but
the £150 Acer wants fora
three-year on-site
warranty is reasonable.
Once again, Acer delivers
an excellent value
laptop that’s
well-tailored to

small businesses.
TIMDANTON

SPECIFICATIONS
Quad-core 1.6GHz Intel Core
i5-8265U processore 8GB 2 400MHz
DDR4 RAM e Intel UHD 620 Graphics e 14in
non-touch IPS display, 1,366 x 768 resolution
¢ 206GE M.2 PCle 55D e 720p HD webcam e
2x2 802 Nac Wi-FieBlustooth 5 e USB-C 3.1
(with data transfer, charging and DisplayPort
support)e 3 x USE 3.1e D-SUB & Gigabit
Ethernet porte HOMI 1.4 @ 5D card reader e
combo 3.5mm mic/headphone « 59Wh
battery e Windows 10 Proe 328 x 236 x
19.9mm (WDH) 1.53kg @ Iyr RTB warranty
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Google Pixel 4

ThePixel4 hasanextra
cameraand anew design,
but Google’s Android crown
is beginning toslip

SCORE 0

PRICE 64GB, £557 (£669 inc VAT)
from store.google.com

yimmediate reaction to the
Google Pixel 4 was
disappointment. While it

offers a series of firsts for the Pixel
range - two rear cameras rather than
one, a Snapdragon 855 processor, a
goHz screen, even radar-sensing
gesture controls - there was still no
immediate sense that it had jumped
ahead ofits rivals.

That’s despite a new design.
Google has ditched the two-tone look
ofits previous three generations of
Pixels, instead opting for a simple
single-tone colour scheme available
in “Just Black™, *Clearly White” and
“Oh So Orange”. Each is surrounded
by a curved, textured black trim,
with a coloured power button and
volume rocker on the right edge.
There's no notch, either; instead, the
&MP selfie camera and earpiece
speaker are located inside a chunky
forehead bezel.

The Pixel 4 is sandwiched
between protective lavers of Gorilla
Glass 5, rated to the IP68 standard.
The new rear camera module is
distinctly iPhone-like, with the two
cameras, infrared sensor and
dual-LED flash arranged ina
diamond pattern.

The dual front-facing speakers also
reappear, and there’s still no 3.5mm
headphone jack. This isn't normally
much of a problem, but miserly
Google has decided not to include an
adapter in the box this year. There’s
also no fingerprint sensor, but you
can still unlock the Pixel 4 with vour
face, or with a PIN or pattern lock.

That would be bearable if it
weren't for the security
vulnerabilities of the face recognition.
My review unit failed to register my
face on several occasions, especially
with my glasses oft, and sometimes
forgot the face data entirely, forcing
me to go through the process of
setting it all up again. But the biggest
problem is that yvou can unlock the
phone with your eves closed. So
someone could grab the phone while
yvou're asleep - or unconscious - and
access all your data. Google says

there’'s a fix in the works, but until
then use a PIN, pattern or password
lock instead.

M Screensize
On a happier note, the Pixel 4's goHz
OLED screen is excellent. While an
average Delta E of 1.4 and sRGB
coverage of go.5% aren’t the best
f[igures ever, they show you can trust
the screen's accuracy in its Natural
colour mode. I don’t advise switching
to Boosted or Adaptive settings, as
these reduced accuracy and produced
garish, candyv-looking colours.

Screen brightness peaked at
430cd/m? in automatic brightness
mode, promising readability in most
sunny environments in the UK,
although you might be
squinting at vour Facebook
or Twitter feeds if vou jet
off somewhere more
exotic. Suffice it to say,
this is a screen that's
very good for watching
YouTube videos and
playing games,
although if HDR
playback is yvour secret
love then the iPhone 11
Pro’s Super Retina XDR
display is far superior:
scenes in Netflix's Marco
Poloseries look dark in
comparison when first played on
the iPhone and then the Pixel 4.

If you want a larger screen, the
Pixel 4 XL is the obvious choice. Aside
from being larger - and benefiting

Tue :--.l']'.'j:.'. Oct 15 @ A8°F

ABOVE The single-

tone “0h So Orange”
model of the Pixel 4is

certainly striking

froma 3,700mAh
battery - this is
exactly the same
phone as the Pixel 4,
but with a larger
chassis, 6.3in QHD+
screen and higher
price: £829 for 64GH,
£o2g for 128GE.

M Good speed,
poor battery
Inside the Pixel 4
yvou'll find a
Jualcomm
Snapdragon 8535
processor and 6GE of
RAM - up from the
AGRB of last vear. Both
the Pixel 4 and 4 XL
come with either
64GB or 128GB of
internal storage,
which you won't

be able to expand

via microsD.

Unsurprisingly,
this new processor
delivers barnstorming
benchmark results, and offers a slick,
responsive experience all around. In
the Geekbench 5 graphs opposite, you
can see that the Pixel 4 performs
better than its predecessor by quite a
wide margin, and even betters the
Galaxy S10's Exynos g82o0 chipset in
multicore performance.

It's a similar story for graphics
speed, but [ was most hoping tosee a
major improvement in the Pixel 4's
stamina. [t wasn’t to be, and that’s
due to Google’s bizarre decision to use

a smaller 2,80o0mAh

“This new processor capacity battery. As a
delivers barnstorming consequence, it lasted a
benchmark I'ESI.IH:S, and mere 12hrs 7mins in our

offers aslick, responsive
experience all around”

ABOVE The Pixel4
captures colour-
accurateimages that
are packed with detail

video rundown test.
What does this mean
for real-world battery
life? Well, this isa phone
that might just about make it
through aday on asingle
charge, but vou’ll have to be
very conservative with
what vou do with it, and
there certainly won't be
wiggle room to spare
when you get home in
the evening. Google
needs to do much,
much better next year.

M Gesture
difference

Arguably the most
intriguing new feature is
the Pixel 4's gesture-based
controls. Google says that it's been
working on this technology for five
vears now. It essentially uses a
motion-sensing radar powered by a
small custom *Soli” chip embedded
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into the handset, which detects
motion around the phone.

While gesture controls in phones
aren’t new, they have previously
relied on the camera, which is
restricted to a field of view of up to
180" . This Pixel's radar chip allows
vou to interact with the phone from
seemingly any angle.

The most useful application is
when it comes to unlocking the
phone, with the screen lighting up
whenever the Pixel 4 detects
movement and swiftly turning off the
screen when it's left alone. This
should help speed up the unlocking
process and, I'm told, improve battery
life; that doesn’t seem to be the case.

You can also snooze alarms, skip
songs on Spotify and cyele through
vour YouTube playlists with a nearby
waggle of yvour hand. All of which are
particularly useful if you're cooking
and vour fingers are covered in
brownie batter. Google is encouraging
app developers to support the Pixel
4's gesture controls, but Spotify is the
only third-party application to
incorporate this feature so far.

The Pixel 4 runs Android 10 with
its own Pixel launcher overlay.
Android 10 is currently only available
on a select few phones, and brings
with it a handful of new features and
software tweaks.

A system-wide dark mode is
(finally} an option in Android 10, as
well as a new “focus mode™ that hides
notifications from apps you deem
distracting. Ul navigation has also
changed slightly - there's no more
virtual navigation bar at the bottom of
the screen, instead you move about
with simple swipes. Swiping vour
thumb across from either side of the
screen now acts as the back button,
swiping up from the bottom of the
screen brings vou to the homescreen,
while swiping up and holding yvour
finger in the middle of the screen fora
brief moment opens up a list of recent
apps. It may sound complicated, but it
quickly becomes intuitive: for my
money, this is the best version of
Android vet.

M Double camera
For the past few yvears there's been an
ace up Google’s metaphorical sleeve:
there's usually nothing better than a
Pixel’s camera. It's stuck with the
same 12-megapixel camera unit, but
that’s been joined by a 16-megapixel
2x telephoto zoom camera. But what's
particularly special is the processing
that goes on behind the scenes,
especially when it comes to the
phone's impressive HDR+ algorithms.
In particular, Google’s engineers
have improved the quality of the
excellent “Night Sight” mode. The

colour balance of images captured in

low light - particularly in sky scenes

is much improved, and there’s now
a dedicated astrophotography
shooting mode. In this setting, Google
explains that the Pixel 4 combines 15
long-exposure shots to create the best
image possible, although you're
advised to stay away from urban areas
and to pop your smartphone in a
tripod or gimbal.

You're no longer left at the mercy
of the HDR + algorithms working their
magic after vou capture an image, as
vou now get a rough indication of
what the image will look like before
you press the shutter button via the
viewfinder. This also allows you to
manually change the exposure of the
foreground and background
independently.

The end result? No matter the
lighting conditions, vou can rest
assured that your pictures will be
filled to the brim with intricate
details, with well-judged exposures
and accurate colour rendition. The
Pixel 4 has the ability to seemingly
capture colours as your eyes see them.
Images aren’t under or over-
saturated, and there’s also not much
visual noise - even if you're worried
that there isn’t enough light in the
environment.

The iPhone 11 Pro nudges ahead
for sheer detail capture, especially if
vou compare the images taken using
the 2x telephoto zoom cameras.
Similarly, in medium to low-light,
the Pixel 4 does a mighty fine job at
brightening up shots without
noticeably altering the colours, but
the iPhone 11 Prois better in near
pitch-black environments.

The Pixel 4's camera suite is very
impressive, but there’s still room for
improvement when it comes to video
recording - it can shoot stabilised
footage at 4K resolution, but if you
slowly pan across the scene, the
judder is visible.

GFXBench Manhattan 3 (offscreen, fps)
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EELOW The Pixel 4 XL
(right) is more or less
identical tothe Pixel 4
-aside fromthe
bigger chassis and

higher price

12hrs Tmins

M Buying decision

The Pixel 4 lacks the Big New Feature
that demands vou upgrade; despite
what Google may think, a second
camera and gesture controls aren’t
life-changing. However, when vou
compile the long list of small changes
that you might have otherwise
dismissed, along with the addition of
Android 10, yvou'll find they add up to
something far greater.

Still, itisn’t the high Android
watermark | was hoping for. The lack
of microSD support, lost fingerprint
reader and question marks over its
face unlock feature all count against
it. Isit the best implementation of
Android 10? Absolutely. Is it decent
value at £669 for the 64GB model and
£769 for 128GB?Y Yes. Is it currently
the best smartphone on the market?

For me, that remains the Samsung
Galaxy Note 10. NATHAN SPENDELOW

SPECIFICATIONS

Octa-core Qualcomm Snapdragon 855
processor (2.84GHz Kryo 485,3 x 2.42GHz
Kryo 485, 4 x1.78GHz Kryo 485) e Adrenc 640
graphicse 6GB RAM e 64GE/128GBE storage e
5.7in P-OLED screen, 1,080 x 2,280 resolution
o dual 12.2MP/1TMP rear camera o SMP rear/
frontcamera« 802.11ac Wi-Fie BluetoothH e
2 % USB-C connectorse 3.5mmjacke
4,220mAh batterye Android 9e171x 79.3 x
17.3mm (WDH) » 3260 e lyr warranty
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Amazon Echo Dot

with clock

The new Echo Dot takesa
winning formula and adds
abright LED clock. What's
not tolike?

SCORE o

PRICE £50 (£60inc VAT)
from pepro.link/303dot

he history of Amazon’s own

products - misguided attempt

at a smartphone aside - is one of
small iterations. Whether it's Kindles,
Fire tablets or Echos, each new
version brings small improvements
that vouweren’t aware you needed
until they arrived. The Echo Dot with
clock is a great example of this.

Since [ reviewed last

yvear's third-generation -
Echo Dot, it’s become a 2

friendly nighttime )

ally. It can turn off
the lights, saving
me bumped knees
trying to navigate
the room in the

dark, and play a —

e /
by 4

series of sleep
sounds to lull my !
unsettled mind to rest. N
But there's a problem. \__‘
While it can tell the time, 1
have to ask it out loud and then it
shouts back at me. Not ideal at 3am.
The Echo Dot with clock solves this
dilemma by displaying the time in
LEDs across its side.

When switched off, the Echo Dot
with Clock looks exactly like last
vear's model. It has the same chunky

90 X 99 X 43mm dimensions, while

Amazon sticks with the fabric wrap
around the sides. 1t's a look that works
well - it's certainly a lot nicer than the
plastic puck of the previous Dots. It's
only when you plug it in that the
change becomes apparent.
Underneath that fabric is
a segmented LED display capable of
showing a digital clock and other
things when required;
timers, volume and
even the outside
temperature.
Cleverly, it adapts
its brightness to
meet the needs of
the room.
Amazon clearly
has two rooms in
mind for the new
Dot: the Kitchen and
the bedroom. The
former is handy for
cooking, due to the clock
being replaced with a visual
countdown when a timer is set. That's
so much more useful than having to
ask how much time is left whenever
vou want an update. In the bedroom,
setting an alarm places a small circle
next to the time and neatly lets vou
silence an alarm with a tap on the top,
like the snooze functions of old.

J
¥

| o

N

ABOVE Theclock can Sound quality is as we were, but
also display timers, that's good news. While the second
volume and even the generation Echo Dot had a thin sound,
outside temperature which was good for audiobooks but

not much else, the third generation
lixed that with performance in line
with what vou can expect froma £50
Bluetooth speaker.

Putting last vear’s model and the
clock version side by side, and
alternating the same track between
the two, they proved impossible to
distinguish with surprisingly
resonant bass and
reasonably rich music
playback across the
frequency spectrum. You
can even pair a couple of
Echo Dots for makeshift
stereo sound. Note it
retains the 3.5mm audio

‘IMHE
--""-—.—-""'--

“The LED display is very
welcome, offering little
‘glance details’ without
detracting from the
screen-free charm”

LEFT Ataponthe top jack output, so yvou can always plug in
of the Echo Dot will a better quality speaker at a later date.
silence alarms -just Asfor Alexa. it’s business as usual.,
liketheclocksofyore | although she has a new, smoother
sounding voice, closer to Google
Assistant’s, Oddly, this hasn't arrived
on any of the other Echos dotted
around my house, but hopefully
BELOW The clock they'll change to match eventually.
cleverly adaptsits In short, the Echo Dot with clock
brightnessdepending | is everything vou'd expect it to be: an
on the environment Echo Dot, with a clock. The LED

display is very welcome, offering little
“glance details” without detracting
from the screen-free charm smart
speakers were supposed to offer in the
first place. Alexa still isn’t as good as
Google Assistant in terms of
usefulness (see opposite for more on
this), but as a piece of hardware the
Echo Dot comfortably beats the
Google Home Mini - until somebody
puts Google Assistant in adinky
speaker with a 3.5mm audio jack,
Amazon has this market sewn up. The
clock is justicing on an already
delicious cake. JONATHAN BRAY

SPECIFICATIONS

Bluetooth speaker with Alexa o LED display

# 802.1In e Bluetooth with A2DP @ 3.5mm
audio output e 99 x 99 x 43mm (WDH) « 300g
e lyrwarranty
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Amazon Echo (3rd Gen)
The same sound quality as
the EchoPlusfor £50 less
makesthe all-newEchoa
compelling buy

SCORE €&y ity

PRICE £75(£90inc VAT)
from pcpro.link/303echo

or those who have been
F following the smart speaker

revolution, the third-generation
Echo looks remarkably familiar. But
it’s not because Amazon has retained
the shell from the second-generation
Echo. Instead, it takes its design cues
and innards from the second-
generation Echo Plus (see issue 291,
po64), only without the advanced
smart-home connectivity that comes
courtesy of its built-in hub.

In terms of audio credentials,
they're identical, with the Echo 3
inheriting the 3in neodymium woofer
and o.8in tweeter from the Amazon
Echo Plus 2. That's an excellent
upgrade over the 2.5in woofer and
0.6in tweeter in the second-
generation Echo.

This third-generation Echo (let’s
call it the Echo 3 for short) and the
Echo Flus are also impossible to tell
apartinreal life. And I mean thatin
the literal sense: [ sat the two side by
side for testing and they're
indistinguishable, barring the thin
laver of dust on top of my Plus.

[f vou own a second-generation
Echo, on the other hand, yvou'll
probably notice the new version is
bigger: specifically, it's 11mm wider
and deeper. Unless vou have both side
by side, though, this growth isn’t
obvious. The overall effectis of an
extra-large tin of beans wrapped in
fabric. Said fabric comes in twilight

blue, charcoal, sandstone or heather
grey colours. The cover can't be
replaced like it can on the Google
Home, so the shade vou pick is what
yvou're stuck with.

There's a slightly rounded top that
houses the physical buttons: volume
up and down, mic disconnectand a
physical button to get Alexa’s
attention if you're playing music too
loudly to be heard. I miss the twisting
top for volume from the very first
Echo, but that’s clearly never coming
back, and this is a more compact and
aesthetically pleasing design. Near
the base, there's a power input and
3.5mm jack, which supports output of
audio to a beefier sound system or
input from a smartphone, tablet or
music player.

The first thing you'll notice when
yvou play with the Echo 3 is that Alexa
has had a voice lift. The speech on
both this and the new Echo Dot with
clock (see opposite) sounds far more
% | natural and closer to the tones of

. Google Assistant.

1

rrl The second difference vou'll

o

i notice is the sound quality: the
'3';’;;: gap between the third-gen Echo
i and its predecessor is night and
day. The sound profile is both
richer and warmer, while the
thin bass performance of the
previous model has been
g replaced with something far
¥ more robust. Perhaps most
¥ importantly, it’s a substantially
better speaker than the £8qg
Google Home (see issue 273, p56),

-------
.....

ABOVE The fabricis
available in twilight
blue (pictured above),
charcoal, heather or
sandstone hues

PRO
IRECOMMENDED

H—-—-—l‘#

“Perhaps most importantly,

which lacks bass and nuance
compared to the Echo 3.

Amazon’s speaker is also louder,
but [ don’t recommend pushing it
up to full volume as the higher
frequency notes start to eclipse the
bass. In short, this wouldn’t be my
go-10 party speaker.

As [ alluded to earlier, the Echo
Plus does have a couple of things the
Echo 3 lacks. First, there's the built-in
smart home hub with ZigBee support,
which allows it to talk directly to
smart home devices such as Philips
Hue bulbs without a separate hub.
And second, the FPlus has a built in
thermometer to measure the room
temperature.

That’s all very nice, but is it worth
£507 Well, not to me, and 1 say that
as someone with a couple of smart
bulbs, a Nest thermostat and a Ring
doorbell, so I'm well on the way to the
kind of house the Jetsons might have
given vou dreams about in the 1980s.
It's not only the extra cost, either: if
yvou're the Kind of person who has
already invested in smart home kit,
then surely vou’ll have setit allup
already, including your own choice
of hub?

On the subject of Alexa, Amazon's
smart assistant still isn’t the brightest
{smart) bulb in the box. Asked simple
questions, Google Assistant has
always managed to come up with
more complete or relevant answers,
and the same is true here. Alexa is fine
for controlling smart homes, plaving
music and telling jokes, but more
advanced queries are often met by
confusion or something unrelated.

That may not be an issue for you.
Personally, if I want to find something
out, then smart speakers aren’t the
easiest way to get answers
anyway, and the Echo

it'safarbetter smer range of speakers still has
thanthe £89 Google Home, 2" Petter third-party

. hardware and software
Whlnh Iauks ']ﬂss ﬂ“d ““ﬂ““ Supp[}[t than GDGE!.E
compared to the Echo 3" Home. Where would [ be

LEFT The top is slightly
rounded and there'sa
button to summon
Alexawhenyou're
blasting out music

without being able to play

Pointless before bed? Aside from
being asleep five minutes earlier.

Your choice boils down to the £89
Google Home - which hasn’t seen an
update since its debut in 2017 - and its
lesser sound quality, or this Echo. If
vou want a new smart speaker, the
third-generation Amazon Echo is the
best all-round choice: nothing
matches its sound quality at this price.
ALAN MARTIN

SPECIFICATIONS

J60-degree sound speaker with 3in woofer
and 0.8in tweeter efar-field mice 802 Nac
Wi-Fi e Bluetooth (AZ2DP and AVRCF) «
external power supply  3.5mm audio jacke

99x 99 x148mm (WDH) e 7B0g e Tyr RTE
warranty
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B Full product worth £24
M steganos.com

IF YOU'RE OVERWHELMED With passwords, Steganos
Password Manager can help vou keep track. It
stores yvour credentials in keychains: that is, secure
password lists, of which you can create as many as
vou like, perhaps for use in different locations or by
different people. Each one is protected by its own
master password, so having access to one doesn’'t
mean you can see any of the others.

Onee you've authenticated, your credentials can
be automatically entered when visiting a supported
site in Chrome or Firefox, or vou can simply drag
and drop your password into the relevant field.

There's help if you need to use vour passwords
elsewhere, too, You can install Steganos Password
Manager on another computer or ona USE flash
drive for access on any convenient PC - or, add it to
105 and Android devices to make vour logins
available on the move via cloud synchronisation.

Your honus software

We scourthe globe to negotiate the best software deals for
our readers, from extended licences to full programs you
don't need to paya penny for. Here's this month's lineup

Steganos Password Manager 20

O A keychain - Seganos Password Bansger 2
Rl Edm Vesw Halp

o oo e

Murmser of ertries on the beychasn 15

Descniption:
AT R i LT

idmenths | untd | should change the paziword
Pampword bist changed 050172018

Flace (WALE

Category:

| g e amason.com

Mot ec

Ablgrhorent:
MHone

REQUIRES Windows XP or later; 75SMB hard drive space; online registration

' How to claim your bonus software

Elae
s e el s v e

oar moue oupon code

: 'v mharveation, 364 pages BE snd B i Hee vk 0 ez b

ABOVE Ifyou've bought
the Bonus Software
edition of PC Pro, it will
include this card between
the current pages

Visitthe PC Pro
download site at

address. We'll send
you an email to confirm
that your code has
been registered. On
subsequent visits,
you'll be ableto access
the download area by
entering only your
email address.

Cnceyou'reinto
the download area,
youcanaccessthis

pcprodownload.
I g co.uk.You'llneedto ma mh."s I::nr_Jnus software
seftwgregcproak enterthe coupon code by navigating to the
printed on the card, relevant product page
along with your email and clicking the red

Install button. For trial
software, freeware
and aother downloads,
click the Install button
below the product
description, or

follow the onscreen
instructions (please
read these carefully),

Ifthe software
needs registering,
click the purple

Register button, or
follow the instructions
onthe left of the product
page (again, please read
these carefully). In some
cases, you may needto
reqisterfor a PC Pro
Software Store account
—ifyoudon't already
have one -and you
might be prompted to
re-enter the coupon
codeanthe card,

i wnl i

Please be sureto
install and register
your bonus

software before the
date shown below.
Afterthis date, we can't
guarantee that it will
still be possible to
download or register
the bonus software.

If you need assistance
with the coupon code
or registration issues,
please contact usat
software@pcpro.
co.uk.

Remember to claim your software by 31December 2019
uk
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Bonus software .

InPixio Photo Editor 9

M Full productworth £30
W avanguest.com

THIS POWERFUL IMAGE-EDITING Suite helps you make the
best of your photos. It offers a range of automatic
enhancement filters, with handy previews so you
can quickly see how your photo will look with, say,
the “Winter” filter applied - plus a split view taool
that lets you compare versions side by side.

There are plenty of manual adjustments vou can
make as well, from altering the temperature of the
image to enhancing its clarity. You can overlay a
texture, frame or text, and if you need to process
several photos at once, yvou can select them en
masse and apply the same settings to each.

Once you've finished editing, vou can export
yvour photo to your hard drive, send it to friends via
email or use the social media options built into

Photo Editor to share it with the world. REQUIRES Windows 7 orlater; 200MB hard drive space; online registration

% = =+ W Fullproduct

KeyDepot 2019

W abelssoft.com
o "") == | REQUIRES Windows7
7 8 /{:1 & e or later; 0MB hard drive
space;in-application
Swcaty chack r‘egistratiun

@ L Mopmblemsfoond

Cammere Dt b

W Hag IMiaal jissrme grmuar

B ol il N [y - i Tl R
deprers 0T DR rmer—n e

B pprrwyeng Deeed FOL A1 i ] mm e

M Create secure passwords, store them in an encrypted vault and
optionally sync them across all your PCs.

B Organise your websites by categories and KeyDepot will double as a
bookmark manager.

B Includes free cloud synchronisation and automatic clipboard
clearing to avoid leaving passwords behind.

Kaspersky Total Security 2020

| #e espery Tatal Senurey R AJPERYICYY + -« # Fullproduct with three
e i bl months of updates
Pndanis worth £10

W kaspersky.com

REQUIRES Windows 7
or later; 250MB hard
drive space

B A complete, powerful suite of malware-hunting, anti-hacker and
web-safety tools.

B Includes webcam protection and tools to protect your online
fransactions.

B Software updater checks for patches to common applications and
will optionally install them automatically.

Driver Booster /Pro

B Full product worth £19
M iobil

REQUIRES Windows
Vista or later; TOMB hard

drive space;online
registration

Aitheaty Mam

B Scan your system for outdated drivers, then download and install
replacements with a single click,

B Drivers can be updated individually or all at once, giving yon
precise control of the process.

B This full product also includes six months of updates to Driver
Booster 7 Pro.

e ' M Full product
- worth £40

| |
| ERR== * .
Wity & g L ey Nap—
- =3 - |

|
8|
=1
E

[ P e .| REQUIRES Windows7

- =i~ 5% | | orlater:100MB hard

- B —— s || drive space;online
e ciabotraticn

o e

B This versatile password manager will safely store vour passwords,
credit card numbers and other confidential information.

B lts secure, encrypted folder can be stored locally, on a USB drive, or
on a cloud server for easy access anywhere.

B A built-in password generator creates lengthy and effectively
uncrackable passwords for each of your logins.
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Brother’'s
secretof.

Brother haswon PC Pro’s Printer Brand of the Year
awardforsixyearsinarow. Sowhatisitdoing that

rivals can’'t match?

humble sewing machine repair company way back in

1908, it has become a byword for printer quality and
innovation. But we hardly need to tell PC Proreaders that:
yvou have just voted it Printer Brand of the Year - for the
unprecedented sixth vear running.

After producing products as diverse as a home knitting
machine and portable typewriter, Brother turned its
attention to printers in 1971 with the launch of the M-101, a
high-speed dot-matrix model. Built in collaboration with
the Centronics Data Computer Corporation, it could only
produce shapes and illustrations - a far cry from the lush
graphics and crisp text the firm is renowned for today.

The turning point came in 1994. Not only was it the year
of PC Pro’s birth, but Brother produced its first low-cost
black-and-white laser printer for small or home office
users. The HL-630 came with a price of $399, making it the
cheapest on sale in the US, and set Brother on a path to
printer success. [t hasn't looked back since.

I t's been a long journey for Brother. Founded as a

M Secrets of its success
S0 what's Brother’'s secret? Why does it take home the
PC Pro award year after vear? Well, the word that came up
time and again in relation to Brother in this year’s Printer
Brand of the Year survey (see issue 301, p36) was “reliable”,
Whether they were Brother devotees or first-time buvers,
PC Proreaders praised the firm’s price tags, the lifespan of
its devices and, most importantly, the consistently high
print quality. Here's a typical comment from a customer:
“This is the second Brother I have bought within the last
two years. That tells vou how well I rate Brother. Both their
online support and software are very comprehensive.”
While Brother’s overall score of 87% in this year’s prize
may be a drop from 2018’s 92% (see chart below fora

IN
ASSOCIATION
WITH

brother

at your side

EELOW Brother has

SELT 1

4 EXCELLENCE
AWARDS 2019

{BEST PRINTER

breakdown of its winning totals over the past six years,
compared to the industry average), it's still one of the
highest any printer brand has ever achieved. This meant it
surged well ahead of rivals such as HP, Canon and Xerox. In
fact, it beat second-place HP across the board, including by
awhopping 6% in the vital value for money category (87%
to HP’s 81%) — an area where Brother has always performed
exceptionally strongly.

And it was a similar story across the other categories:
g0 for print quality, making it the second year running
that Brother has scored over 9o’ or over; 88'% for
reliability, a stellar result in an industry where faults can
quickly develop; and 86% for speed, an essential ingredient
for life in a fast-paced office. And its customer support
score of 73% was the best of the bunch: generally its rivals
posted results in the 50s and 6os, with one company
scoring 38%.

Allof this, along with the fact that its MFC-J6945DW
proudly occupies one of workgroup printer berths on the

outperformed the PC Pro A-List (see p18), means that Brother consistently
industryin PC Pro's delivers the goods across the full range of its products -
reader satisfaction and should be a top pick for any company or home office
surveys for years looking for a cost-effective and reliable machine.
100+
80+
60
40
20-
0-

2014

INDUSTRY AVERAGE ! BROTHER OVERALL

2015 2016 2017 2018 2019
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IN ASSOCIATIONWITH BEROTHER

Advertorial -

Why scanners still rule OK

The scanner has been written off more

often than Lewis Hamilton's test car, but
those in the knowignore the naysayers.
There'sa reason forthis:

high-speed standalone

business scanners

allowyoutoscan

documents, like bank

statements orinvoices,

directly to cloud services

such as Dropbox or Google Drive

—without clogging up the printer workflow.

One such optionis Brother's ADS-1700W, which was the
recipient of a five-star PC Pro review (see issue 296, p100)
and a coveted Recommended award. With a desk footprint of
just 300x103mm, the ADS-1TT00W produces scan speeds of
up to 25ppm at 300dpi in both colour and mono, whilea 7.1cm
colourtouchscreen makes setup a cinch.

PC Pro's tests found that the bundled optical character
recognition (OCR) software did a stand-up jobin producing
fully searchable PDFs - even when the text was a minuscule

size. Elsewhere, Brother has put privacy at the forefront: you
can password-protect the touchscreen, limit access to scan
functions and even require users to loginwith a PIN. Inshort,
“Brother's ADS-17T00W packs a lot into its modest dimensions:
it's easy to use, well-featured and competitively priced,”

wrote Dave Mitchell in his review.

M Buying the right consumables
“Cost-effective” is the operative phrase there. As we all
know, the initial price of the printer can just be the start of
the financial hit: while many third-party ink cartridge
brands offer attractive prices, some are a false economy as
they may not last very long - or even work at all. But why
should vou ignore those alluring deals and buy Brother's
own, or “Genuine”, supplies?

The main reason is longevity: not only are genuine
supplies likely to last longer than third party offerings,
there’s also less risk to vour printer. And because they’'ve
been developed by Brother, they will also produce
higher-quality results.

While all this is common sense, it's backed up by
independent testing by Buvers Lab in July 2018 (voucan
download the report from peprolink/zo3brother]. Inits
summary, the report stated that Brother Genuine supplies
produced “more consistent page vields™ and *superior
performance from start to finish”. In particular, it
concluded that “most of the output from third-party

brands was rated as being acceptable for internal use only™.

Brother has also focussed on reducing its - and,
therefore, your - environmental impact: aside from using
less energy with Genuine supplies and replacing them less
often, the company is accredited as “a zero-waste-to
landfill facility”. This means that, when vour ink or toner
cartridges are finished, Brother recycles them at one of its
centres for free, helping to achieve the demanding Blue
Angel environmental standard. @

ABOVE Brother's
pint-size ADS-1700W
is fast, user-friendly
and well-priced

Which Brother printer to buy

So which is the perfect Brother printer for you?
Here are three inkjet, colour laser and multifunction
picks that should suit any budget

Brother MFC-J5730DW

If vou're looking for a fast
inkjet workhorse lor vour
office, the Brother
MFEC-Js5730DW is an
excellent option. Not only
does it produce the first
page in a mere six
seconds, it hasa two
sided, s0-page automatic
document feeder (ADF), as
well as a 100-page multi-purpose

paper tray, to ensure that prints are produced as
quickly as possible. It can even print A3 pages,
despite its compact size. Better still, depending on
which of Brother’s trusted partners you buy from, the
MFC-15730DW can be picked up for as little as £151,
including VAT.

Brother HL-L3270CDW

After a colour laser? Take a look at the Brother
HL-L3270CDW, which is reviewed on page 98 this
month. “This colour LED desktop unit offers a 24ppm
print speed in both mono and colour, a
built-in duplexer and both wired and
wireless networking - not to
mention top-notch mobile
[ device and cloud support as
well,” expert reviewer Dave
Mitchell explains. In PC Pro’s
tests, even 6pl text was
pin-sharp and images were
vibrant, backing up Brother's
high print quality score in this
yvear's PC Pro Awards. However, the
headline is surely the price, which is a steal at £159

including VAT from printerland.co.uk,

Brother DCP-L3550CDW
Need a fully fledged multifunction printer (MFP) for

your office that won't cost the earth? Brother's
DCP-L3550CDW, which was £186 including VAT on
printerland.co.uk at the time of writing, is just the
ticket. It's packed with handy features such as wireless
or wired networking, duplex printing and a so-page
ADF. Scans appear promptly, with low-resolution
scans finishing in less than seven seconds and a
1,200dpi 10 X 15cm photo scan
completing in just 44
seconds. Most impressively,
the DCP-L3s550CDWisa
great multitasker: it can
easily handle scanning to
a PC whilst servicing a

ot iob Ii'sa wallet-
[riendly option if yvou
would rather not
splash out on a separate
scanner (see above left).

Visit brother.co.uk for more information




Apple Watch
Series )

The best smartwatch you can
buy, but it'sonly worth doing so if
youalso own an iPhone

SCORE @I

PRICE 40mm, £333 (£399 inc VAT)
from apple.com/uk

pple is yet to make big changes

to the Apple Watch with its

annual iterations, but even by
its standards the Series 5 is asmall
upgrade: the only major new feature is
its alwavs-on screen. How annoving
tor the competition, then, that it's still
the best smartwatch you can buy.

70

B Small change

Aswith the Watch 4, the Watch 5 can
only be paired with an iPhone and
comes in two sizes: Jomm and 44mm.
With either you can pick between a
GPS-only model and one that also has
cellular connectivity, the latter of
which is supported by EE, O2 and
Vodalonein the UK.

While the alwavs-on screen is the
key new feature on the Apple Watch
Series 5, it’s not the only change to the
hardware. It comes with 32GB of
storage, up from 16GE, and it has a

===
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>

ABOVE The activity
rings are stillin place
while the HR monitor
isthe best around

PRO

.--""'--u-"'"-_.-

BELOW There'san
Apple Watch Series 5
strap to suit any style
-and budget

e e e

| built-in magnetic compass and an
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upgraded altimeter, which measures
your actual elevation as well as overall
changes in elevation. The cellular
variant can also make emergency calls
worldwide, rather than only in the
country it was purchased.

The Series 5 has the same
advertised 18 hours of battery life as
the Series 4, despite having an
always-on Retina displav, and that’s
thanks to Apple’s excellent low
temperature polverystalline oxide
(LTPO) screen. The screen can use
different retfresh rates to improve
efficiency, switching between 6ofps
when in use to 1fps if not.

When vou're not looKing directly
at the watch, the display dims and the
data shown onwatch faces and during
workouts refreshes more slowly. Turn
yvour wrist to look at the Series 5 and it
brightens instantly. However, for
now, this feature only works on the
main watch face and Apple's Workout
app. With other apps, the display blurs
and a simple digital time is shown
when not in use.

Other than the new screen, the
design is the same as on the Series 4
with no difference in weight between
the GPS and GPS+Cellular variants.
The aluminium watch weighs 30.8g
for the 4omm model without a strap,
and 36.5g for the 44mm, with both
measuring 10.7mm thick - slightly
slimmer than the 11.4mm Series 3.
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M Everyday use

If you ever use the Apple Watch to
navigate vour way around town, the
new compass should prove a valuable
addition. Instead of the simple blue
dot showing your position in the Maps
app, you can now see which direction
vou're facing, making following
routes much easier.

The evervday activity tracking on
the Apple Watch has always been
excellent, with many owners hooked
by the concept of filling three activity
rings eachdav. The same system isin
place on the Series 5 but a new feature
in watchOS 6 is activity trends. This
identifies patterns in your activity
over long periods of time and takes go
davs to kickin.

Apple has also tweaked its Health
app to better show information at a
glance, with a new summary section
of vour day, and highlights of your
recent activity, including workouts.
I'd be keen to see some of this data
make its wav onto the Watch itself,
though; it would be great to view
recent workouts in detail from your
wrist, for instance.

B Sportstrack

When it comes to sports tracking, vou
can pick from basically any app vou
want: Strava, Nike+ Run Club,
Endomondo and many more are all
there. But, as the always-on screen is
only available in the native Workouts
app, that’s the one most people will
use, and it's far from perfect.

The GPS tracking, in particular, is
where the Workout app stumbles,
with corners being “smoothed”™ and
sections of my runs being missed
entirely at times. Indeed, during one
qo0km run that only included six turns,
the Watch cut 0.8km from the total
distance. But this only happened when
the Watch was connected to my phone
and presumably piggvbacking oft its
GPS. When [ turned off Bluetooth, or
left my phone behind, the Watch’s
distance readings matched up well
with a Garmin running watch linked
to a calibrated foot pod.

Another complaint is that the
Workout app still won't interface with
other apps such as Strava natively.
Youcan get around this through the
use of a third-party app such as
RunGap, which vou have to pay for,
but vou really shouldn't need to.

The always-on screen works well,
dimming and reducing the amount of
infoshown when you're not looking
directly at it - the workout duration
doesn’t show milliseconds, for
example. This is a big improvement
because during exercise it's not
always easy to turn and hold the
screen in place for a second to wake it
up. Whichever activity vou're doing,
being able to glance at the screen from
any angle is a big plus.

Another major benefit is the
accuracy of Apple’s heart rate
monitor. The Series 4 was the most
accurate wrist heart rate monitor
I've tested, and the Series 5 has
matched it, logging readings
within a beat or two of a chest
strap throughout several runs
and workouts.

Apple has expanded its
health-tracking features with
watchOS 6 by adding in both
menstrual health tracking and
a noise monitor. The latter is
useful in showing the decibel
level of the environment you're
in, and whether it poses a risk
to your hearing. It does make
riding the London Underground a
pretty terrifying experience, though;

during my commute to work, sound ABOVE The always-on
levels were consistently above 8o LTPO screendims
decibels, which can lead to long-term | whenyou'renot
hearing damage. looking directly atit

Alongside the noise and period-
tracking features, watchOS 6 brings
a dedicated App Store to the Watch,

which allows vou to browse and
download apps without your phone,
at least in most cases — some apps
require your phone to be nearby.
Having screenshots of the apps to
view on the Watch itself makes it
easier to visualise how they will look
when installed, but it's still easier to
hunt down new apps on a large screen
with a keyboard rather than
scribbling on a watch display or
using dictation.

there wasnolag”

B Smooth operator
The Series 5 has the same 64-bit
dual-core processor as the
Series 4 — although,
confusingly, its been
renamed as an S5 chip
and it’s brilliantly
smooth and fast to
use at all times.
Switching between
apps is snappy,
and even when
tracking a run
with music plaving
[rom the Series s,
there was no lag
when jumping
between apps.
Apple still promises
all-dav battery life from
the Watch despite it now
having an always-on screen,
and | found that to be true, but it

does drain quicker than the Series 4. ABOVE Swapping
With the latter I'd usually have 40'% to | outthe watch strap
s0% of juice left at the end of a day, remains a quick,

using the watch to record outdoor hassle-free process
runs and continuously play podcasts.
Under the same conditions, the Watch
5 is normally down to 30% to 35'% at
the end of the day.
That’s still enough to make it
through a working day reasonably

“Switching between apps
is snappy, and even when

tracking a run with music
playing from the Series 5,

comfortably, but vou'll certainly need
to charge it every night. That's
nothing new - the Apple Watch 4
needs daily charging under fairly
heavy use - butit’s disappointing
when you considering that the
Fitbit Versa 2 (see p7z) also
includes an always-on displays
and lasts up to five days.

M Upgrade time?
The Series 5 starts at £399
for the 4omm GPS
version, which rises to

£ 429 for the 44mm Watch.
If you want 4G, you can add
£100 to that price, and more
still depending on vour choice
of materials. The cheapest is
aluminium, while Apple has
reintroduced a white ceramic version
of the Watch that starts at £1,299.

In a move that has no doubt set
alarm bells ringing for its rivals, Apple
has kept the Apple Watch Series 3in
its lincup, and reduced the price to
only £199 for the 38mm watch (the
42mm watch starts at £229). The
Series 3 has a smaller
screen than the Series 5,
and a much less reliable
heart-rate monitor, but it
might be the most
compelling competition
tor the latest model.

The Apple Watch Series
4was the best smartwatch I'd tested
until the Apple Watch 5 came along,
50 it"s no bad thing that Apple has
merely tweaked the blueprint for its
new wearable. The always-on screen
is the key update and improves the
user experience significantly,
especially during workouts,
although I'd like to see it
extended to third-party
APPs SO01n.

Aside from that,
the improvements
are minor, but

Apple has done
enough to retain
its top-dog status.
It has the best
range of apps, a
gorgeous design
and is exceptionally
easy and fun to use.
Let's just hope the next
generation can deliver an
improvement in battery life.

NICKHARRIS-FRY

SPECIFICATIONS

40mmmeodel: 1.5in, 312 x 350 OLED
touchscreen« 34 x10.7 x 40mm (WDH) « 31g
ddmmmeodel: 1.7in, 368 x 448 OLED
touchscreene 38 x10.7 x 44mm (WDH) e 37g
Shared: Dual-core Apple S5 processore
J2GB storage « B021InWi-Fie Bluetooth S e
heart-rate sensor e altimeterscompasse
gyroscope e GPS ewater resistant to 50m e
watch0S 6e lyr RTE warranty

M




Fithit Versa?2
Atouchshort of greatness,
this excellent all-rounder
only needs GPS and offline
Spotify tomake it awinner

SCORE OO0

PRICE £167 (£200 inc VAT) from fitbit.com

[ the time of its launch, the

Fitbit Versa proved to be a big

money-spinner for a company
that was struggling to Keep up with
the modern world of wearables.
Fithit was being squeezed from three
directions: the expensive Apple Watch
(see p7o), cheap Chinese fitness bands
such as the Xiaomi Mi Band, and by
dedicated running watches from
Garmin and Polar. The Versa almost
single-handedly turned around the
company's fortunes, giving it its first
quarter of profit in ages. It's perhaps
no wonder that it’s hoping to repeat
the trick with a sequel: the Fitbhit
Versa 2,

B Don’tbreakit

[fitain't broke, don’t fix it seems to
be Fitbit's main mantra with the
Versa 2, as the company tries hard to
make modest improvements Lhat
won't disrupt the watch’s popularity.
That means you're still looking at a
device that bridges the gap between
smartwatch and fitness tracker. Steps
and activities take front and centre,
and it all ties in nicely with the
excellent Fitbit app, but it also has
notifications and acts as a bridge from
phone to wrist.

Sowhat's new”? Three things stand
out. First, the screen is now OLED,
rather than the LCD of old. This means
deeper blacks and more vibrant

Splits +

colours but also likely contributes to
the second improvement: battery life,
Fithit says the new Versa will last at
least five days, rather than the four
days plus of the older model. Thirdly,
and | would argue least usefully, the
Fitbit Versa 2 has a built-in
microphone tor chatting with Alexa.
Still missing in action: GPS.
[nstead, the Fitbit Versa 2 piggybacks
off your phone. If vou want a Fitbit
with GPS, vou need to buy the lonic.

M Sleek design
The Fitbit Versa's design was one of its
strongest suits, and the new one is
every bit as attractive - in fact, [ think
it's as stylish as the Apple Watch, with
a sleek square face, gentle rounded
edges and single, unobtrusive button.
It's quite remarkable how stvlish it
looks on the wrist, because to some

| extent its good looks are an optical
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ABOVE Thescreenis
OLED, rather than LCD,
meaning deeper blacks
and richer colours

“Fitbit has done amasterful
job of hiding aesthetic
imperfectionsso thatonlya
killjoy like me will go out of
his way to find them”

BELOW No, Fitbit, I
kept to the roads and
didn’t run through
people’s gardens

illusion. First of all, it’s
12zmm thick, which
doesn’t sound like a
lot, but that's
about 50% more than
your average
smartphone.
Because of the way
it tapers inwards,
though, it looks
much thinner than
it actually is.
Second, if you
look closely yvou'll
see the Versa 2 has
a thick bezel all the
way around the
screen - but because
the background is black
on every menu, vou only really
spot this in bright sunlight. In
short, Fitbit has done a masterful
job ol hiding aesthetic imperflections
in such a way that onlv a killjov like
me will go out of his way to find them.
Bravo, Fitbit.

It’'s comfortable, too, with straps
that can be replaced should you want
to mix things up. I've been wearing
the salmon pink and rose gold number
Fitbit sent us, which has raised a few
evebrows from friends and family as
it's somewhat out of step with my

| usual colour palette, but I could have

swapped the strap easily
enough.

Before we leave the
watch design, it’s worth
labouring the point about
the new OLED screen. It
doesn’t only improve
battery life, but it’s also an
always-on display - which means yvou
don't need to move vour wrist to read
the time or see your steps at a glance.
Note that it isn't switched on by
default because Fitbit savs it reduces
battery life by a day.

It's a good screen, too. The 300 x
qo00 resolution is sharp enough to
show off the watch's bright array of
icons and vou can always see what’s
on the screen at a glance.

M Keepingup

Those good vibes continue into
pertformance, with the Fitbit Versa 2
diligently tracking your activity as
vou go along. Steps are counted,
notifications buzz through and if vou
want to interact more with it, then
music, exercises, breathing and other
apps are just a swipe away. The Versa
2 is generally seen and not heard, and
that’s absolutely fine.

Amazon’s virtual assistant Alexa
comes in courtesy of a microphone on
the side of the watch. Hold down the
button and the Alexa logo will pop
up to show it’s listening. Ask a
question and then, after a short
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“thinking..” message, the answer to
yvour question will be written on the
screen, not read aloud.

There are limitations to this. You
can’t ask Alexa to play music on
Spotify, for example, even though
the appis there on the watch. But vou
can get it to set timers and control
smart home Kit - [ truly lived the
dream by turning on and off lights
from my wrist.

While Alexa works well, [ don’t
think it's a game changer: the gap
between asking a question and
getting a very basic answer is long
enough that most people would
probably dig out their phone by
preference anyway.

You also have the choice of
making the button trigger Alexa or
Fithit Pay - whichever one vou
choose not to use is relegated to an
awkward swipe when you want to use
it. But the truth is neither is a killer
feature. While the idea of paving for
things from the wrist is tried and
tested, Fitbit Pay has such weak
support in the UK that the chances are
yvouwon't be using it (unless you bank
with Santander).

App support is growing and it’s
good to see Fitbit bundling both
Strava and Spotify alongside its own
first-party apps, although the latter is
a remote control for phone playback,
rather than a fully built-in music
plaver. Yes, you can add MP3s of vour
own, but in this streaming-lirst era,
that’s still a drawback. Although,
given the lack of GPS, you may want to
take vour phone with yvou when yvou
run or cycle anyway.

Which brings me to this watch'’s
big weakness. Built-in GPS is a must
for some and I'm sympathetic to this
viewpoint, especially after the
experience of piggybacking off my
own Huawei Pzo Pro. To be clear,
Huawei’s aggressive battery-saving
tech has known issues with various
wearables (pro tip: put the Fitbit
widget on vour Android homescreen
to Keepitalive) and it’s worth noting
that youare at the mercy of your
phone here: if vou know it has weak
GPS then this may not be the watch
for vou.

A couple of cases in point. At the
Sutton Coldfield sK parkrun, the
Versa 2 measured the course as
5.15km. Weirdly, it said 5.25km on
the watch, but revised things to
5.15km when it synced to Fithit's app.
Both were wrong, anyway, and
obviously this will cause problems if
vou use mid-run stats to adjust your
pace. Asa second test, | took the Versa
2 out running on a regular route
around my neighbourhood that
Mapometer measures as exactly skm.
Fitbit said I did 4.74km this time,
giving me an average pace that was

slower than I actually achieved. The
reason for thisis clear when vou dig
into the mapping data (see the map
screenshot opposite).

suffice to say, T was strictly sticking
to the pavement, vet the data has me
cutting huge corners, running
through houses and gardens.

This isn’t necessarily Fithit's fault,
but it underlines the perils of relying
on phone data rather than bundling a
dedicated GPS chip.

M Buytime

The Fitbit Versa 2 is frustratingly close
to being amazing. However, | couldn’t
make it my main watch without a GPS
chip. It’s a shame the company
doesn’t make a Versa 2 Pro with GPS

How can | help?

ABOVE Hold down the button and Alexa will pop
up, before replying with a short written message

built in, because it’s far nicer to look at
and use than the now ancient Fitbit
lonic (see issue 279, p74).

As it stands, the Versa 2 might still
be perfect for vou. I[f yvour phone’s
GPSisuptothe task, thenthisisa
wonderfully sporty smartwateh, It
looks great, it lasts for days and it
benefits from the superb Fitbit app.
Although [ question the need for
Alexa on your wrist, the OLED screen
makes it a worthy successor to the
smartwatch that put Fithit back on
the map. ALAN MARTIN

SPECIFICATIONS

1.34in OLED display, 300 x 300 resolution e
802 1InWi-FieBluetooth 4 e accelerometer e
Sp0z monitor e heart-rate sensore altimetar
e ambient light sensore microphoneeNFC e
water resistance to 50m e Fithit 0S5 e 2yr

RTB warranty
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Huawei Watch GT 2

The Watch GT 2 offers heaps
of fitness-tracking tools and
unrivalled battery life, but
app support is poor

PRICE 46mm, £200 (£240inc VAT)
from huawei.com

on't tell Donald Trump, but
the Huawei Watch GT 2is
listening. It comes with a
microphone and speaker, so youcan
answer phone calls on the Watch GT 2
when you're in range of yvour phone.
The good news for Mr President?
There's no cellular version of the
watch, so probably no need to ban it.
This doesn’t mean vou have a
shortage of options. Not only does the
Watch GT 2 come in two sizes - 42mm
and 46mm - but vou can buv straps in
an array of colours. The Watch GT 2°s
stainless steel and plastic casing looks
great with sporty silicone straps and
leather wristbands alike, and it's
comfiortable: it's zzg lighter than the
equivalent-sized Samsung Galaxy
Watch and 1.amm slimmer. | never
once woke with the urge to take it off.
One significant change from the
original GT is the bezel-less design.
That's more obvious on the smaller
4z2mm model, while the 46mm edition
has second and minute markers
printed around the edge of its glass
front. Regardless of which size you
choose, two crown-style buttons sit
on the right edge: one of these opens
the app list while the other can be
mapped to a function of vour choice.
At the centre of everything is the
watch's always-on AMOLED screen.
On the larger model, it'sa 1.39in 454 X
454 resolution panel, while the
smaller watch hasa1.2in 390 x 390
screen. Colours looked punchy with
c¢xcellent contrast levels, and the
resolution is such that vou can make
out every detail on the device’s
intricate heart rate graphs.
Where things start to fall down,
however, is the watch’s software. For
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example, configuring the screen to be
alwavs-on requires vou to open the
Advanced menu in Display settings,
then ignore the Screen on and Sleep
options, instead tapping Lockscreen
before selecting Digital or Analogue
instead of the default option of None.
Notification delivery is another
area where the Huawel Watch GT 2
could do better. Although alerts
normally appearin a timely manner
with a vibration, there’'s no option to
interact with them in any meaninglul
way. Then there’s the lack of an app
store; the Apple Watch and Wear OS
wearables provide endless options for

expanding yvour watch’s functionality.

Not everything about the software
is bad, though. The smartwatch’s
accompanying Huawei Health app,
for instance, works well. As with most
such apps, it’s here that you see all
vour important metrics at a glance,
including step counts, exercise, heart
rate and sleep data. Delve deeper and
vou'll uncover hidden depths. Sleep
tracking is especially impressive, with
a breakdown of time spent in deep,
light and REM sleep.

stress tracking is similarly
detailed, showing charts for the last
day, week, month or year, along with
short canned summaries. Likewise,
the Huawei Health app gives vou no
end of data to sink yvour teeth into

ABOVE TheGT2's

screen is punchy, and
the second and minute

markers of the 46mm
model are a nice touch

“Sleep trackingis

especially impressive,
with a breakdown of time
spentindeep, lightand

REM sleep”

LEFT Strapscomeina
huge range of colours
=from sporty silicone

to classic leather

| when reviewing workouts you have

recorded from the watch, from pace
and heart-rate information to average
cadence and stride length.

Thiswatch’s appeal goes far
bevond runners, too. With water
resistance up to som, it’s even suitable
for open-water triathletes aswell as
keen cyclists. And note the 4GB of
storage for up to 500 songs, so there's
no need Lo bring vour phone.

At the other end of the fitness
spectrum, there’s plenty of help for
couch-to-sKers. From the mobile app
and the watch itself, you can browse a
range of running plans that take vou
through structured workouts to help
vou improve your fitness.

Unlike the Fithit Versa 2 (see p72),
it does a fine job of tracking vour
location, while heart-rate tracking
was even better: [ paired the far more
expensive Garmin Fenix 5 Plus with a
cheststrap and, whenever | glanced at
my wrist, the two showed readings
within a beat or two of each other.

After five davs of using the watch
with its “real-time” heart rate
monitoring switched on, and the
always-on lockscreen enabled, it
showed 40'% battery remaining.
Switch the heart rate monitoring to
“smart” and pick more conservative
display settings, and it could last ten
days between charges. According to
Huawei, the 46mm Watch GT 2 will
last lor 30 hours of continuous GPS
recording, while the 42mm model can
keep going tor 15 hours. Inshort, its
battery life is far better than any Wear
0S8 waltch.

But there's a catch. Because the GT
2 Tuns LiteOS, there are
none of the Google apps
you'll find on, say, the
Huawei Watch 2 (see issue
272, p6s). Youcan link the
watch with Google Fit and
MyFitnessPal, but there
are no apps from Strava,
Nike, Runkeeper or Runtastic. Also
note the lack of NFC, which means
yvou can't make contactless payments.

While it's great that you can use the
Watch GT 2 with an Apple or Android
phone, and [ can't deny that it has
superb sports-tracking credentials for
its price, it’s hamstrung by being
unable to export vour data to other
platforms. As it stands, the Watch GT 2
is little more than an attractive fitness
tracker. EDWARD MUNN

SPECIFICATIONS

1.39in 454 x 454 AMOLED display e Kirin Al
processor«4GE storage e GPS e Bluetooth
b.leheart-rate sensoregyroscopes
geomagnetic sensore air-pressure sensore
ambient-light sensor « SATM water
resistances lyr RTB warrantye LiteOS e

| 459x10.7x45.9mm (WDH)e 40q
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Logitech MX Keys

Yes, it's overpriced, but if
you want a luxury keyboard
to matchyour luxury MX
Master mouse, you'll love it

SCORE 53D
PRICE £83 (£100inc VAT)
from Jogitech.com

e all know that mice get
lonely when left on their
own, which is why Logitech

has created the wireless MX Keys to
accompany its excellent MX Master 3
mouse (see issue 3o1, p65). Finished
in the same industrial chic grey, the
moment you lift the MX Keys [rom its
eco-friendly packagingit’s obvious
you've bought a top-quality device: its
all-metal plate only adds to the feeling.
Most crucially, though, the MX
Keys is lovely to type on. Concave Key
tops mean that your fingers sit
comfortably in place whether vou're
mid-flow or sitting in “home”
position, ready to start touch typing.
And if vou're used to a mechanical
kevboard, it’s pleasantly quiet, too.
The keys don't have the same
triumphant feel of a Cherry MX Red,
but there's enough travel and

Canon Zoemini

[t's tiny, funand produces
better printsthan HP's
Sprocket, but the Zoeminiis
stillan indulgence

PRICE £71(£85inc VAT)
from pepro,link/303z0e

he Zoemini photo printer is
T Canon's answer to the HP

Sprocket. About the size of a
thick, small smartphone, it's highly
portable yvet contains everything you
need to print 2 x 3in photos, beamed
via Bluetooth. | reviewed the
standalone printer, but the range
includes the Zoemini C and Zoemini 5,
each of which combines a printer and
digital camera in a single device.

Like the Sprocket family, the
Zoemini uses Zink’s specialised
ink-free paper, available in packs of
20 or 50. Slide open the cover, load a
bundle of ten sheets, and the printer

positivity that you know you've hit
the right key.

There are no feet to adjust this
kevboard's height, but I found the
8mm lift created by the battery/
antenna unit at the rear to be
sufficient. This batterv keeps going for
up to five months on a single charge
via the USBE-C connector, but note
that drops down to around 500 hours
of use if vou switch on the backlight.
However, this cleverly switches itself
off if it detects that you've stepped
away from the kevboard.

(ther neat features tie in with the
MX Master mouse, including the
ability to flow between up to three
computers: by using the same
Logitech dongle, and its software, if
vou move the mouse to the edge of one
window it knows you want to slide

| over to a neighbouring system. Or

| spitsout the blue information page

and is ready to go. You'll also need
Canon’s Mini Print app, available for
108 and Android phones; there are
no PC or Mac drivers.

Links on the app homescreen
cover the camera and gallery, and
connected platforms including
Facebook, Instagram, Google Photos
and Dropbox. Elsewhere the appis
overrun by icons for its various
editing functions, and it takes time
to understand what all of them do.
You can apply a range of colour,
border, sticker and text edits to
photos, and experiment with
augmented reality “enhancements” in
the camera view. Mostly yvou can just
add glasses, or borderline-unpleasant
facial distortions.

Zink paper combines distinct
vellow, cyan and magenta layers.
Initially the dves are in clear crystals,
but by applying heat pulses of
different length and intensity, the
printer melts them, revealing the
dves to create a full-colour picture,
Unlike dye-sublimation printers, it
happensinasingle pass. I timed a
single print at 48 seconds, which is
slightly faster than the HP Sprocket
New Edition.

ABOVE The industrial
grey look and all-metal
plate scream quality -
and a high price

Canon

ABOVE Youcanadda
whole host of stickers
and borders to your
photos viathe app

| voucansimply pair the MX Keys with

three different computers (it supports
Windows, Macs, Linux, 105 and
Android) and manually select the one
vou want using the shortcut Keys.

Note that you can buy an
accompanying palm rest at the time
of purchase by opting for the £109
version, but whichever yvou choose
Logitech is asking for a lot of monev.
Even bearing in mind the two-year
warrantv and promised lifetime of ten
million keystrokes, that’s difficult to
justify. Nevertheless, if you already
own an MX Master mouse and love the
design, vou will enjoy using it long
after the memory of its price has gone
away. TIMDANTON

SPECIFICATIONS

Bluetooth/RF wireless keyboard e 10m range
e adjustable backlighting e USB-C e supports
Windows, Linux, Android, i05 and mac0S e
430x20.5x132mm (WDH) « 810g  2yr

Lowarranty

Print quality isn't a strength of
the Zink system - you'd get better
results from an inkjet - but photos
from the Zoemini were noticeably
better than those from the Sprocket.
The latter tends to overexpose
prints, bleaching out lighter areas
and adding a red tint for good
measure, but prints from the
Zoemini are more neutral,
manifested most noticeably in
natural-looking skin tones. There's
a slightly darker bias, preserving

more information in light skies and

lightly exposed faces, but the flipside
is a loss of shade detail in some prints.

The Zoeminiisn't designed asa
general-purpose printer: it's aimed at
people who want to produce and share
instant photos. While I could grumble
about it being an indulgence, and how
each print costs 44p, that would be
missing the point. The Zoemini is a fun
way to remember and share good
times, and it’s slightly better at it than
HP's Sprocket, SIMON HANDBY

SPECIFICATIONS

Portable Zink 2 x 3in photo printer e Bluetooth
4o NFC esupports Android and i0S e
lithium-ion S00mAh batterye 82 x 118 x
18.7mm (WDH) @ 1609 e 2yr warranty
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VPNs

We test 16 affordable VPN services
that promise to shield youridentity
and unblockthe internet

oyou need a VPN? If you value your online

privacy then yes, you do. Without a VPN, your CO NTE NT

ISP cantrack and record everything you're CYDErGHOSE. ..soeoeeooeeoeoeeeeeeeeerenrtereerenns B2

doing online. Connecting to a no-logs server EXPressVPN..iummmmsmssssissiessiens 8

through an encrypted VPN tunnel ensures NOPAVPN o, BA

that your activity can’t be snooped on. Even the sites you're SUNBT el =
; _1" y P ' y Avast SecureLing........comivesst o BB
visiting won't be able to trace the connection back to you. Buffered .- .. ... . — | ==
There are other benefits to using aVPN, too. Remote F-Secure Freedome ........................88
Servers can give you access to sites and services that are E‘:ﬂ'; ::
normally blocked by your ISP - or by your network HOSDOE ShiEld. oo B9
administrator, or even your government. And if you route IPVanish o 90
your traffic through a different country, you can access N?Plﬂ“ Secure VPN 90
geo-restricted sites, too: feel free to enjoy what Netflix or E:::;::;“E"”Et ACCESS ovsvinvsrin ::
Amazon Prime have to offer in other regions or take your e
laptop abroad and access BBC iPlayer as if you were at home. Windseribe.........ciiinienn. 92

This month we put 16 VPNs to the test, comparing their
d Buyer's guide: your VPN
performance through servers around the world, trying out

questions answered ...........coe.... 18
their advanced features and picking apart their various Howwetest ... =g
pricing options, With subscriptions as low as £1.59 a month, Featuratable ...........ime 80
avirtual private network could be the cheapest tech upgrade ;:;;thzfree Firefox VPN .o ::
you have ever treated yourself to; read on to find out which Viewfromthe Labs. . 5
one is right for you. Whena VPNisn't enough ............... 95

Contributor: Darien Graham-5Smith
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BUYER'SGUIDE: YOUR VPN

QUESTIONS ANSWERED

Ready to start protecting your privacy”? Here are the key
facts you need to know to make the right choice

WhatisaVPN?

A virtual private network -a
VPN, for short - is an encrypted data
channel between yvour computer and a
VPN provider. When it's active, all of
yvour internet traffic goes through it
and the VPN provider acts as a secure
go-between, forwarding data back
and forth between you and the servers
and sites you want to access. This
means that your ISP can’t see what
vou're doing online, and the sites you
connect to won't know who or where
you are.

E WhydoIneedaVPN?

There are several good reasons
for using a VPN. In business, virtual
private networking is used to provide
secure access to internal servers from
employees’ homes or hotel rooms. As
an individual, you might similarly use
a VPN toensure that no one can snoop
on your connection when you're
accessing banking or shopping sites
over a public Wi-Fi hotspot.

Then there’s the identity-
protection aspect of VPNs. A VPN
gives whistleblowers a safe way to
post on public message boards: if the
authorities demand access to the
board’s access logs, all they'll seeisan
anonymous connection froma VPN
provider. And if you're not a political
dissident, the technology can also
defeat online surveillance and share
files in a way that can’t be traced.

Due to the roundabout way in
which VPNs work, they can also
defeat site-blocking technologies: for
example, il Facebook is blacklisted on
vour university network, vou can still
access it viaa VPN. Many VPNs are
even able to get through the “Great

ABOVE AVPN can
unblock streaming
services thatare
normally blocked
fromthe UK

BELOW Certain VPN
providers offer
sarversthatare
specifically optimised

for file-sharing
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Firewall of China”, opening up sites
that can’t normally be accessed via
Chinese ISPs.

Finally, all VPNs allow vou to
access the internet from a wide range
of virtual locations all over the world,
s0 you can also get around geographic
restrictions. Many VPN customers use
their services to simulate a presence in
the US, so they can access the Netflix
US library or use BBC iPlayer when in
other countries. Thisisn't always
guaranteed to work as Netflix does
periodically try to clamp down on
location spoofing - but at the time of
writing almost all of the VPNs in this
month's Labs instantly unblocked the
US library.

Why does it matter

where my VPNis based?
If vou canuse a VPN to surf via any
country vou like, does it really matter
where the service itself is located?
Well, it might. All of this month’s VPN
operators promise that they don’t
store any information about vour
online activity - so no one can find out
what vou got up to last week.

However, a VPN necessarily needs

to store some information about you,
50 that it can handle yvour connection
and process vour payments, That's
information that it could be forced to
give up by the local authorities. It’s
even theoretically possible that a VPN
could be served with a court order
requiring it to start recording details

of vour activity. If vou're serious
about privacy, that’s a possibility you
should be concerned about.

You might, therefore, opt to steer
clear of VPNs based in the so-called
“Five Eves” nations - namely
Australia, Canada, New Zealand, the
United Kingdom and the United
States — which have agreements to
cooperate on investigations and share
intelligence. Choose a service based
somewhere more obscure, such as
the British Virgin Islands or Panama,
and it will be much harder for the UK
authorities to get their hands on vour
personal data.

Isitlegaltousea VPN?

VPNs themselves are legal
almost everywhere, including the UK.
Regular travellers should note that
they're banned in Turkeyv and Russia,
while China places limits on their
usage - but such laws are primarily
intended to make life difficult for
political dissidents and terrorist
groups. We've vet to hear of a private
individual being arrested anywhere
in the world just for using a VPN,

Of course, it's possible touse a
VPN for illicit purposes. Some VFNs
actively encourage the use of
BitTorrent over their networks, even
though it'sillegal to share copyrighted
material in the UK; in practice that’s a
moot point, as the VPN connection
makes it extremely unlikely that
vou'll be canght. As for accessing
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Netflix US from the UK, technically
this breaches the terms of your Netflix
subscription - but again, we've never
heard of anvone getting into trouble
for this.

Willa VPN slow down
my connection?
Yes, but if vou connect to a nearby
server the impact should be small. We
tested this month's VPNs using a
11oMbits/sec domestic fibre line, and
regularly saw download speeds in
excess of 1ooMbits/sec when
connected via the Netherlands. If yvou
want to access Netflix US then you'll
need to open a transatlantic link,
which tends to be slower, but many
VPN operators have excellent lines
either to the east coast or to Silicon
Valley - we've seen downloads zoom
along as fast as g8Mbits/sec all the
way from California. For reference,
Netflix recommends a connection
speed of at least sMbits/sec for Full HD
video and 25Mbits/sec for a 4K stream.
When browsing from a more
distant locale, vou can expect things
to go more slowly. When we
connected via Australia, different
VPNs gave us speeds ranging from a
maximum of 66.2Mbits/sec all the
way down to just 10.8Mbits/sec.

B Dol have topayfora
VPN connection?
Of this month’s crop, Hotspot Shield,
TunnelBear and Windscribe all offer
free VPN services - but these only let
vou transfer a certain amount of data
within a certain period (and it’s
naturally not enough to binge on
video streams). For unlimited data,
yvou'll have to pay.

Many other VPNs offer time-
limited free trials, however, so you
can check performance and compare

How we test

ABOVE Mobiledevices | Lhe soltware belore vou commit. Some
can be protected as services accept pavment via Bitcoin
well as your desktop and other niche currencies, so il you
PC;evensmart TVs really want to Keep vour activities
cangetinontheact private, you can sign up without your
bank knowing anything about it.
Pricing varies a lot, but as arule
you can expect to pay a steep rate for a
monthly subscription,
“Some services accept while annual and

payment via Bitcoin, so
you can signup without
your bank knowing

anything aboutit”

Each VPN in this month's Labs receives a star rating out of five,
which takes into account performance, ease of use, features

and value for money.

Totest performance, we install each VPN clientona
standard laptop running Windows 10 Professional, connected
via Ethernet to a domestic fibre broadband line rated at
110Mbits/sec. We then connect to a selection of VPN serversin
different parts of the world and run speed tests using the free
Ookla Speed Test tool at speedtest.net. Our reviews focus on
the single-connection testing mode, which measures
downstream speeds for a single download or video stream;

you'll find the results in our graphs on p94.

We also try out all the features of each VPN, and rate each
one for its versatility and usability. Value for money is calculated
by comparing the effective monthly cost of each product's
manthly, annual and other subscription options - as again
detailed on p94 -inlight of its performance and feature set. All
of these measures are combined together to arrive at afinal

star rating for each product.

multi-year deals are
much better value. Most
operators offer a no-
quibble money-back
guarantee, so vou can
change vour mind within
the first month or so if you realise
yvou've made a mistake,

ﬂ Will my chosen VPN
work on all my devices?
All of this month’s VPNs offer apps for
Windows, macOS, Android and iO8S,
but check how many simultaneous
connections are allowed: most
services only let you use the VPN on a
limited number of clients at once.

Youmay also want to look into
which other platforms are supported.
If vou have an Android TV or an
Amazon Fire TV Stick, a native VPN
client lets vou use vour remote control
to switch regions for Netflix and other
streaming services. Most VPNs also
offer a browser extension that lets you
conveniently control the secure
connection while surfing.

If vou want blanket protection for
all the devices in vour household, vou
might be able to configure your router
to send all traffic through the VPN.
This ensures that nothing slips
through the net, and it's a handy way
around the limit on simultaneous
connections. However, not all routers
or VPNs support this feature, and
sending all your traffic via the same
virtual location could drag down vour
general internet speeds.

DoIneedakill
switch?

Most VPN client apps
include a “kill switch”
feature, which freezes all
internet traffic as soon as
the secure connection is
terminated. If you're just
using your VPN to
unblock remote sites or
video services then vou
probably don’t need this
- butif you're sharing
sensitive informationit’s
a must. Without a Kill
switch, apps and web
pages may continue to
refresh or download data
after you've disconnected
from the VPN; these
connections will now be
routed via your ISP,
instantly exposing what
yvou've been doing online.

A related concern is what's called a
DNS leak. Simply put, thisis when
domain lookup requests are sent to
yvour ISP, even while the secure VPN
tunnel is active. A leaky setup would
let your ISP know when vou were
visiting (say) a particular political
forum, although it wouldn’'t know
exactly what you had been reading
and posting. The good news is that
we've tested all of this month’s VPNs
with the free leak-testing service at
doileak.com, and can confirm that no

leaks were detected.

What other features
should Ilook for?

Some VPNs keepit simple, but others
come with optional features that can
improve vour overall experience. Split
tunnelling is a handy one, allowing
yvou to route only nominated apps or
websites via the VPN, while
everything else goes through yvour ISP
- a great way to minimise the
performance hit. 5ome VPN clients
can also detect when vou connect to
an unsecured Wi-Fi hotspot, and
automatically initiate a private
connection to ensure yvou can't be
spied on. A few will even remember all
the different networks you've used in
the past, and automatically connect to
a particular server or stand down,
according to vour preference.

Then there's “Double VPN" - an
extreme privacy measure, which
routes your tratfic out of one remote
server and into another located
somewhere else in the world, making
it even harder for anybody to trace
vour activities. Finally, a static [P
option allows you connect every time
from aunique address, registered in
the country of vour choice. This costs
extra, but makes it all but impossible
for the sites vou visit to identify that
yvou're using a VPN.
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Allinfarmation corract

Price (UK
prices include
VAT)

Simultaneous
connections

Major
payment
methods

Client
platforms

Router
support

Publisher's
website

Headquarters

Freetrial

Money-back
guarantee

Features
Countries
Total servers

Browser
extension

VPN protocol

BitTorrent
Servers

Kill switch
Split tunnelling

Auto-activate
for known
networks
Auto-activate
forinsecure
networks

Static [P

support
Email support

Live chat

Phone support

Avast
Secureline

Overallrating B0 ¢ Gt

£65/year, £120/2
years, £180/3
years

Credit/debit
card, PayPal

Windows,
macOs5,
Android,i0S

2asteom

Czech Republic

{ days
30 days

34
55

Chrome, Avast
Secure Browser

OpenVPN

5

Paid-for

CyberGhost | ExpressVPN

I*I*I*I * ]

$13/month, $79/
year, $99/2
years

Bitcoin, credit/
debit card,
PayPal

Windows,
mac0S5, Linux,
Android,i0S

Budapest /
Gibraltar

30 days

Proprietary,
OpenVPN

All

o

RECOMMENDED

el

£10/month, €65/
year, E74/2
years, £76/3
years

Bitcoin, credit/
dehit card,
PayPal

Windows,
macO$5, Linux,
Android, i0S,
Fire TV

cyberghostvpn.

com

Romania

24 hours
45 days

61
4,700+

Chrome, Firefox

LZTP, IKEvZ,
OpenVPN

56

2447

;*I* I*I*I*]

$13/month,
$60/6 months,
F100/year

Bitcoin, credit/
debit card,
PayPal

Windows,
mac0S, Linux,
Android, i0S,
Fire TV

v
EXressvpn.
Com

British Virgin
Islands

30 days

94
3,000+
Chrome, Firefox

PPTP,LZTF,
IKEvZ,

OpenVPN
Al

247

F-Secure

Freedome

el x k]

£25/year (3
devices), £50/

year (7 devices),

F70/2 years (7
devices)

3/7 (see above)

Credit/debit
card, direct
transfer, PayPal

Windows,
mac0s5,
Android, 105

Finland

b days
30 days

23
Mot stated

x

OpenVPN

v

Mon-Fri, 9-6pm

I*I*I*I*I*I

$4.95/month,
$13/3 months,
$23/6 months,

$40/year, $55/2
years

3

Credit/debit

N/A

Seychelles

14 days

PPTP,L2TP,
SSTP IKEVZ,
OpenV/PN

38

24/7

had ol b I

£60/year, £96/2
years, £129/3
years

Credit/debit
card, PayPal

Windows,
macOS, Linux,
Android, i0S

UK

T days
30 days

190
970
Chrome, Firefox

OpenVPN

L d

Mon-Sun,
Sam-11pm CET

x

Hotspot
Shield

ad :*I*Iir]

Free (500MB/
day); £11/month,

£120/year,
£216/2 years

Credit/debit
card, PayPal

Windows,
mac05,
Android, i0S

hotspotshield.
com
us

T days
45 days

82
Mot stated

Chrome

Proprietary

All

24/7

30
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Labs \/P\s

IPVanish

el x ]

$10/month, $27/3
months, $78/year

10

Credit/debit card,
PayPal

Windows, mac05,
Linux, Android,
i0S, Fire TV

us

7 days

75+
1,300

PPTP,L2TP, SSTP,
IKEvZ, OpenVPN

All

24/7

LHES WINNER

NordVPN

Lt )

£915/month, £64/
year, £73/2 years,
£82/3 years

Amazon Pay,
credit/debit card,
PayPal

Windows, macOs,
Linux, Android,

i0S, Fire TV

Panama

30 days

60
5,500+

Chrome, Firefox

[KEvZ, OpenVPN

1,000+

24/7

Secure VPN

I*:* :*:*:*1

£20/year (1
device), £30/year
(5 devices), £70/
year (10 devices)

1/5/10 (see above)

Credit/debit card,
PayPal

Windows, macO5,
Android,i0S

US

60 days

1,500+

OpenVPN

Blocked

247

Private
Internet
Access

e e ]

$6.95/month,
$36/6 months,

$40/year

10

Amazon Pay,
credit/debit card,
PayPal

Windows, mac(0S,
Linux, Android, 105

'l.'-.

privateinternet
ACCeS3.C0m

us

[ days

32
3394

Chrome, Firefox,
Opera

PPTF, LZTP,
OpenVPN

Mot stated

¥

Mon-Fri, 9-6pm
MT

X

PureVVPN

I*Ii:*li:*l

$1/month, $70/
year, $80/2 years

Credit/debit card,
PayPal

Windows, macOS,

Linux, Android,
05, Fire TV

Hong Kong

a1 days

140+
2,070
Chrome, Firefox

PPTP.LZTP, SSTP,
IKEvZ, Open'VPN,

proprietary
86

24/7

)D&

RECOMMENDED

w L

e k]

£9.49/month, €57/
year, £38/2 years

Unlimited

Bitcoin, credit/
debit card, Google
Pay, PayPal

Windows, macOS§,
Linux, Android,
I0S, Fire TV

surfsharkcom

British Virgin
Islands

x

30 days

50+
800+

Chrome, Firefox

OpenVPN

24/7

*****

Free (500MB/
manth), $9.99/
manth, $60/year

Bitcoin, credit/
debit card

Windows, macOS§,

Android, i0S

Canada

N/A

22
Mot stated

Chrome, Firefox,
Opera

IKEv2, OpenVPN

Not stated

Windscribe

el x]

Free (10GB of

data/month), $9/
month, $49/vear

Unlimited

Bitcoin, credit/
debit card, PayPal

Windows, mac(Os,

Android, i05

Canada

N/A
3 days

66
480+

Chrome, Firefox

IKEvZ, OpenVVPN

Mot stated
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CyberGhost

Feature-packed yet easy
touse, this versatile VPN is
a great choice for beginners
and expertsalike

SCORE BOOOO

PRICE £10/month, £55/yr, £74/2yr,
£76/3yr (7 devices, all prices inc VAT)

from cyberghostvpn.com

vberGhost makes a low-key first
impression, appearing asa
simple black pop-up above your
system tray. “Best server location” is
preselected - a default option that
automatically finds a fast, secure
server in a nearby location
-soall you need doto get
connected is click the large
vellow switch icon.

There’s a lot more to CyberGhost
than this, though. Clicking the
dropdown gives vou instant access to
popular servers in France, Germany
and the US, plus one-click options to
unblock Netflix US or BEC iPlayer.

Select “More servers..” (or click the
tasteful vellow tab) and the interface
expands into its full-sized, windowed
form. From here vou can browse
SErVers across 61 countries, or pick
one that's optimised for a specific
purpose. CyberGhost offers more than
50 servers worldwide on which
BitTorrent is expressly permitted, plus
42 streaming servers across nine
countries. Each one is optimised for a
specific service: we had no problem
enjoving Netflix US, but those looking
for German YouTube or Fox Sport
Brazil are equally well covered.

There’s also a third category of
server called *NoSpy™. These are all
located in CyberGhost’s own home
country of Romania, outside of any
formal intelligence-sharing
agreements, and the company
guarantees that theyv're entirely
inaccessible to any third party.
Frankly, if yvour VPN provider is
competent and trustworthy, these
reassurances should be

All servers

B e @ pba d B

this month’s tests, but it gave us a
s0lid 104Mbits/sec via the Netherlands
and around 50Mbits/sec from both
New York and Tokvo. Only in
Australia did speeds fall below the
recommended 4K streaming standard,
coming out at a dismal 14.6Mbits/sec,

What we love about CyberGhost is
its versatility. Up to seven devices can
connect to different servers at once,
and client software is offered for all
major platforms. That includes
Amazon Fire TV devices, so vou can
switch the location settings for your
living room television with just a few
clicks of the remote. Alternatively,
vou can enfer vour seftings into a
compatible router and have all your
household traffic tunnelled through a
nominated server. There's one quirk
to be aware of, though: the browser
extensions for Chrome and Firefox
don’t control the main VPN, but rather
act as free, standalone VPN gateways
with a much more limited set of
servers and features.

The feature set is impressive, too.
Aswellas an automatic kill switch
that cuts all internet activity if the
connection drops, there's an option to
force all DNS requests to go via
CyberGhost’s own servers, ensuring

| ABOVE The location
list includes load and

latency informationto
help you pick aserver

PRO

H____F__H

BELOW There'sa
good set of specialist
servers optimised for
particular tasks

unnecessary, but if you're i For streaming
looking for maximum z . "
peace of mind, here it is. — .
Servers of any type can S & o
be added to your favourites | o pesye ® ==
list by clicking the star & formmy -:
icon, and each one comes ecr - E.“I'"::
with a helpful readout of Ll R
geographic distance and ;‘i":':
load to give you a sense of Py
how responsive it's likely r T
to be. CyberGhost wasn't ol e & -
the fastest VPN overall in it .~

that misdirected connections can't
inadvertently clue your ISP into your
activities. You can choose to use a
random port to connect too, which
can help vou bust through blocks in
public Wi-Fi services.

Alongside that, CyberGhost’s
“Smart rules” ofter some clever ways
of automating vour protection. You
can set the software to engage the VPN
As s00n as it opens, and it remembers
all the networks vou’ve connected to,
s0 it can automatically pick the
appropriate server for wherever you
happen to be.

Perhaps most usefully, CyberGhost
can also connect vou to a specific
location whenever you open a
particular application. And while you
can't configure split tunnelling on an
app-by-app basis, specified URLs can
be routed via your ISP rather than
over the VPN, optimising performance
for sites that don't require location
spoofing. The software can also strip
out adverts, online trackers and
known malicious websites, and
compress images to reduce bandwidth
usage on mete red connections.

All of that might sound like a lot of
features to get on top of, but the
CyberGhost interface is clean and
intuitive, with no option located more
than a few logical clicks away from
the main screen. If we've one slight
grumble it’s to do with the pricing
structure: month-by-month
subscriptions are never great value,
but at £10 this is one of the steepest
deals around. Still, an annual licence
is quite reasonably priced, and if you
commit for three yvears vou'll pay just
£2.10 a month - and vour licence
coversup to seven simultaneous
connections, which is more than
yvou'll get from most rival VPNs.
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ExpressVPN

A fast service that combines
an open-minded attitude
with impressive privacy
credentials

SCORE & WL
PRICE $13/month, $60/6 months,
$100/yr (5 devices) from expressvpn.com

xpressVPN is based in the British

Virgin Islands - a tiny Caribbean

nation that is, despite the name,
blissfully unburdened by European
surveillance agreements and
legislation. You can't do much better
when it comes to privacy and the
ExpressVPN app itsell opens | B
up in a similarly small and
unencumbered form. To help
yvou hit the ground running, it
immediately suggests a “smart
location™ and remembers two recent
connections 50 you can ea Silj.-‘ restore
a closed session.

If you wish to virtually wander
further afield, clicking your currently
selected location brings up a list of
recommended servers, with a search
box allowing yvou to jump straight to a
particular location. Clicking on “All
Locations” lets you browse a long list
of the o4 countries where ExpressVPN
operates, and in many of them you can
click the little arrow to drill down to
individual cities.

With so many servers on offer, it
would have been nice to get an
at-a-glance indication of relative
speed. However, from the Settings
menu vou can open the Speed Test
tool, which measures the latency and
download speed from selected servers.
This isn't exactly a swift process - it
took us 1min 55secs to test all
European servers — and it doesn't
provide load statistics, which would
have helped contextualise the results.
still, it’s a good tool to have, and star
icons let vou instantly add the fastest
servers to your favourites.

For the most part, ExpressVPN's
performance is rather good. Our
download speeds topped 100Mbits/sec
via servers in Amsterdam and Zurich,
with very creditable rates of 88Mbits/
sec while browsing via New York and
71Mbits/secin San Francisco.
Connections via Japan weren’t bad
either, averaging exactly soMbits/sec
—although, as with CyberGhost,
speeds fell away to a less impressive
16.3Mbits/sec via Australia.

One thing vou might find initially
confusing is that the ExpressVPN app
doesn’t seem to offer any options for

/PCPRO

Mol conmnecied

Smart Location

-
=E UK - East London

Fesd pow

BitTorrent or video streaming. That's
because BitTorrent is permitted across
all 3,000+ nodes - and, similarly, to
use a geoblocked video streaming
service, you simply connect to
whichever server in the relevant
territory is fastest for vou. It feels a
little strange to get no hand-holding at
all, but connecting to ExpressVPN's
New York server instantly unblocked
Netflix with no fuss.

While ExpressVPN isn't overloaded
with technical features, it ticks two
important boxes: the obligatory kill
switch is there, to ensure that nothing
leaks when the connection goes down,
and there’s also a welcome split
tunnelling feature for apps. Cleverly,
this lets you set up either a blacklist or
a whitelist, so you can determine that
named programs should always or
never be routed over the VPN. There’s
no option to do the same with
websites, but convenient extensions
for Chrome and Firefox let you turn
the VPN on and off as you browse.

If voudon’t like to take things on
trust, vou’'ll also appreciate
ExpressVPN's geo-1P address, DNS
leak and WebRTC leak testing tools.
These are free services, hosted on the

iz A0 FOU Kno & weelnide 1 whet 8 sy al

Italy

Gwedlen

ABOVE ExpressVPN
offers over 3,000
servers to choose
from in 94 countries

BELOW The Speed
Test tool helps you get
the best performance
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RECTHAMWTNDED LOCATIONS
United Kingdom
Metherlands
United States
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France - Paris - §

Gwitzeriand - 2

ExpressVPN website, butit’s nice to
have a link right there in the app. As
yvouwould hope, ExpressVPN itself
achieved a perfect protection score
across these tests, as well as in the

independent doileak.com test - and a
professional audit completed in July
by PwC confirmed that ExpressVPN's
servers and processes were in full
compliance with its no-logging policy.

Although ExpressVPN has plenty of
positives, it’s pricey. Indeed, if vou
just want a rolling monthly service,
it’s one of the most expensive VPNs on
test, the dollar price working out to
around £10.50 a month. Paying
annually brings the price down to
around £7 a month, but that’s still on
the expensive side, and there’s no
option to lock in for a longer period.
Sign up for three years with
CyberGhost or NordVPN and you'll be
paving around a third as much.

Still, all ExpressVFPN subscriptions
cover five connections, with native
clients available for Windows, macQO8§,
Android, iOS and Linux. The latter app
has to be configured and controlled
from the command line, but we
suspect Linux fans won't mind that.
Router installation is supported too,
meaning you can send all traffic via a
country of your choice, with a decent
documentation library on the website
to help vou get set up. There'salsoa
native app for quick region-switching
on Fire TV and Android TV devices.

In all, ExpressVFPN’s solid
performance and liberal approach to
torrenting and streaming makeita
persuasive choice. PI‘i'i-’;:tC'}’-{'{JIISCiDLIS
customers will appreciate its
impeccable security credentials - and
if vou want to remain as anonymous
as possible you can even pay for vour
subscription in bitcoins.
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NordVUPN

Asuperb all-rounder,
offering great performance
and all the key featuresata
very reasonable price

SCORE DOOOO

PRICE £9.15/month, £64/yr, £73/2yr,
£82/3yr (6 devices, all prices inc VAT)

from pordvpn.com

f vou're looking for a VPN with
plenty of servers, NordVPN takes
the crown. [ts geographic reach
isn't quite as extensive as some rival
VPNs - it has a presencein 6o
countries, while HMA Pro boasts 190
- but within those nations it -
claims more than 5,500 exit
nodes, so you should have no
problem finding a fast connection that
isn’'t overloaded.

Indeed, there’s no need to hunt
around at all if vou don’t want to.
You're free to browse all the servers
and compare their load estimates, but
double-clicking on a country name
instantly connects vou to the fastest
available server in that region.

And we certainly can’t complain
about the results. NordVPN gave us
download speeds of more than
1ooMbits/sec from servers in the
Netherlands and Switzerland, and an
c¢xcellent BoMbits/sec from New York.
Predictably, performance drops off as
yvou reach out towards the Pacific rim,
but we still got around 6oMbits/sec
via California, Japan and Australia.
That's enough bandwidth to stream
two 4K videos at once from the other
side of the world.

Alongside allits regular servers,
NordVPN offers three types of
“speciality” server. Peer-to-peer
servers, as vou'd guess, are ones on
which BitTorrent is permitted. There
are more than a thousand on offer, bul
once again vou don’t need to bother
comparing their stats unless you want
to: simply double-click on the main
“P2P" heading and vou'll be connected
to the fastest peer-to-peer server
available at that point in time, no
matter where it happens to be.

Then there’s a selection of double
VPN connections, which route vour
traftic through two nodes in series. 29
such routes are available, including
US to Canada, Taiwan to Hong Kong
and UK to Netherlands. This is overkill
for most users and predictably it has
an impact on performance, so you
won't want to use it for evervday
browsing. Still, for the truly paranoid
it’s a good option to have.

Spenalty servers
PP
Dedicated P
Dootsle VAN
All coumtres
Albsnia
Argenting
Augtrala
Auztma
Belgiam
Betnia and Hersegovina
Braxd

Bulgada

Finally, there's arange of servers in | ABOVE NordVPN has

the US, UK, Netherlands and Germany
that can be used to browse from vour
own static [P address - although to get
one vou'll have to shell out an extra
£534 avear. Again, most users won't
need this, but for dealing with finicky
services that don't like constantly
changing IP addresses, it's a simple
solution that few VPNs offer.

Like ExpressVPN, Nord doesn’'t
explicitly promise access to specific
video-on-demand services; to watch
content from a different country,
vou're advised simply to connecttoa
server in that country. This worked
perfectly for us, with Netflix US
opening up in moments - and a native
app for Fire TV devices is available on
the Amazon Appstore, making it easy
to switch regions at will on your smart
TV. Other client options include a
command-line tool for Linux, and
configuration instructions for a wide
range of routers and NAS appliances.

NordVPN's teature set is pretty
good, with a granular Kill switch that
lets you freeze internet access for
nominated applications when the VPN

three handy “speciality
servers”, including
P2P and double VPN
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BELOW AsmartKill

switch lets you pause
internet access for

certain applications
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Stop press: hack update

Aswewent topress, itwas confirmed
that one of NordVPN's servers had been
compromised by hackersin 2018. We're
assured that the vulnerability has now
been fixed, so we're happy to recommend
this VPN -but see pepro.link/303nord for
the company’s full statement.

is disconnected, rather than taking
the whole system offline. You can also
set it to automatically engage when
vou connect toan insecure wircless
network, though it doesn’t remember
per-network settings like CyberGhost
does. There's no split tunnelling
either, although it's no great hardship
to route everything over the VPN.
Despite our update above, security
looks strong. While its name suggests
Scandinavian origins, NordVPN is
based in Panama, a reassuringly long
way from the usual authorities. It
sailed through the doileak.com
technical test with no red flags, and
the appincludes a simple web filter
that blocks phishing attacks and
intrusive pop-ups. Last year, the
company alsoinvited auditors PwCto
inspect its servers and interview staff,
receiving independent confirmation
that no user activity is recorded.
There are simpler VPNs out there,
and ones that give vou more technical
control. For our money, though,
NordVPN strikes the perfect balance,
offering all the key features and great
performance, while making it as easy
as possible to open a fast connection
and get on with what you want to do.
The price is persuasive too, working
out to £5.36 per vear for up to six
devices - or just £2.29 a month if vou
sign up for a three-year commitment.
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Surfshark

This nippy VPN is unbeatable
value, supporting an

unlimited number of devices
foravery low monthly price

SCORE £330
PRICE £9.49/month, £57/yr, £38/2yr
(unlimited devices, all prices inc VAT)

from surfshark.com

ost VPNs let vou connect

three, five or even ten devices

at once; Surfshark lifts the
bar completely and allows unlimited
simultaneous connections. That
makes it perfect for a busy household
packed with compulers, -
phones and smart
appliances: you’ll never need
to worry about disconnecting device A
so that device B can get onto the VPN.

You'd expect that freedom to come
at a cost, but Surfshark’s rates are very
competitive. An annual subscription
works out to £4.79 a month, but you
would be daft to take that deal,
because a two-year licence is actually
cheaper, working out to just £1.59 a
month - the lowest price vou’ll pay for
any of the 16 VPNs on test this month.

One slight trade-off is that the
surfshark server networkisn't as
large as certain competitors’. The
company claims to operate “8oo+”
Servers across 59 countries, but some
ofthese are flagged up as virtual
presences that spoof their own
locations - so, for example, the server
for Cyprus might actually be
physically located in Greece. We
haven't heard of any problem with
this approach, but if vou need vour
virtual location to look as authentic as
possible, it's a potential concern.

It's also notable that the server
presence is heavily concentrated in
the US: 26 different American cities
are represented, while Australia offers
five locations and no other country
gets more than three. A little circular
icon gives an indication of relative
load and a star icon lets vou add
selected servers to vour favourites.

Surfshark isn't the fastest VPN
overall, either. To be clear, it's capable
of some very fast speeds: it topped
100Mbits/sec downstream from
Switzerland and the Netherlands, and
achieved a best-in-class o8Mbits/sec
when browsing via Silicon Valley. It's
not consistently on top, though: while
its download speed of so0Mbits/sec
from servers in Sydney was strong, we
got just 27Mbits/sec from New York
and 26Mbits/sec in Japan.

§f FACEBOOK.COM/PCPRO
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Although theyv're not singled out in
the interface, the company publishes
a list of recommended locations for
file sharing, and if you connecttoa
different one then you'll be redirected.
Similarly, there's no specific provision
for video streaming, but we had no
problem accessing US Netflix when
connected to the New York server,

Two specialist connection types are
available, however. A selection of
static [P presences in Germany, lapan,
the Netherlands, the UK and the US let
VOU dCCeEsS TESOUTCES from the same
address every time - though the
address won’t be unique to yvou, and
could still be recognised asa VPN
server. There's also a selection of
“MultiHop” routes, some of which are
impressively obscure: you can route
your traffic to the Netherlands via
Singapore, or to the US via Australia,
which should be pretty tricky to trace.

A few advanced connection
features round things off. You can set
up either a whitelist or a blacklist of
apps to specify that they should
always or never be routed via the VPN
- but vou can’t have both lists active
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ABOVE The simple
interface puts all the
importantinformation
at your fingertips

PRO

LEFT If you don't mind
where you surf from,
the client will pick the
fastest server for you

at the same time. Youcan also
whitelist URLs or IP addresses, so that
specific websites and other resources
bypass the VPN for maximum
performance. The CleanWeb feature,
meanwhile, strips out recognised ads,
trackers and malware from the VPN
stream: vou can’'t configure this, or
monitor exactly what it’s doing, but it
presumably can’t hurt.

One last feature worth mentioning
is “Mini mode”, which - in the
Windows client app - shrinks the
interface down to a compact little
rectangular window just showing the
currently selected server and a switch
to enable/disable the connection. It’s
a neat little convenience that makes
me much happier about keeping the
VPN to hand at all times: I just wish
there were an “always on top” option.

Asusual, there are also native apps
for macOS, Android, 108§ and Linux,
plusa Fire TV app downloadable from
the Amazon Appstore. Router
installation is supported, but the
documentation isn’t as extensive as
yvou'll find elsewhere, with hands-on
guides provided only for routers
running AsusWRT, DD-WRT and
Tomato firmware. To be fair, though,
it"s not difficult to set up.

The last piece of the puzzle is
security. Like ExpressVPN, Surfshark
is based in the British Virgin Islands.
That means the company has no
obligation to store logs and it promises
to keep no records of the sites you
visit, the bandwidth you consume or
other such information.

It may not top the table for speeds
and server counts, but Surfshark does
everything most people will want
from a VPN - and, with unlimited
connections from just £1.59 a month,
it's fantastic value.
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Avast SecureLine

With limited platform
support and disappointing
performance, this VPN s
hard to recommend

SCORE OGO

PRICE £65/yr, £120/2yr, £E180/3yr (5
devices, all prices inc VAT) from avast.com

fvou've used Avast’s free internet
security software lately then you’ll
already have seen in-program
ads recommending the company’s
SecureLine VPN as an extra layer to
yvour online protection. However,
while this fuss-free VPN certainly can
protect your privacy, it lags behind
the competition in numerous ways.
Let’s start with platform support.
Client software is available for
Windows, macOSs, Android and 108,
but there's no support for Linux,
Chromebooks or smart TVs. Nor can
yvou configure SecurelLine at the router
level to protect all your traffic, so
while vour subscription covers five
simultaneous connections, anvthing
that doesn’t run one of the four major

| remembering settings for specific

platforms is left out in the
cold. There's an extension
for Chrome, and for Avast’s
own Secure Browser
(which is itself based on
Chromium]}, but nothing for
Firefox or other browsers.
Avastoperales 55 servers
ACTross 34 countries, and
while that's fine for most
purposcs, it feels mean
when, for example,
ExpressVPN boasts 5o times
as many serversin nearly
three times as many
territories. To be fair, we
found SecurelLine’s
performance wasn't
bad, consistently

giving us enough bandwidth to stream | ABOVE Thefront-end | networks, yvou canset the VPN to
AK video from anywhere in the world. | isappealingly simple, automatically activate when vou
Highlights were astrong 54Mbits/sec | butthere's notmuch connect to a new network unless
connection via Sydney and a speedy behind it vou've previously marked it asa

trusted connection.

If Avast SecurelLine were cheap it
might still be a decent choice.
Unfortunately, it’s not: the publisher
offers a seven-day free trial, but after
that you'll pay £5.42amonthon a
vearly contract, or £5 a month if vou
sign up for two or three vears. There
are a dozen cheaper alternativesin
this Labs alone, and Avast doesn’t
offer live support chat either, making
this one to miss.

BgMbits/sec from San Francisco,
second only to Surfshark - and we had
no difficulty accessing US Netflix over
the connection. There are also eight
servers that support BitTorrent, if
that's what you're into.

The feature set is quite basic, with
no split tunnelling or double VPN
options. You do get a kill switch,
though, and while Avast isn’t quite as
clever as CyberGhost when it comes to

Buffered

Theuser-friendly clientisa
hit, but this VPN is far from

the fastest-and it failed to
unblock Netflix USfor us

PRICE $13/month, $79/yr, $99/2yr

(5 devices) from buffered.com

Ithough Buffered operates

out of Budapest, its VPN

businessis legally based in
Gibraltar. That’s because Gibraltarian
law prohibits any data about vou
from being transferred outside of
the territory without your consent:
reassuring stuff,

The service itself, however, is
rudimentary. Buffered operates in just
27 countries and most countries
appear to host just a single server - the
exception being the US, which offers
separate connections for the west
coast, Midwest and east coast.

One thing we like about Buffered is
all the information it provides about
yvour connection, with large-print
details of transfer speeds and total

bytes sent and received, as
well as a readout of yvour
external IP address. There's
a speed-tester tooland a
rating widget that you can
use to report how happy vou
are with vour current server.
We had no problem
using Buffered to access - -
BitTorrent, but data came s
down the line at an
unexceptional s6Mbits/sec
from the US east coast, while
the Swiss server gave us just
27Mbits/sec - and when we
browsed via lapan, Buffered
limped along at _ _
10.1Mbits/sec. Lﬁ’
Trying to access US

E13 KB

109.200.6.10

Netflix meanwhile resulted in the ABOVE The Buffered | get a barebones command-line client.

dreaded *you seem to be using an softwaregivesaclear | There are no browser extensions at all

unblocker” error, overview of your and no support for smart TVs. On the
Buffered is also distinctly stripped- | connection statistics upside, Buffered does provide setup

down when it comes to features. A
failsate Kill switch is included, but
otherwise there’s almost nothing to
configure. You can’t split traffic
between the VPN and your ISP
connection, vou can't automatically
engage the VPN when vou connecttoa
new network and there are no extra
obfuscation options for the nervous.
Supporting software is limited, too:
Windows, macOS, Android and iO8§
enjoy graphical apps, but Linux users

instructions for routers running Asus,
DD-WRT or Tomato firmware.

If you're willing to sign up for two
vears then Buffered is pretty good
value, working out to £3.30 per
month. Monthly and annual pricing
are less tempting, though, and as with
Avast Secureline, vour subscription
doesn’t include live phone or chat
support. In all, there's not much
reason to pick Buffered when other
VPNs do so much more.
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REASONSTO TRY THE

FREEFIREFOXVPN

Firefox users will find it worth jumping through hoops to get
this free VPN service, butit’s no rival to commercial services

[ vou want the protection of a VPN

with an absolute minimum of

extra software and subscriptions
to think about, how about one that’s
completely free and built right into

vour web browser? Mozilla is Protect YGUrEEIf from the hidden
currently trialling an official VEN costs of free Wi-Fi

extension for Firefox - dubbed Firefox
Private Network - as part of its “Test
Pilot” beta programme.

Belore vou get too excited, there
are a few points to be aware of. First, FRfo e S el
although the free VPN is supported by
a huge global network of servers
operated by Cloudflare,

) Firefox Private Network

5 : - .
Il a Wi=Fl connection s fTree and open 10 you, it's also free and open 1o hackers

Firefox Private Metwork is a desktop extension that helps secure and protect your

connection everywhere you use Firefox. Try it (ree during our beta trial.

Firefox Private Network

@

Yo
ul Connection is secure. and your location
hidden from wWebsites and track :

* BIE. making it
i agr Mt r h tougher for th g
LTl T . : osg
it doesn’t allow you :[D 4 | Encrypt your browsing from g4 Limit what websitesand | 1,0 SNNoying targeted ads tg
choose your own exil ' eavesdroppers * advertisers know about Gnene.
”.'D':IC: .'ir"l'rh‘--'n :'rrc'u tu r1 & Migtwirk @acrypls he wibl oo pased youl visil Tha @ds and prices you soe gnling &w oflen Raged 0N

WS EEVESITORDETs o ppen, publs Wi-Fi from youT heoation Privale MeTwors nides youl ieation from

the VPN on, vou'll

youl DRowing X EY, wehsad §nd 54 LACkers, making M toughesd THr INET io

be automatically J target you
connected to a server
that's as close as
possible to vour actual it to secure other ABOVE It'shardto spoof vour location, then visiting the
location. This means programs such as quibble with the product page at private-network.
that, while the VPN can BitTorrent clients. convenienceofhaving | firefox.com. Once vou've added the
get you into sites that are Third, at present the aVPNintegratedinto | extension to Firefox, it will continue
normally barred by your ISP, it service is officially only your browser to work no matter where in the world
won't unblock services that require available to users in the US - but then vou are.
vou to be located in a specilic country. | there's something laughable about

Second, the extension works only the idea of tryving to region-lock a VPN M How fast-and how free?
on the desktop browser, and it only service. You can easily install the As Firefox Private Network always
protects web traffic - soyoucan'tuse | extension by using adifferent VPN to uses the nearest server, it has very

little impact on your bandwidth: we
experienced only a tiny dip in

- !
When free Isn tfree download speeds, from 112Mbits/sec

with the VPN off to 108Mbits/sec with

Firefox Private Network isn't the first free browser- R — it turned on. Online geographic
based VPN service. Search the Firefox Add-ons e TP e lookup tools showed us as located in
library (or the Chrome Web Store for that matter) and o - e 8 v vt .1 Errrey London in both cases, although
you'll find dozens of extensions promising to protect L enabling the VPN changed our
your online security. The Opera browser even ships external IP address to that of a secure
with its own built-in VPN feature. So what makes Cloudflare server.
VPp-froepm - Froe UinlimBod VPN
Firefox special? @ ey e i ume” Clearly, Firefox Private Network is
The short answer is trust. Operating a VPN costs L e more limited than the 16 commercial
money and most of these nominally free browser VPNs on test this month, but it still
extensions will be taking something back in return for unblocks sites, shields vour browsing
: : VPR Linkmibodt Free Unislock Security | Prosy :
your patronage. Many (including the Opera VPN) @ (ot s e | — activity from yvour ISP and protects
reserve the right to track and analyse your data, and L b T A A i T yvour data on unsecured wireless
even share it with third parties. Others may use your networks. What's more, unlike other
computer as an exit node for other VPN users, or free VPN offerings, it has no data cap.
lease your bandwidth to others - slowing down your U e o g There's a good case to be made for
connection and potentially exposing you to liabilities. S e e —————— leaving it on all the time.
Browser extensions can also hijack your web traffic There's one last caveat, however:
toinsert their own advertsinto the pages you visit. ABOVE There's noshortage of third-party VPN extensions, aswe’'ve mentioned, the service is
Aside from all of that, there’s the risk that a but, as the saying goes, there’s no such thing as a free lunch officially still in beta and Mozilla
little-known extension from a no-name developer describes it as free “for a limited
might contain bugs and loopholes that could expose we're much happier to put our faith in a big name such time”. So far, it hasn't suggested
your online activity - completely undermining the as Mozilla, with a track record of championing user when subscription fees might be
whale point of using a VPN. For all these reasons, privacy and security. introduced, or how much they’ll be,
but the implication is clear - enjoy
this free VPN while vou can.
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F-Secure Freedome
A competent VPN, but it

simply doesn't excel for
features, platform support
or performance

SCORE HLODD

PRICE £25/yr (3 devices), £50/yr (7
devices), £70/2yr (7 devices) (all prices

inc VAT) from f-secure.com

Secure’s Freedome VPN offers
F an attractive, flexible pricing
structure. If vou only need three
connections then vou can pay just
f2.08 amonth on an annual contract,
while a seven-device subscription
comes out at £4.17a month on a yearly
contract or £2.92 a month biennially.
However, not all types of device are
covered. F-Secure offers apps for the
main desktop and mobile platforms,
but rather snippily declares on its
website that it doesn’t consider a
Linux version “feasible”. There's no
support for using the VPN with a
smart TV or router either, nor any
browser extensions, making this one
of the least versatile VPNs around.

It's not overloaded with
features, either. The big,
blue interface exposes
plenty of buttons and
settings, but vou'll look in
vain for advanced
obfuscation options, split
tunnelling or network
rules. Actually, that last
part isn't strictly true, as
Freedome does remember
trusted networks, but only
to enable access to local
network resources.

The location count
meanwhile is one of the
slimmest here, with
just 23 countries to
choose from. To be

honest, though, we're almost glad ABOVE Selectinga and eleventh place. In practice that
there aren't more, as the menu is location via the big means there’s enough bandwidth for
fiddly enough as it is, requiring yvou to | blueinterfaceisquite | 4K streaming from anywhere - and
click on a continent before you can afiddly task ves, US Netflix did work for us - but

browse the countries within it.
F-Secure dogsn’t reveal how many
actual servers it operates, and there's
no way to browse the individual exit
nodes, so you just have to pick a
country and take what vou're given.
That being the case, it’s perhaps a
tribute to F-Secure’s load-balancing
technologies that, across all the
servers we tested, performance was
uniformly average, with Freedome
consistently ranking between eight

those looking for fast BitTorrent
downloads may be disappointed.
Alongside VPN duties, F-Secure
Freedome offers browsing and
tracking protection modules, which
seek to remove any malicious or
intrusive content from vour VPN
traffic. We can’t really complain about
that, but it hardly makes up for the
lack of functionality in other areas,
nor Freedome’'s generally
unimpressive performance.

Getflix

A smart and very effective
way to unblock video sites

- butwe can't recommend it
asageneral-purpose VPN

SCORE & &9 6 9 0

PRICE $4.95/month, $13/3 months,
$23/6 months, $540/yr, $55/2yr (3

devices) from getflix.com.au

ost VPNs emphasise privacy
and security, but Getflix
makes no bones about it: this

is a service that's primarily designed
for unblocking video streaming sites.
And itdoes soina clever way, with
the standard configuration operating
purely at the DNS level. This means
yvou can watch Netflix US, Amazon
Prime and a wide selection of other
international streaming sites without
having to route all vour network
traffic via the country in question -
and without having to deal with the
performance implications that entails.
Getting set upis less user-friendly
than with other VPNs, however. You
have to gointo the network settings of

the device vou want to
stream to, and manually
change its DNS settings to
point to the Getflix servers,
before logging onto the
Getflix website to set vour
virtual region. Still, this
does mean that you can use
Getflix on just about
anything, from a router to a
games console,

Let's be very clear,
though: the DN5-based
approach does nothing to
protect your online privacy.
And while Getflix does also
offer a full-fat VPN
option, it’s one of
the crudest offerings

] e scvipt sornsis
[[] Shart exrruction
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around. It doesn’teven have its own ABOVE “Functional” placed higher than fourteenthina
client app: rather, yvou have to is probably the best field of 16.

download the generic, open-source word for the Getflix For these reasons we obviously
OpenVPN client and unzip the VPN service can't recommend Getflix as an

supplied configuration files into the
installation folder. You can then
connect to servers in 20 countries
from anicon in vour system tray - but
as for advanced features, you can
forget it.

Performance over the VPN is pretty
dire, too. We got 7o.6Mbits/sec
downstream when connected via the
Netherlands, but no more than
10.8Mbits/sec anvwhere else; across
all of our tests, the Getflix VPN never

all-round VPN champion; however, if
yvou're chiefly interested in US Netflix
with the option of a bit of incognito
browsing once in a blue moon, it'sa
tempting proposition. The price isn’t
at all bad, either: it only covers three
devices, and they’ll all have to share
the same virtual region, but£4a
month is less than vou'll pay for a
more fully featured VPN - and if you
commit for two years it works out to
just £1.85 amonth.
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HMAPro

Ahuge global presence and
support foragood range of
devices make thisa decent

VPN, albeit not the cheapest

Lt b0 P T

PRICE £60/yr, £96/2yr, £129/3yr
(5 devices, all prices inc VAT) from

hidemyass.com

fyvou've along memory you might

recognise HMA as the VPN that,

backin zoi12, landed LulzSec
hacker Cody Andrew Kretsingerin
prison by sharing details of his online
activity with the UK authorities. Since
then, though, the company has been
bought out by Avast and now boasts
that it records no information about
the websites you've been visiting, nor
the data you've transferred.

The service is completely separate
from Avast’s own-brand SecureLine
VPN, however, and differs from it in
several ways. One is the sheer global
reach of the service: while SecureLine
offersserversin 34 regions, HMA Pro
can route vou into a whopping 190

countries - more than any
other VPN on test.

Another is a wider client
ecosystem. As well as the
main desktop and mobile
platforms, HMA supports
Linux and router-based
installation; if yvour router
isn't compatible, there’s
even a tutorial on the
website for settingup a
Linux VM as a VPN gateway.
Browser extensions are
offered for Chrome and
Firefox, too; the only real
disappointment is that
there's no support
for Fire TV devices,

There are a few

ﬁ"

clever features, too. There’s no split ABOVE Theclientapp | much less impressive, delivering a
tunnelling, but vou can mark known looks simple, but it mediocre 6oMbits/sec from New York
networks as trusted to bypass the VPN | includes some smart and just 31.8Mbits/sec from

and an app-specific kill switch lets advanced features Switzerland. 5till, that's more than

vou block only nominated apps when
the connection goes down. If vou
really want to cover your tracks you
can enable the ingenious IP Shuffle
feature, which automatically changes
vour network address to a user-
defined schedule (which can be as
frequently as once every minute).
Perhaps HMA Pro’s weakest suit is
performance. It pulled a magnificent
66.2Mbits/sec down the line from
Australia, but other servers were

fast enough to watch Netflix US, and
if vou want to use BitTorrent vou can
go via the Netherlands server, which
gave us a solid 106.2Mbits/sec.

HMA Pro doesn’t offer monthly
subscriptions, but the deals on offer
aren’t bad, working out to £5 amonth
for a single vear, £3.99 for two years
or £3.59 for three vears. It's not the
fastest or most feature-packed VFN,
but if vou need a virtual presence in

. Aruba or Mali, HMA has vou covered.

Hotspot Shield

Some will be put off by the
price, others byfact thatit's
basedinthe US-butthisisa
simply excellent performer

SCORE ¢y tyLieris

PRICE Free (500MB/day, £11/month,
£120/yr, £216/2yr (5 devices, all prices

inc VAT) from hotspotshield.com

fvou just need a VPN for light

usage — say, transferring the odd

document - then Hotspot Shield
could be just the thing. It offers a
free service tier that lets vou transfer
sooMB of data aday, via more than 70
countries. Better yet, the free Chrome
extension has no data cap and can
route your web traffic through more
than zs virtual locations.

Sign up for the full service and
Hotspot Shield is fairly expensive.
Even a two-yvear deal worksoutto £9a
month, going up to £10 for the yearly
package and £11 for a month-by-
month subscription.

Still, what you get for that is
best-in-class performance. Hotspot

Shield wowed us with
download speeds of
11oMbits/secin the
Netherlands, and 1o09Mbits/
sec in Switzerland. Even
more remarkable, it
managed 106Mbits/sec
downstream all the way
from New York. True,
connection speeds from
California, Japan and
Australia were only around
half that, but it’s still an
unbeatable set of figures.
You're free to do
whatever yvou want with all
that bandwidth, too.
Hotspot Shield
allows vou torun

BitTorrent from any location, and | ABOVE The client support isa little limited, though: if
while it doesn't offer servers looks rather bland, yvou want to use Hotspot Shield on
dedicated to video streaming, Netflix butdownloadspeeds | Linux, vou’'ll need to use the browser
USworked first time forus - so there’s | makeup for that extension and there's no support for

router or smart TV hardware at all.
One point to keep in mind is that
Hotspot Shield is based in the US; if
vouwant to be completely out of reach
of the authorities, you would be well
advised to pick a more out-of-the-way
VPN. However, the service definitely
has its plus points - and if you're
wavering, there’s a seven-day free
trial, plus an unusually generous
45-dav money-back guarantee, so vou
have very little to lose.

a good chance that Hotspot Shield will
unblock whatever international
content you want.

The client includes a split
tunnelling feature for websites, 50
specific domains can be routed via
yvour ISP rather than the VPN,
although there's no equivalent feature
for applications. You can also choose
to have the VPN kick in automatically
when you connect to an unsec ured
network, or to all networks. Software
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IPVanish
Not the cheapest VPN, but

the price gets you ten
simultaneous connections to
agood spread of servers

SCORE OO0

PRICE 510/month, $27/3 months,
$78/yr (10 devices)

fromipvanish.com

PVanish is one of the more liberal

VPNs when it comes to device

support, allowing up to ten
simultaneous connections. You can
use it with most types of hardware,
too: native apps are offered for Linux
and Amazon Fire TV devices, and the
website offers setup instructions fora
variety of router models.

The Windows client can be used in
acompact “Simple mode” - similar to
surfshark’s “Mini mode™ -orasa
full-size window. The latter includes a
live graph of upload and download
speeds, and while this may not be the
most useful feature in the world, it's
quite pleasing to watch. Wesawa
creditable data rate of 106.5Mbits/sec

| optionally leave local connections

from the Netherlands, with
49.9Mbits/sec via Japan and
54.8Mbits/sec from servers
in Australia. IPVanish did
surprisingly poorly when we
tried connecting from New
York, giving us only
24.4Mbits/sec, but
connecting via California
proved twice as fast,
allowing us to watch Netflix
US without a blip.

For those wanting to
venture further afield,
IPVanish operates around
1,300 servers in more than
75 countries, which
vou can browse as
either alistora

scrollable map. If vou're looking for ABOVE Youcanpicka | open while internet access is blocked.
the best performance vou cansort and | countryusingeithera | Ourone frustration is that while
filter servers by load or latency, or jazzymapvieworthis | [PVanish does have asplit tunnelling
simply select “Best Server” and “Best muchmoreboringlist | feature, allowing certain apps to

bypass the VPN, it’s only available on
Android and Fire OS.

You can use BitTorrent over any
server vou wish, but bear in mind that
[PVanish is based in the US, soin
theory it could be forced to expose
vour activity. Value for moneyisn’t
spectacular either, despite the
ten-device allowance: an annual
licence costs around £5.30 a month,
while Surfshark or Windscribe give
vou unlimited connections for less.

City" and let IPVanish make the call.

The software lacks a double-VPN
option, but it can disguise vour
encrypted traffic so as to sneak
through firewalls and proxy-blockers.
Like HMA Pro, [IPVanish can also
periodically change yvour 1P address
although it has a minimum interval of
45 minutes, so it won't mix up vour
traffic quite as thoroughly. There's
also a smart kill switch that can

Norton Secure VPN
Performance isn't dire, but
compared to the competition
this VPN package Is almost
embarrassingly basic

SCORE IO

PRICE £20/yr (1device), £30/yr (5
devices), £70/yr (10 devices) (all prices inc

VAT) from uk.norton.com

orton isn’t the onlv security

specialist that’s branched

out into private networking:
on previous pages vou'll have seen
offerings from Avast and F-Secure.
Morton Secure VPN undershoots both,
though, to take the dubious title of
this month’s worst VPN.

To be fair, the software does what it
promises to. You can browse via
servers in 2g countries, and pickmg d
US server gave us fuss-free access to
Netflix US. Performance wasn't
atrocious either: our Swiss connection
was lightning-fast at 105Mbits/sec,
and we got strong download speeds of
around 68Mbits/sec from both New
York and Japan. Norton doesn’t let

vou pick a specific exil node
in vour chosen country,
however, so we weren't able
to test speeds from the US
wesl coasl.

We'd also hesitate to
trust this VPN with anything
sensitive, That's partly
because the publisher is
headquartered in the US,
within easy reach of state
surveillance programmes
and potentially vulnerable
to legal or political pressure.
That’s probably the reason
why BitTorrent is blocked on
the service.

Another issue is
that the software

Four pak D P EXP R
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lacks a kill switch, so an accidental ABOVE The clientapp The one semi-smart feature that
disconnection could completely isattractivelysimple, | Norton Secure VPN does offeris the
expose all vour online activity. You but there's nothing ability to block tracking technologies
won't find anything in the way of belowits surface when you're browsing via the VPN.

advanced options either, such as
double VPN or split tunnelling; the
Windows client doesn’t even have an
auto-connect function, although this
is available on Android. While we're
on the subject, note that Norton
Secure VPN works on the big four
platforms, but if vou want to use it on
a Linux system, set it up on a router or
access it from your smart TV, vou're
completely out of luck; there isn’t
even a browser extension.

This may help protect your privacy,
but it hardly makes up for everything
else that's lacking.

If vou've five devices to protect
then £2.50 a month isn’t a lot to pay,
although baftlingly the ten-device
deal costs more per device, There's
alsoa lengthy 6o-day money-back
cuarantee, which is a decent gesture.
Frankly, though, we suggest vou skip
Norton and go for a more capable VPN
- you've plenty to choose from.
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Private Internet Access
Theinterfaceisabit full-on,

but this techie-friendly VPN
has thousands of servers
and good support for Linux

Lt b0 P

PRICE 56.95/month, $36/6 months,
$40/yr (10 devices) from

privateinternetaccess.com

rivate Internet Access - let’s

just call it PIA - opensupasa

floating window crammed with
buttons and widgets. It's daunting at
first, but techies will appreciate all
the information on offer, and vou can
customise the layout to hide the parts
that aren't important to you.

A certain technical bent is evident
¢lsewhere, too. For example, although
the client software doesn’t support
split tunnelling, vou’ll find a tutorial
on the website showing you how to
use PowerShell to configure it at the
08 level. In the absence of an official
client for Fire TV devices, there’s also
astep-by-step guide to sideloading
the standard Android app.

Linux fans meanwhile
will be pleased to learn that
FPIA gives them a proper
graphical client, rather than
relying on a basic command-
line interface. There's a
browser extension that lets
vou control the VPN within
Opera too, in addition to the
more usual pairing of
Chrome and Firefox.

PIA's VPN service extends
to 32 countries; that's not a
huge number, but it’s served
by more than 3,000 servers,
so capacity shouldn’tbea
concern. The
connection list
doesn’tindicate the
load or bandwidth of individual
servers, but it does show a latency
estimate for each location, which
gives you a clue as to what sort of
performance you can expect.

In our download tests, PIA fared
respectably. Serversin the
Netherlands and Switzerland both
topped 106Mbits/sec, and we got
75.9Mbits/sec downstream from
Silicon Valley. New York was
unusually slow, though, at 43Mbits/
sec, and our Australian connection
delivered just 25.5Mbits/sec.

As for Nettlix US and BitTorrent,
both worked perfectly over FIA - but

ABOVE Love orhate it,

the Private Internet
Accessinterfaceisn’t
short on detail

note that peer-to-peer downloading
isn't officially sanctioned by the
publisher. That may be because it's
based in the US, and has to be a bit
more legally cautious than VPNs in
breezier jurisdictions. The location
also has an effect on support: live chat
is available, but only during US office
hours, which means between 4pm and
1am UK time,

Its US heritage might give vou
pause, but Private Internet Accessisa
tempting VPN for more advanced
users, and the annual plan is good
value too, coming out at around £2.70
a month for ten devices.

PureVPN
An affordable do-everything

/PN with fair performance
and handy connection modes
tosuit different usages

SCORE QOO0
PRICE 511/month, $70/yr, $80/2yr
(5 devices) from purevpn.com

ureVPN has serversin over 140

countries, but you might not

discover them all at first. On
opening the app vou're prompted to
select an operating mode (options
include “streaming”, “internet
freedom™ and *file-sharing”}, which
brings up a shortlist of servers deemed
suitable for your purpose. They're
sorted by ping time, s0 you can just
click on the top one and get on with
whatever it is you want to do.

Indeed, ifit's video streaming
yvou're interested in, vou can forget
about virtual locations altogether, and
simply scroll through a list of more
than 8o video-on-demand services
from all around the world. A click
unblocks any one of them, and there’s

a Fire TV client too so you
can easily hop between
regions on your television.
Though PureVPN's modal
approach might appeal to
beginners, we found the
interface rather fussy, with a
proliferation of links and
views that can be confusing
to navigate. There’s not
much in the way of extra
features, either: the most
interesting one is the VPN
Hotspot tool, which turns
vour laptop into an
encrypted Wi-Fi gateway for
other devices. You
canalso configure
PureVPN on your
router; you'll find detailed
instructions on the PureVPN website

for more than a dozen popular brands.

As for performance, PureVPN
didn’t disgrace itself, but didn’t stand
out either. We saw strong speeds of
104Mbits/sec via Switzerland,
H1Mbits/sec from San Francisco and
s5Mbits/sec from Syvdney. Our New
York connection, however, was rated
at just 54Mbits/sec, and we got only
26 Mbits/sec from Japan.

PureVPN’s track record on privacy
isn't perfect. In 2017, it shared
information with the FBI that led to
the arrest and imprisonment of one
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ABOVE Choosean
operating mode and a
list of suitable servers
will appear

il e (T

hatteranis «F [JIRN

[ XY e
e ol bwewns T [EQ ¥
Unfm Simm 1 F

e IR

of its users. The company has since
updated its practices, however, and
proudly advertises that it now keeps
no logs whatsoever.

While PureVFN isn’t especially
cheap on a monthly or annual basis,
there's a steep discount on a two-year
subscription, which comes out to
around £2.70 a month: only Getflix
and Surfshark are cheaper over the
same period. And should vouneed a
static IP address, vou can add one for
$1.99, or $2.99 with DDoS protection.
That might make it a good choice for
techies, while its one-click video
streaming will appeal to telly addicts.
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TunnelBear
It'sundeniably cute, but

this VPN doesn't officially
support BitTorrent and
won't unblock Netflix US

SCORE HLIDD

PRICE Free (500MB/month), $9.99/
month, $60/yr (5 devices)

from tunnelbear.com

unnelBear endears itself right
T away with its playful ursine

theme - and it's one of the few
VPNs to offer a free service, which will
be music to your ears if yvou only need
a secure connection every now and
thep It's not exactly generous though,
with a transfer cap of just sooMB per
month; you can get an extra gigabyte
by tweeting about the service, but that
still feels rather mean when Hotspot
Shield gives vou s00MB for free every
single day.

The selection of virtual locations is
also one of the narrowest here,
covering just 22 territories, with no
option to pick a specific city within
yvour chosen country. On the plus side,

TunnelBear gave us some
very good download speeds:
we averaged gz.1Mbits/sec
from the US server and over
105Mbits/sec from both
Switzerland and the
Netherlands. More distant
servers are much slower
though, delivering
22.6Mbits/sec via Australia,
and 2o0.9Mbits/sec in Japan.
And while there’s bags of
bandwidth available around
the western hemisphere,
vou're limited as to what you
can do with it. For one thing,
TunnelBear doesn't
explicitly support
BitTorrent, probably

m Lu;l-.-r.l Stales -

because file sharing isillegal in ABOVE Theanimated | getting the service working in Linux,
Canada, where the company is based. | beargraphicsarean thisis strictly unofficial and limited to
In practice we had no problem undoubted highlightof | the command line.

downloading torrents over the VPN, this quirky VPN Annual pricing works out to

around £4 a month for five devices,
which isn't out of line with the
competition. However, while the free
tier lets you put TunnelBear through
its paces. the company doesn’t offer
trials of the full service, nor a
money-back guarantee (the company
considers refund requests “on a
case-by-case basis”). Considering that
this VPN does less than its rivals, and
is based in a “Five Eves” nation, we
recommend yvou look elsewhere.

and the company assures us it doesn’t
store details of what vou're doing
online, but be aware that there's no
guarantee that torrents won't be
blocked at some point.

Nor does TunnelBear unblock
international Netflix libraries - which
makes its lack of support for Fire
Stick and smart TV devices somewhat
moot. There's no support for router
configurations either, and while
TunnelBear does provide advice on

Windscribe
Build-your-own packages

and support for unlimited
devices make this VPNavery
tempting value option

SCORE & & € 69 0

PRICE Free {10GB of data/month), $9/
month, $49/yr (unlimited devices)

from windscribe.com

indscribe is a generous VPN,
It's one of only two services
this month to permit

unlimited simultaneous connections
(the other being Surfshark), and it
even lets vou transfer 10GB of secure
data per month for free.

Subscription terms are admirably
flexible too. A standard annual licence
comes out toaround £3.30 a month,
butif vou don’t need accesstoall 66
countries where Windscribe operates
vou can build vour own plan. Each

location costs $1 per month for 10GB of

data, with unlimited data across all
vour locations costing an extra dollar.
This means yvou can get unlimited
access to Windscribe's dedicated US

Netflix server for just $z a
month, with no lock-in. You
can also lease a static data
centre I address for $2 per
month, or a residential one
for 58 a month,

Platform supportisa
third feather in Windscribe’s
cap. Alongside clients for
Windows, macOS§, Android
and iOS, you'll find
instructions for setting up
the VPN on routers, smart
TVs, NAS devices and Kodi
players. There's advice on
getting the Chrome
extension running
in Opera too, and
evVen a page on

Windscribe

= United Kingdom

185.20.99 142

enabling proxy connections for ABOVE Windscribe's | wireless hotspot feature and an

BitTorrent clients - although a regular | no-nonsensefrontend | ad-blocker called R.O.B.E.R.T. that

VPN connection is more secure. belies the flexibilityof | can remove malicious or unsavoury
Windscribe doesn’t exactly scale the service content from your VPN stream.

the heights of performance: the
fastest download rate we saw was
78Mbits/sec (via Switzerland), but
New York came in a close second with
77Mbits/sec, and that’s fast enough for
AK video streaming with bags of
bandwidth left besides. The big
disappointment was Australia, where
speeds hit just 18.7Mbits/sec.

The feature set isn’t huge, but
there’s a Kill switch (confusingly
referred to as a “firewall”), a secure

Finally, note that, like TunnelBear,
Windscribe is based in Canada, so
although it boasts a strict no-logs
policy, government agencies could
theoretically require it to share
whatever it does know about vou.
For the typical user, though, that
might not be a serious concern - and
Windscribe’s easily customisable
plans and unlimited device support
make it excellent value for those with
specific VPN needs.
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VIEWFROMTHELABS

Using a VPN isn'tjust about protecting yourself - it could be a
vital step towards safeguarding our nation’s digital future

he Labs has been part of PC Pro

since day one - yet believe it or

not, we've never before carried
out a full-scale Labs test of VPNs. Toa
casual observer that might seem odd,
not least since the first mainstream
VEN came with Windows NT 4, which
means the idea has been around for
almost as long as the magazine itself.

Butit’s only in recent years that

the true value of virtual private
networking has become apparent.
Backin the 1990s, the focus was on
businesses wanting secure LAN

connections over the nascent internet.

Today, thanks to the likes of Edward
Snowden, we've belatedlvy come to
recognise how important online
privacy is in our personal lives as well
as our professional ones.

Indeed, right now, we Brits find
ourselves slap-bang in the middle of
defining our relationship with online
privacy. Sensitive communications
are increasingly being carried out
online, and ever-growing archives of
personal data are being amassed. At
the same time, the controversial
“Snooper’s Charter” continues to

Darien Graham-Smith

is associate editor of hard as practically possible? If vour
PCPro,andhe’'shappy | answer is the latter, it’s time to start
toshare his views on establishing the idea of strong online
VPNs with the world privacy as a cultural default.

Happily, getting on board the VPN
train is quicker and easier than vou
might fear. In the past I've been put off
by the thought of having to set up
client software on every machine, and
fiddling about turning the VPN on and
off as needed. But not only do today’s
VPN apps run unobtrusively in the
background, many of them embrace

router installation, so vou
“Dowewanttoliveina can enter your credentials
worldwhereit's easy for once and forget about the
government agencies, ISPs W%f““gefh{ir' .
s en there’s the price.
and hackers tosift thruugh Yes, noone loves the idea
our communications?” of vet another monthly

rumble through legal challenges, and
no one can say how those will end.

50, at a time like this, we need to
ask ourselves a fundamental question.
Dowewant to live in a world where
it’s easy for government agencies, ISPs
and - inevitably - hackers to sift
through our communications? Or do
we want to live in one where that’s as

payment, but sign up for two yvears or
more - and personally I'm happy to go
as long as possible without having to
think about renewals - and you can
get a great, full-featured VPN service
for less than three quid a month.
That’s pretty hard to gripe about.
Finally, there’s performance. It’s
true that a VPN connection can slow
things down, but the infrastructure on
the other side of your modem is more
awesome than vou may realise. Asthe
graphs opposite show, picking the
right VPN (and the right server) can
get you near enough to the full
bandwidth of your local ISP that you
won't notice the slightest difference.
Inshort, getting set up with a good
VPN is cheap and convenient. As well
a5 privacy protections, you get the
option of unblocked streaming sites
and unfettered BitTorrenting - and
perhaps more importantly, you'll be
helping to shape the way we use the
internet for years to come. In decades
past vou might have questioned the
need for a personal VPN; come 2020,
the question will be how vou can
justify going online without one.

WHENVPNsARENTENOUGH

If you're looking for the ultimate in online anonymity, Tor could
be the answer - but it's far from a magic bullet

e’ve hammered home the

paint this month that a VPN

can safeguard vour online
privacy. But at the end of the day, if
the police come knocking with a court
order, your VPN provider has no
choice but to cooperate. You can
reduce that risk by choosing a service
outside of vour local jurisdiction, but
yvou can't wholly eliminate it.

For the maximum protection,
therefore, you might consider using
Tor instead. Similar to a VPN, this
technology routes vour connection
through remote servers to make it
harder to trace. The difference is that
Tor sends everything through (at
least) three randomly selected servers
in turn, and applies multiple levels of
encryption so that no single server
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ABOVE It'sslow, but
the Tor browser
provides multiple
layers of privacy
protection

router”.

It also makes Tor connections all
but untraceable. Even seizing one of
the servers wouldn’'t reveal anything
conclusive about the traffic it had
been handling. And since Tor servers
are mostly run by volunteer
individuals, they’'re extremely hard to
gain access toin the first place.

If vouwant to trv Tor for vourself,
the easiest way is by downloading the

| dedicated Tor web browser from

torproject.org. which automatically
routes all vour traffic over the Tor
network. Be warned, though, Tor can
be very slow, depending on which
servers are randomly chosen. The first
time we tried connecting, we saw
download speeds of 20.1Mbits/sec via
an exit point in Ghana; on our second
attempt we got just 6.4Mbits/sec from
a virtual location in Azerbaijan.

Be aware too that, since Tor is
completelv opaque and anonymous,
there's no way to be certain that vour
connection hasn't been compromised
by criminals - or even governmental
agencies. You'll find a discussion of
the theoretical dangers at pepro.
link/303tor, along with advice on
staving safe while using Tor. @
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The Network

Practical buying and strategic advice for IT managers and decision makers

BUSINESS FOCUS

Dave Mitchell

he promise of the paperless

office has been dangled before

us for more than 4o years - vet
we're hardly any closer to it now than
we were in the 1970s. True, a gradual
move towards digitisation means we
don't need to handle so many physical
printouts in our evervday working
lives, but businesses still need to
produce hard copies of invoices and
reports, documents for signing or
prooling, sales pitches and more -
which means the in-house printer still
has a big and central role to play.

The good news is that there's a
huge range of printers on the market
that can handle vour needs. No matter
what vour requirements when it
comes to price, speed and printing
technology, there’s a model to suit
every task - and costs for colour
models keep on falling, to the extent
that they're making mono printers all
but obsolete.

The only downside is that the wide
range of options means there's alot to
take into account when choosing a
printer. This month, we review colour
inkjets, lasers and LED models from
the biggest names in the industry and
put them through their paces in the
lab to help vou make the right choice.

96

Pick the perfect colour printer
We offer colourful advice before
putting four options to the test ;95

coloul

Cheat Sheet

rig

M Good technology

Lasers remain a popular choice for
business printing: they're fast, they're
reliable and they can deliver great
results on cheap recycled paper. Even
low -cost lasers can produce pin-sharp
text, with colour quality that’s good
enough for professional reports.

LED printers work on a similar
principle, but instead of beaming a
laser across the page, thevusea
stationary array of LED emitters to
generate the static charge that sticks
the toner to the paper. Since they have
fewer moving parts, LED printers are
cheaper to manufacture, vet most can
martch lasers for speed and produce
equally good results. They may,
however, produce a slight cross-hatch
pattern on large areas of colour.

Finally, there are inkjet printers.
The old advice was to avoid inkjets, as
they have historically suffered from
poor reliability and high running
costs, Todav's business models are
serious contenders, however, with
high-capacity ink tanks and big duty
cycles. Running costs are generally
lower than for laser or LED printers
too, although for the best prints vou
will need higher quality paper, which

| may increase overall costs.

What businesses need to know
about quantum computing 105

The Business Question
How do I manage a departing
employee’s access to IT? pios

inter

B Cutthe costs

On that note, before purchasing a

colour printer, make a serious effort

to estimate vour current and future

printing needs, and calculate the

resultant running gost, Chieap printers

often use expensive consumables, and

depending on your usage vou could

save a lot of money in the long run by
choosing a pricier model.

“Cheapprintersoftenuse 1o illustrate this, let’s
gxpensiug consumables, compare running costs for
and you could save alot of
moneyinthelongrunby ;| .. ccow (see pos)
choosingapricier model” costsjust £132, makingita

some of the printers on test
this month. The Brother

tempting choice fora

| low-volume role, However, if your

statf print a total ot 100 pages per day
every working day for a vear, vou will
end up paying a steep £754 for mono
prints or £3,405 for colour.

Move up to the Kvocera Ecosys
Pé235cdn (see proo) and while you'll
pay £258 for the printer itself, vearly




Get connected with Brother Web Connect
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ABOVE Brother's Web Connect portal
makes light work of linking its printers to
cloud storage services

HL-L3ZTOCOW series

BELOW Look for a printer that allows you
torestrict access to colour printing and
other expensive functions

Restricied Funclions
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running costs fall to £266 and £1,300
respectively - asignificant saving of
£2,105 on colour prints in the first 12
months alone. The £175 Epson
WorkForce Pro WF-C5290DW (see
pog) delivers similar yvearly mono
costs of £296, but cuts colour costs
even lower to £1,275.

As an extreme example, what if
vou printed soo pages every day fora
yvear? With Brother’'s printer, vou'd
pay a gobsmacking £17,027 for colour,
while the Epson slashes vour outlay to
aslightly more reasonable £6,376.

M It's noteasybeing green
Printing will never be great for the
planet, but there are ways to reduce
yvour impact on the environment. One
is touse an inkjet where possible: the
Epson inkjet we review this month
consumed no more than 27W when
printing, while the laser and LED
models peaked as high as1.17kW
during their warm-up phase,

You can also save paper by
encouraging staff to use the duplex
setting in their printer driver, which
can halve paper usage and reduce
running costs. Many printer drivers
these days make this the default,
although it’s always easy for users

= N

£ & R N & A &R &R 8 N

- E &8 8 E N R B BE BN 58

| tooverride it: we would really like to

see one that gives you the option of
enforcing double-sided printing.

Further savings can be made by
using cheap recycled paper for draft
documents. Rather than continually
swapping paper over, look for a
printer that can be expanded with
multiple paper trays, so users can
select a paper grade from the comfort
of their desks.

You may also want to limit access
to colour printing; this will help
reduce wastage, and discourage users
from printing personal documents
and pictures. If that appeals, choose a
printer that can block individual users
from using colour or limit the number
of colour pages each user can produce.

mSafety PIN

A printer can be a securityv risk: it's
all too easy for users to print out
confidential documents and leave
them sitting in the output bin for all to
see. [fthat's a concern, look fora
“walk up and print” feature that holds
documents at the printer, releasing
them only when vou arrive at the local
control panel and enter a PIN.

Certain printers also have the

| ability toreserve a portion of their

ABOVE Forthe sake of security, you
should regularly check for andinstall
firmware updates
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“Bewarned thatany
personallyidentifiable
information stored on the
printer comes under the
remit of the GDPR"

EELOW Some printers -such as Xerox's
Versalink models - can runawide range
of apps for increased versatility
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internal memory as a RAM disk, or use
an SD card or internal hard disk to
store frequently used forms and
documents. Be warned that any
personally identifiable information
stored on the printer comes under the
remit of the GDPR
make sure the storage
device can be encrypted,
and when the time comes to
recycle the printer, remove
thedrive and have it
professionally destroved.

Remember too that it
vour printer is accessible over the
internet, it's a potential target for
hackers and needs to be locked down.
Simple security measures include
changing the default password for the
management interface, keeping the
firmware up to date and disabling any
unneeded features such as SNMP
management, FTP access or internal
email services.

[he four printers we have chosen
for this buyer’s guide are all worthy
representatives of the available
technologies. Whether vou choose
laser, LED or inkjet, they all offer an
impressive range of features at low
prices; so read on to see which one
suits your printing needs best.
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Brother HL-L3270CDW

Awealth of features at an
amazing price -although
high colour costs mean it's
best for occasional printing

SCORE &y &ty s

PRICE £132 exc VAT from printerbase.co.uk

rom the price tag you would be

forgiven for assuming that

Brother's HL-La270CDW was a
simple consumer-grade printer. Yet
this colour LED desktop unit offers a
24ppm print speed in both mono and
colour, a built-in duplexer and both
wired and wireless networking - not
to mention top-notch mobile device
and cloud support as well.

[t looks the part too, with a flip-up
6.8cm colour touchscreen and an
integrated NFC sensor for tap-to-print
mobile operations. Capacity is spread
across a single sheet multipurpose
tray and a 250-sheet lower tray, which
is long enough to take 14in legal paper
aswell asregular Ayq.

Asusual, voucan’'t use both wired
and wireless networking at the same
time, but whichever you choose the
HL-L3270CDW is simple to configure.
The printer connected to our wired
network without a hitch, and
immediately found and downloaded
the latest firmware with a couple of
button presses.

Driver installation is nicely
handled, too. The Windows installer
software loads Brother’s iPrint&Scan
desktop app for quick local printing,
while the i0OS mobile version expands
printing facilities to cloud accounts,
web pages and stored photos, and
even allowed us to print directly from
our iPad’s camera,

HL-L3ZT0CDW serles

HECET -

Cloud supportisareal strength:
getting set up with Dropbox was a
simple case ol visiting Brother’'s Web
Connect portal, registering our
Dropbox account, entering the unique
11-digit code at the touchscreen and
selting up a PIN. With this done, we
were able to browse and print cloud
documents directly from the printer’s
touchscreen, and Google Drive,
OneDrive, OneNote, Evernote and
Box are supported, too.

Another feature we've always liked
is Brother's Secure Cloud Print portal,
which lets you send PDFs, images and
Office documents to the printer from
any web browser. To use it, vou simply
visit a custom URL, select a file to
print, upload it and release it within
24 hours at the printer using an
automatically generated six-digit PIN.

For more general access security,
Brother’s Secure Function Lock 3 lets
vou create local user lists and decide
which print services they can access.
The printer supports 100 function
protiles, with each covering
permissions for mono and colour
printing, page counts and access to
online features.
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While the
feature set is
strong, print
speeds are a
mixed bag. Our
sample Word
document was
turned out at
24ppm at both
Normal and
Fine quality -

but switching
to double-sided
mode pulled
that down to
just gppm.
Performance
was also erratic
with our colour DTP

document: the printer paused several
times while processing the job,
ABOVE Thislow-cost | delivering an overall print speed of
LED printerlooksand | just 8ppm. We've seen this hefore
feelslikeamuchmore | with Brother LED printers, and it
expensive model secems to be down to a lack of onboard
horsepower. When we switched from
the standard PostScript driver to the
GDI version (which relies on the host
PC to do all the rasterising legwork),
colour speeds shot up to the promised
24ppm in both quality modes.
And print quality is impressive for
such a low-cost printer. Even 6pt text
» . . is pin sharp, and mono
Eﬂttll'lg setup with photos come out with a
Drnph 0OX Was sim plg___ we fair amount of detail,
wereabletobrowseand 1 e ket
pﬂntdnnumentsdlrectly colour graphics were
from the touchscreen” suitably eye-catching
too, and our colour test
chart showed smooth transitions
across complex colour fades. Photos
show good contrast, vibrant colours
and very little cross-hatching.
There's just one catch with the
HL-L3270CDW: while the purchase
price looks like a steal, running costs
are relatively high. The drum units,
belt and waste toner box will probably
last the life of the printer, but even if
BELOW Software yvou use high-yield cartridges, you're
supportincludesgood | looking at 3p for a mono page and
access security and 13.5p for each side of colour print.
printing controls, That makes the HL-L3270CDW
as well as free printer best suited to small businesses
mobile apps that only need to run off the
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occasional print in colour. Still, it
scores highly for output quality,
access security is tight and it won't be
beaten for cloud and mobile support.

SPECIFICATIONS

600dpi A4 colour LED printer e 24ppm
colour/mono e« 800MHz CPU  256MB RAM @
6.8cm colour touchscreen « 10/100 Ethernet
o 802 1Inwireless o USE 2 @ NFC (Android
only) eduplex e« 250-sheet drawer s single-
sheet manual feed slot e recommended
manthly duty cycle: 1500 pages #4393 x 461 x
252mm (WDH) #18.3kg e Tyr limited warranty
OPTIONS Zyrwarranty extension, £61exc VAT




Epson WorkForce Pro
WEF-C5290DW

Great value for small
workgroups, with plenty of
connection choices andvery
low energy consumption

SCORE €3OO

PRICE £175 exc VAT from printerbase.co.uk

fvou're looking to minimise vour

environmental impact, an inkjet is

the way to go - and youwon’t do
much better than Epson’s WorkForce
Pro WF-Cs290DW. Throughout our
tests, this small workgroup printer
never consumed more than 27W,
which is around 2% of the peak draw
of an equivalent business laser.

It's cheap torun, too. With XXL
black and XL colour ink cartridges,
typical mono and colour pages work
out tojust 1.2p and sp respectively. Be
warned, though, that the printer is
supplied with small starter ink bags;
Epson doesn’t quote a page life, but
our testing suggests that they're only
good for around soo pages.

Despite all of this, there's very little
in the way of technical trade-off. The
WE-Cs290DW comes with Gigabit
Ethernet, 8oz.11n wireless and USB 2,
along with AirPrint, Wi-Fi Direct and
an integrated NFC sensor: for £175, it's
a remarkable specification.

Initial installation takes a while, as
once you have loaded the four ink

The Network Business Focus
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software discovers the printer, loads
the drivers and automatically updates
the printer’s firmware.

The installer also gives you a
network status monitor and an E-Web
browser plugin for printing web
pages. Remote printing by email has
to be set up separately, but this
doesn’t take long: a wizard registered
the printer with our Epson Connect
cloud account and instantly assigned
it a customisable email address.

For an even more seamless
experience, you can install Epson’s
free remote print driver, which
appears as a regular printer in the
Windows print dialog. Behind the
scenes, it links up with the printer via
your Connect account, allowing you
to dispatch print jobs over the internet
from anvwhere in the world. Remote
access can be secured with a global

A

ABOVE Thisneat little
inkjet is vastly more
energy-efficient than
any laser printer

PRO

MME
o

There are plenty
of additional access
security features, too:
we were able to
browse usage logs
[rom the Connect web
portal, choose who
was allowed to print
email attachments
and optionally block
photo printing
altogether. You can
also configure up to
ten users and decide
whether or not they're
allowed to print from a
PC and use colour. And
for sensitive prints, the
driver offers a walk-up-
and-print option, which
requires a four-digit FIN tobe
entered at the printer’s control
pad to release protected print jobs.
Although the WF-Cs290DW
claims a maximum print speed of
34ppm, this isn't achievable in the
real world. The quoted ISO rating of
24ppm is a lot more realistic: our
34-page Word document emerged at
23.5ppm at Standard quality, which
tumbled to 6.2ppm when we switched
to High quality. Our 24-page colour
DTP document was slower still, with
Standard and High modes averaging
20.5ppm and 6ppm.
lF'or a sub-£200 inkjet, output
quality is really very

“Our testcharts revealed good. Both driver modes
super-smooth transitions produced sharp text with
2Cross Eﬂlﬂplﬂ! colour fﬂdES, almost imperceptible

. dusting on cheap 75gsm
while grey shades were paper, and colour
perfectly reproduced” reproduction was

impressive, too: our test

bags in the lower tray, the printer has key, although if you have already charts revealed super-smooth
to spend around ten minutes priming installed the driver in unrestricted transitions across complex colour
its reservoirs. Things gets slicker from | mode, vou'll need to run the routine fades, while grev shades using equal
here on, though, as Epson’s installer again after enabling this feature. mixes of C, ¥ and M ink were perfectly
reproduced. Photos printed on
EPSON Epson Connect = hE;.l"-.']Et_’ mu_gﬁm paper fihnwed plenty
T of detail, with no banding at all, and
FrE moving up to 160gsm semi-gloss
WF-C5290 , g ‘ .
SRR L L BELOW Epson's paper vielded excellent results with
remote driver not a hint of edge bleeding.
allows you to print All of this makes the WorkForce
fromwhereveryou | Pro WF-C35290DW a superb choice for
.~ happentobe small workgroups with a keeneve on
e === | the environment. The starter ink bapgs
i s bl Email Priet Bl e L Ly — (~§ i | ; B
- P Enatiea o e s aren’t very generous, but Epson
& Eman Pt " Prao Paper Pinting D —r— T ey s | | makes up for that with a low purchase
Eairagetipin o “m M sy masiis  (Mallasiessimsstiemosl | | price and running costs that no laser
Fiaan Faps Sar = S— a
i Phokc Pager Siae e E:'-Em:-_f_ﬂff“" T S e S can match.
LR At S8 e Lind [ Dwniinia | e : Papa Trpm S —— "
Fre Leg Sty s 2 SPECIFICATIONS
& Remots Print Bl ' ' — 4,800 x1,200dpi Ad inkjet printer e 34ppm
G2aiey | Lnadiac | I i [ Y = e 5,
v o mono/colourebom LCD colour screene USE
Fad 2 e Gigabit Ethernete BOZ2.1InwirelesseNFC e
| P o = i -
vow duplex e 250-sheet drawer # 80-shect MPT o
] L i ' I'-I
< fetem = - gL recommended monthly duty cycle; 2,500
Ot : e pages 425 %535 % 357mm (WDH)e15.3kg e
S i1 | D e o g i | | 3yron-site warranty with registration
ot e i e i | -
Py Bkt | | OPTIONS 500-sheet lowertray, £126 exc VAT
L &Br | o vl




Kyocera Ecosys
P6235¢dn
Designed for high print
volumes and fine-grained

security, this sturdy laser
Is ideal for busy offices

SCORE &3yt
PRICE £358 exc VAT from printerland.co.uk

vocera's Ecosys Pez23scdn isno

lightweight laser: it targets

medium-to-large workgroups
with serious printing needs. Its long
life print drum and developer are each
rated for 200,000 pages and they
come with a three-vear warranty
(whichever comes first), so there’s a
good chance vou will only ever need

concern vourself with replacing toner.

Even that's not something vou will
have to do very often. The starter
mono and colour cartridges supplied
in the box are good for 6,000 pages
and 5,000 pages respectively - and
replacements are rated at a massive
13,000 and 11,000 pages. That
translates to low ongoing costs of just
1p per mono page and 5.1p for colour.

There’s no need to be constantly
reloading paper either, as the
P6235cd’s soo-sheet internal paper
tray can be supplemented with up to
three more 500-sheet feeders. And
staff won't spend ages waiting around
for big print jobs to emerge, thanks to
a claimed 35ppm print speed.

In practice, we were pleased to see
that our 35-page Word document was
indeed delivered in precisely one
minute at the standard 6oodpi
resolution. And switching to double
sided printing had an impressively
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small impact on performance, causing
speeds to dip only to 3oppm.

Unusually for a laser at this price,
the Ecosys Pezgscdn offers a high
quality 1,200dpi print option - but
selecting this caused single-sided
print speeds to fall to 13ppm. It was a
similar story with our 24-page colour
DTP document, which came out at
34ppm at standard resolution and
1oppm at 1,200dpi.

This isn't a big problem, though, as
the higher resolution is superfluous
[or most business purposes. Output
quality is excellent at 6oodpi, with
razor-sharp text that we couldn’t fault
at all. Colour quality was just as good,
with no discernible stepping across
complex colour fades in our test chart
and faithful reproduction of grey
shades using equal mixes of cyan,
magenta and yvellow.

The one scenario where you might
want to tweak the settings is when
printing photographs. Mono photos
revealed slightly more detail at

Command Center BX B
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ABOVE A 500-sheet
internal feeder can be
axpanded withup to
three additional trays

“Users can be set up with
numerical account IDs, and
each can have a total page
limit assigned, aswellasa

limit on colour pages”

BELOW Kyocera's job
accounting tools give

you plenty of control
OVEr USEr access
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1,200dpi, while colour photos
- which initially came out
looking slightly dingy - were
greatly improved by tweaking
the driver’s colour contrast and
saturation settings to +4.
Management is handled via the
printer’'s Command Center RX web
interface, which allows you to
configure user authentication and job
accounting. Users can be set up with
numerical account IDs, and each can
have a total page limit assigned, as
well as an optional limit on the
number of colour pages they can
print. Users can log into the web
interface themselves with their
account ID, to view their own page
counts, check on the printer status
and view job logs. Enabling these
features requires a visit to each user’s
desk, however, as the driver needs to
be manually configured
to use job accounting.

For frequently used or
secure documents, it's
possible to set aside up to
6 4MBE of the printer’s
base 1GB of memory as a
RAM disk - and if you
need more space, vou can simply pop
in an 5D card. Kyocera also offersa
good selection of optional add-in
cards, although at £250, the IB-51
Soz.11n wireless adapter is expensive.

Finally, to complement the
standard Windows software,
Kyvocera's Mobile Print iOS app brings
a good range of features to mobile
users, including PIN-protected prints
and the ability to print from cloud
accounts such as Dropbox. The free
MyPanel mobile app also provides
handy printer status details, including
paper and toner levels.

While the 1,200dpi print mode is
slow, the Ecosys Pé23s5cdn hits all the
important notes. [t's expandable and
easily maintained, with good print
performance, strong security and very
low running costs.

SPECIFICATIONS
1,200dpi Ad colour laser printer @ 35ppm
colour/monoe1.2GHz dual-core ARM

Cortex-AS CPU e 1GBE RAM (maximum 3GB) e

L g
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Gigahit Ethernet e USE 2 e duplex « 500-sheet

tray «100-sheet MPT erecommended
- . monthly duty cycle: 3,000 pages e 390 x 532 x

ke o Ll S BRI S

oo r : 470mm WDH » 29.5kg @ 2yr on-site warranty
OPTIONS IB-51wireless card, £250 exc VAT
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Xerox Versalink
C500DN

Anexpansive app library
makes this affordable
printer exceptionally
versatile-and it's fast

e L e ok

PRICE £369 exc VAT
from printeriand.co.uk

itting in the middle of Xerox's

Versalink range, the CsooDNisa

colour LED printer aimed at
workgroups of between five and 15
users. Tothat end, it offers fast 43ppm
print speeds, built-in duplexing and a
recommended monthly dutv cvele of
10,000-pages. [talso features a
generous yoo-sheet paper tray -
which can be expanded hugely by
adding up to four 550-sheet lower
trays, or combining one with a
high-capacity 2,c00-sheet feeder.

Connection options are flexible, as
the CsooDN sports both USE 3 and
(Gigabit Ethernet ports, while
simultaneous 8o2.11n wireless
services can be added for £47 viaa
little box that snaps in at the back.

What really makes the Versalink
CsooDIN special, however, is Xerox’'s
ConnectKey platform. This provides a
tablet-like user experience via a 5in
colour touchscreen, complete with
downloadable apps to add useful print
and cloud features.

On first contact, awizard appears
on the touchscreen to guide you
through initial installation and get
vou started with the four preinstalled
ConnectKey apps. These provide
access to printer settings, job status
and USE device printing; the fourth is
the App Gallery, which you can use to

/

—\. i

browse the cloud app store and add
more (although vou'll probably find it
more convenient to log in from a
desktop web browser).

There are plenty of apps to choose
from, and some are free. One example
is @ PrintBvXerox, which lets you
email documents to the printer, view
them from the touchscreen and decide
which ones to release. Slightly
disappointingly, the cloud print apps
for Google Drive, Dropbox, OneDrive
and Box all cost around £80 per device
- but they work well, allowing users
to conveniently log in, browse their
accounts at the touchscreen and print
directly from the cloud.

And if that idea makes vou uneasy,
fear not. You can restrict touchscreen
access by user account - both local
and LDAP user authentication are
supported - and decide which specific
apps that users are allowed to use. The
printer driver also offers print and
hold, and PIN-secured prints.
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ABOVE ASincolour
touchscreen makes
the C500DN ajoyto
interact with

“The ConnectKey platform
provides a tablet-like
experience, complete with
downloadable apps to add
printand cloud features”

LEFT There's a good
range of apps on offer,
and the web
portal lets you
controlaccess
tothem
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Asifall thisweren't enough,
the Csoo0DN isalso the fastest
printer on test this month,
delivering our 43 -page test Word
document in 60 seconds at both
standard and enhanced
resolutions. And it's no slouch at

duplexing, producing a double
/ sided copy of our test document
at 41ppm. Our challenging
- 2 4-page colour DTP document

didn’t faze it either, with a 6oodpi
print averaging 43ppm, only
dropping marginally to 41ppm at the
enhanced resolution.

Quality meanwhile is top notch.
Even on cheap 75gsm paper, the
printer produced pin-sharp text and
detailed mono photos. Colour
printing is just as good: graphics came
out with plenty of fine detail, with the
driver's *Vivid RGB” setting making
our reports really stand out.

Mobile users can get inon the act
too, as the Xerox Workplace Cloud
portal provides local and remote
printing services for iOS
and Android devices plus
desktops. Licensed by job
credits or by device, with
a 3,600-job credit costing
£357 per vear, this makes
use of an agent discovery
service loaded on one PC
on your LAN and includes strict
remote access controls.

We've just one word of caution:
avoid the standard toner cartridges,
as these will send your running costs
through the roof. The extra high-vield
versions deliver far more palatable
mono and colour costsof 1.3p and
5.6p per page.

Aside from that, the Versalink
Cs00DN is very hard to criticise. The
ConnectKev apps make it supremely
versatile - but even if you have little
need for them, it's an excellent
choice, combining fast, sharp output
with great security and mobile
printing services.

SPECIFICATIONS

600dpi A4 colour LED printer e 43ppm mono/
coloure1.05GHz dual-core CPU « 2GE RAM @
hin colour touchscreen o Gigabit Ethernet o
NFC e USB 3eduplexe550-sheet traye
150-sheet bypass tray e recommended
monthly duty cycle: 10,000 pages e 427 x 466 x
443mm (WDH) @ 27.6kg @ Tyr on-site warranty
OPTIONS 802 1nwireless, £47 o Productivity
kit, £181 (all exc \VAT)




Buffalo Technology
TeraStation TS6400RN

(ood storage performance

and plenty of data protection
features, allwrappedupina
powerful hardware package

SCORE e

PRICE 16TB (4 x 4TB), £1,325 exc VAT
from span.com

uffalo Technology is upping its
B game in the SMB NAS market

with the new TS6000 series of
TeraStation appliances. Along with an
updated hardware package, Buffalo
has added support for NAS and iSCSI
LUN snapshots, plus a service for
securing [P SAN volumes to remote
Buffalo appliances.

This month, we've tested the
four-bay, 1U T56400RN. There’sno
diskless option, but you can have the
appliance prepopulated with 4TB or
8TB Seagate IronWolf drives. A 24
hour exchange service for failed drives
15 included in the standard three-year
warranty, although this may be
invalidated if you fit your own drives.

One key upgrade from the older
TS5010 range is that the Alpine CPU
has been replaced with a 2.1GHz Intel
Atom C3538. You also get 8GB of faster
DDR4 RAM, though thisisn't
upgradable. And beside dual standard
Gigabit Ethernet ports, the TS6400RN
offers a 10GBase-T connector with
support for NBase-T 2.5GbE and 5GbE
modes - so businesses wanting to go
bevond Gigabit speeds won't have to
replace their existing cabling.

The TS6400RN arrives ready to go,
with its drives preconfigured in a

RAID6 array. Once we'd connected it
to the lab network, the NAS Navigator
2 Windows utility quickly discovered
it, offered options to change the RAID
type and provided a direct link to the
web-based management interface.

There's not a lot else to set up as,
unlike Qnap and Synology, Buffalo
doesn’t let vou install extra apps toils
appliances. That might seem
restrictive, but the reason is that the
administrative account doesn't have
root rights, which in turn closes off a
lot of potential security risks.

Another notable security feature is
Buffalo’s unique Boot Authentication
Tool. This lightweight service runs on
a host PC on the same network as the
NAS appliance, and you can set the
TS6400RN to check in with it when it
boots up. If it's not found, all access is
completely blocked - a handy
safeguard against data loss, should the
appliance get stolen.

NAS access controls are flexible,
too. Shares can be presented over
selected protocols such as CIFS or FTP,
and you can either use local user and
group lists or link in with Active
Directory. Snapshots are managed
from the same section of the interface,
and can be run on demand or as often
as every five minutes.

[f vou need to recover a snapshot, it
is a breeze toroll entire shares back to
a specific point in time - such as just
before a ransomware attack. You can

]
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ABOVE A10GBase-T
connector gives you
plenty of high-speed
options

LEFT Buffalo's web
console has support
for storage snapshots
and good data
recovery features
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also mount snapshots as shares for
drag-and-drop recovery, while
Windows users with mapped shares
can use the Explorer’s Previous
Versions tool to view shadow copies
and revert to a specified point in time.

Buffalo also provides a Windows
agent for managing application-
consistent snapshots of VMware-
hosted virtual machines. And for
backing up client systems, the price
includes the NovaStor NovaBackup 10
software, with licences for one server
and ten workstations. We found this
easy to use and had no problems
backing up our Windows 10 clients to
shares on the appliance.

To test network performance, we
used the TS6400RN"s 10GbE port to
connect the appliance to a Dell
Powerkdge Té40 tower server
running Windows Server 2019. This
gave us raw sequential read and write
speeds of 9.3Gbits and

"It Isa h'I'EEIE to l'ﬂ" 5.2Ghits/sec in lometer. [P
entiresharesbacktoa  SANspeedsare equally
Eil'HiﬁL‘ Fﬂiﬂtil‘l time- good, with a 500GE target
such ﬂ!jllﬂ beforea delivering read and write
rates of g.2Gbits/sec and
ransomware attack” <Gbits/sec.

For those relyving on an
NBase-T connection, we also tried
connecting the appliance to the 5GbE
port on a Netgear ProSafe MS510TX
multi-Gigabit switch; this gave us
read and write rates of between 4 and
4.60Gbits/sec, for both our NAS share
and iSCS[ target.

It vou're looking for the most
expandable and feature-packed NAS
appliance, something like Synology’s
four-bay RS818RP+ might be a better
bet. However, the TS6400RN costs less
than the Synology, while offering a
faster CPU, superior DDR4 memory
and a convenient NBase-T port.
Businesses seeking a straightforward
storage appliance with solid security
and data-protection features will find
it fits the bill nicelv. DAVE MITCHELL

SPECIFICATIONS

1Urack chassise 2 1GHz Intel Atom C3538 «
SGBECCDDRS 4 x4TB Seagate [ronWaolf
hot-swap hard diskse supports RAIDO, 1,10,
b, 6e2x Gigabit Ethernet o 10GBase-T
(NBase-T)e 3 x USB 3@ NASNavigator 2,
MovaBackup Buffalo Edition {1server, 10
desktops) software e 3yr limited warranty
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(san XCubeNAS
XN5012RE

Theapp choice is basic, but
this expandable NAS delivers
enterprise-level data
protectionat an SMB price

SCORE €3¢t LIt
PRICE Diskless, £2,100 exc VAT
from span.com

yvou'll find that Qsan’s XCubeNAS

appliances have plenty to offer.
The XN3012RE is the latest to join this
burgeoning family, and like all its
stablemaltes, it runs Qsan’s QSM
software, which is based on a robust
ZOL (ZFS on Linux) architecture.

Snapshot services are excellent,
with QSM’s copy-on-write feature
offering unlimited snapshots as
standard. Data deduplication services
are included too, along with real-time
data tiering and optional WORM
(write once read many) policies for
long-term data protection.

Internally, the XN5o12RE is
powered by a dual-core 2.9GHz
Celeron Gzgzo CPU and comes with
8GB ol DDR4 memory (which can be
expanded to 64GB). It presents 12
hot-swap SATA drive bays; if yvou need
more, consider stepping up to Qsan’s
XNs012R, which adds arearsix-bay
SFF drive cage for four standard S5Ds
and two NVMe drives.

Connection options are good, with
four Gigabit Ethernet and four USBE 3
connectors at the rear, plus a USB 2
portup front. There are two PCle slots

I f data protection is vour priority,

available too, although these only
support Qsan's own 10GbE, 40GbE,
Thunderbolt 3 and SAS adapters.
Installation went without a hitch:
we fitted four 16TB Seagate Exos X16
drives, visiled the (Jsan Finder web
portal to install the latest QSM 3.1.7
software and set up a massive 44TB
RAIDs storage pool. Next, to test
performance, we installed Qsan’s
dual-port 10GDE fibre adapter and
connected it as a mapped sharetoa
Dell PowerEdge To40 Xeon Scalable
server running Windows Server 2019.
With this done, lometer reported
impressive sequential read and write

rates of 9.3Gbits/sec and 8.8Gbits/sec,

while drag-and-drop copies of a 25GB
file completed at average read and
write speeds of 7Gbits/sec and
3.7Gbits/sec. The appliance is no
slouch when it comes to backup
performance, either: our 22.4GB
folder of10,500 small files was copied
to the NAS share at a nifty 2.5Gbits/
sec. And IP SAN speeds are tops, with
a1TB target delivering read and write
rates of g.2Gbits/sec and gGbits/sec.
The tidy QSM web console makes
light work of storage management,
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“Data deduplication
servicesare included, along
with real-time data tiering
and WORM policies for
long-term data protection”

BELOW The small app
selection includes all

the data-protection
features you need

but it's short on apps,
with just ten on offer.
To be fair, though,
these cover all the
basic requirements,
including backup.
hardware monitoring,
cloud syncing,
antivirus, file and
media management,
VPNs, SQL databases,
web services and
virtualisation.

The backup app
can run on-demand
NAS share and iSCSI
LUN snapshots, as
well as scheduling
them as often as every five minutes.
Data restoration is swift, and yvou can
easily roll back entire snapshots or
browse their contents and restore
individual files or folders.

The Xmirror option lets you
replicate shared folders or entire
volumes to other Qsan appliances; it's
possible to send backup jobs to other
(san or rsync-compatible appliances
too, or to the Alibaba Cloud OSS,
Amazon 53 and HiCloud commercial
cloud providers.

Virtualisation performance is held
back a little by the
dual-core CPU, but the
XNs012RE can host any
08 you fancy, and QSM
gives you options to
download software
directly from the
VMware, Bitnami and
Turnkey app marketplaces. The Cloud
Sync app meanwhile supports Google
Drive, OneDrive and Dropbox, with
the option to run sync jobs in
real-time or periodically.

Lastly, as we mentioned earlier,
QSM offers flexible WORM options. A
choice of policies can be applied to
NAS shares to prevent the deletion of
important data: yvou can enforce a
retention period of any length you
like, or choose the "WORM forever™
option to ensure that shares can never
be modified or deleted. (Note that vou
won't even be able to remove the
volume containing the shares.)

With its basic set of apps, the
XNso012RE might not be the most
exciting NAS appliance around.
Howewver, it does an excellent job of
storing and protecting vour business
data, with great 10GbE performance
at a good price. DAVEMITCHELL

SPECIFICATIONS

2U rack chassisedual-core 2.9GHz Celeron
G3930 CPU e 8GE DDR4 UDIMM (max. 64GB)
e 12 x LFF/SFF hot-swap bays e supports
RAIDO,1,5,6,10,Z3, JEOD e 4 x Gigahit
Etherneted x USB3,USE 2 HOMI e 2 x PCle
slots e 2 x 250W hotplug PSUs e web browser
management e 3yr RTB warranty
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‘His poetry sings
like a summer
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A startlingly honest and intense collection, I JUST STEPPED OUT
is a kind of ‘last will and testament’ in verse. Written by
Felix Dennis after his diagnosis with terminal cancer, these
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Available now from Amazon and all good booksellers. &5

EBLIRY
PRESS

For more information on Felix Dennis go to: www.felixdennis.com



[dercrro [jEAcCEEOOK.COM/PCPRO

The Network Cheat Sheer 8

(Quantum computing

A futuristic buzzword or a game-changing paradigm?
Steve Cassidy gets to grips with an elusive concept

B Quantum computing? Isn’t that sci-fi stuff?

Actually, it’s not. Hardly any science-fiction authors seem to have
foreseen quantum computing: the envisioned future of computing
tends to be all about more speed and ever-increasing knowledge.
Quantum computing (QC for short) is something much more
complex and, frankly, a lot less plausible sounding - which is perhaps
why even the most imaginative writers have steered clear.

Bl So how is gquantum computing different to regular computing?
Regular computing is essentially about bashing electrons around a
maze. QC makesuse of the same building blocks, but instead of
physical particles it relies on shadows cast by other universes, which
may have equivalent devices in them making the same computations
at the same moment, No, seriously: for a detailed explanation, read
David Deutsch's The Fabric of Reality.

This extremely different way of working means that QC doesn’t
address the same functions as traditional computing. It's not an easy
speed boost, or the next big thing for gamers. QC demands a
completely new mindset on the part of both users and developers.

B S0 we're a long way from mainstream usage, right?
That depends on what you mean by “mainstream”. In September
2019, Google reported that it had achieved "quantum supremacy” - a
milestone meaning that it had completed a calculation using a
quantum computer that would have been effectively impossible
using traditional computing methods (in this particular case, the
computation would have taken an estimated 10,000 years to
complete on a current supercomputer). So QCis here today.
However, right now it's of very little benefit to present-day hot
topics such as Big Data, blockchain or machine learning. Hopefully
we'll find ways to make QC systems more versatile over time, but any
evolution could take vears or even decades, and it will never displace
traditional computing in all areas.

B And how will our business take advantage? I don’t see any
quantum computers on the Dell website.

For the foreseeable future at least, nobody is seriously proposing
home or business quantum compute units. For one thing, the
hardware is large and cumbersome, and needs to be supercooled. To
dip a toe in the commercial outcomes of quantum computing,
therefore, you'll need to find someone offering a suitable quantum

compute service for hire.
And this is already starting,
even before the technology is
meaningfully mature: drop
bv giskit.org and you can
learn the basics of quantum
computing, and access the
IBM Q Experience, which lets
yvou run quantum workloads
in the cloud right now

albeit, at this point, on
simulators rather than real
quantum computers.

M 50 quantum computing

is going to be just another
hosted resource?

Well, ves - in the same way
that CERN is “just another
hosted resource”, and the Hubble
Space Telescope, and Elon Musk’s
holiday snaps. Pretty much
evervthing we do for the foreseeable
[uture will have some cloud
presence, Bear in mind, though, that
this isn't just another server to log
into: the basic fabric of what you can
do with a cloud server israther
broken by quantum’s apparent
promise of a multiverse of
computers, each doing only part of
your computations.

B | suppose this new field will bring
all sorts of new costs?

Not necessarily. In the areas where
QCis expected to have commercial
applications, the push has mostly
come from the business interests

“The IEM QEI'}EI‘iﬂlﬂ:E themselves; that means that many of
|Et5)'0ll run quantum ”w. p-lzw:npl-: m umight 11nmg1uc' need
workloads in the cloud training don’t, as they're actually the
3 0 5 _ ones in the driving seat. And, as
I‘Igi’lt now-albeit,atthis = \e'venoted, there are resources out
pnint, onsimulators” there to help developers get started

with quantum concepts. In terms of
management, the main challenge
vou're likely to face is just how to
stop people exchanging woo-words
with no meaning or value within
vour business. @

Does OC mean the end of cryptography?

Lots of excitable commentators picoseconds and zeroing inon the

want you to think it might. Even the
terminology is over-excited; yes, as
we've mentioned, Google may have
achieved “quantum supremacy”, but
that doesn't mean it can now use the
technology to do whatever it wants.
QC lets you take advantage of some
of the odd properties of a multiverse
of quantum computers, and that'sit.
That said, code-breaking is one
areawhere anarray of superposed
quantum machines can be very
usefulindeed. Barrelling through
billions of possible permutationsin

ones that contain real words
instead of random mush is a pretty
perfect fit for this type of computing.
Make no mistake, though: we
are talking about highly specificand
demanding bits of coding and
delivery here, and anyone using a
public cloud resource for this sort of
activity is likely to be spotted very
guickly. For the foreseeable future,
it's likely that only nation states and
supercriminals will be in a position
touse QC to attack current
cryptographic methods.
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THEBUSINESS QUESTION

How do I manage a departing
employee’saccess to IT?

Nik Rawlinson talks to experts in access rights, data removal
and human resources to navigate this most tricky of passages

obs for lifeare a thing of the past.

Staff turnover has never been

higher, in part because it suits
CI'l‘lpiﬂ}-'E'I'S to structure contracts that
way - but more often because there's
askills shortage. Staff are a valuable
asset easily lured away by rivals.

And then what? Do you revoke
their access, both physical and digital,
to keep them away from your
infrastructure and data, or should it
be business as usual while they work
out their notice? A decision like this
can only be made if the organisation
has a clear picture of what exactly the
employee can access.

*You need a complete
understanding of the company assets
employees use [rom their first day,”
said Fredrik Forslund, one of the part
tounders of the Blancco Technology
Group, whose eponymous product is
used by businesses to safely wipe used

Bt 71 3 fis 21
- |

kit for reuse or sale. *You need an asset
management system that tracks the
physical assets an employee’s using,
which can be simple to organise and
incredibly helpful when reconciling
asscts following an emplovee's
departure. Besides that, it's great to
know all digital services used, which
is easiest to achieve with single sign
on. Simple tasks like changing
passwords and logging out of online
services is an important process that
could protect yvour company froma
potential data breach.”

“An IT admin reguires quick
visibility into the scope of who has
access towhat within the
organisation, including internal
systems, cloud services and files,”
said Brandon Shopp. VP of product
strategy for security, compliance, and
tools at SolarWinds, whose access
rights manager software helps [T

managers understand what a
departing staff member had access to,
bevond simply their Active Directory
account. “Doing this manuallyisa
time-consuming exercise, so having a
tool that audits and provides it to you
is an important resource. Before the
employee exits the organisation, IT
admin should revoke access to any
information they don’t need to
complete their final assignments.
Having a product in place to help with
this not only provides visibility, but
also an audit of changes to vour
infrastructure to help understand who
is making changes and what they are.”

B Why, where and when?

[t also depends on the circumstances

under which the employee is leaving.

Redundancy requires a period of
consultation, during

“Before the employee exits, which restrictingan
IT admin should revoke

access toanyinformation
thl‘.'}l' don'tneedto t:nmplete organisation open to legal
their final assignments”

emplovee'sright to
work - and access to
resources — may leave an

repercussions. Should an
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employee voluntarily hand in their
notice, however, the situation is
somewhat different.

“If the emplovyee is leaving to go to
a competitor, it’s still the situation in
most cases that once they've handed
in their notice they'll probably be
leaving that day, so won't continue to
have access to the [company’s] data

although that's a bit of an outdated
concept, to be honest,” Shaun
Thomson, CEO of Sandler Training
told us. “By the time someone puts
their hand up and says they’re
leaving, if they want to take that data,
they already have it. They'd besilly to
wait until the day after they've
handed in their notice.”

Thomson says organisations
should concern themselves with
continuation of business at least as
much as they think about the safety
of their data and the hardware they
have loaned an employvee. Building
multiple contact points for cach
client, effectively sharing internal
data far and wide mav, conversely, be
the most effective solution.

B Hardware and data
jurisdiction

“Once the decision about letting
someone go has been made, a
collection date for assets should be set
and when assets are collected, all data
should be securely erased with an
audit trail.. before these assets are
transferred to another user,” Forslund
said. “There should be zero risk for
data leaks in between usersina
situation like this.”

Frequently, the distinction
between corporate and personal
hardware - and corporate and
personal data - is blurred. BYOD can
result in business-critical data
residing on users’ own devices, while
personal emails may lingerina
corporate inbox. Should employees be
allowed to export their mailbox and
take their contacts with them?

“Generally, no,” said Forslund.

“The personal emails must originate

from some other service where

access to emails should still exist and
remain. If employees are allowed to
export their inbox, all locally saved
work emails will come along, which is
not okay.”

Shopp agrees. "Company email
systems and the underlying data
stored within belongs to the
company, which makes it
the company’s discretion to
allow the employee (o
extract any personal items
such as contacts and
emalils before they leave.”

It's therefore essential
that guidelines for the
acceptable use of email are
written into staff members’
contracts of emplovment, so

ACCESS DENIED

mind, only considering the risk to
yvour data at the point an emplovee
announces they're leaving is probably
too late. Data can be used as an
insurance by staff who feel their
position to be under threat. By
cultivating multiple touch points
between your organisation and
its clients, this policy will be
less effective, and have a less
detrimental effect in-house
ifit was ever deployed.

M You'refired!

Special consideration
needs to be given to staff
leaving under a cloud, for

whom you may wish to
curtail access to mission-
critical systems and sensitive

that confusion - and conflict - can data in short order.
be avoided at the point of departure. In this case, SolarWinds’ Security
As Thomson points out, “when ABOVE Certain Event Manager “alerts yvou if someone
vou employ people yvou're looking for | software cannotify is still trying to use an account once
certain things, which vou're youif an ex-employee thev've been locked out”® said Shopp.
disdainful about when they leave. You | isattemptingtoaccess | “IL gathers logs that can tell you why
expect them to come with contacts but | alocked account someone is tryving to authenticate
don’t want them to leave with any.” with the account that you've shut
But contacts alone are less down. Is it an application that was
important than an established installed while the person was still at
relationship once an organisation the company, which you need to go
reaches a certain size. in and shut down, or is somebody
“When we're working with our actually trying to do something that
client companies, we apply an acid they shouldn't? Having visibility into
test: do vour clients have a that is something that
relationship with vou or just one “If EI'IIPIIWEEE are allowed every organisation
person in vour company?” Thomson to export theirinbox, all should have.”
asked. “If'it’s the latter, when that Iﬂca“y saved work emails As Thomson explained,

individual mowves the client is going to
go wherever they go. As you grow
- both your own company and a
company vou're dealing with
externally - it’s more about dealing
organisation to organisation. We use
Microsoft Dynamics as a CRM, but if
our contact at Microsoft left that
wouldn't change: we'd still be using
Microsoft software. The bigger a
company is, the less likelihood that
the emplovee will be able to take
business with them.”

From a leadership point of view,
then, and with succession planning in

not okay”

The expert view Jon Honeyhall

If someone s leaving and you
fear they might take all your
data, thenit'stimeyouhada

serjous look at your access policies
and data structuring. Every user should only have

the nature of business. But does the stores guy need
access to accounts information? Of course not, but
when was the last time that you did a proper
information security audit?

As a rule, cut off access as soon as possible.

will come along, whichis

access to what they need to do their job. And logging
accesstothat datais entirely proper. Handing out
too much access is simply negligent behaviour,
Onthe flip side, there is no point being too
paranoid. A travelling salesman will have all their
business relationships in their head anyway, and
that information goes when they leave. That's just

Change all passwords and use remote cleaning
tools to take out stuff that is on their work-supplied
laptop and phone. Things get trickierwhen you're
dealing with BYOD, which can then turninto Brought
Your Own Disaster from a data privacy point of view.
But you took the choice of being a skinflint up front,
and will now pay the cost down the line.

though, each situation
must be considered on its
own merits. There'sa
wide choice of safeguards
that companies can choose from,
depending on their philosophy, size,
and the kind of assets - both physical
and data-based - they're dealing with.
Key is understanding what staff have
access to, and knowing what needs to
be done as soon as it becomes clear
their time with the business is
drawing to a close. After all, the rate
of staff turnoveris unlikely to slow
down any time soon, ifever. @

As for the wider HR issues, it's imperative to
get good advice. Lawyers are expensive, but they
can save you a fortune in the longer term. In the
end, pragmatic access to datais the most
important issue. You can still layer in rights
management and digital keys if you really want to,
but few SMBs have the resources to manage that
anyway. Oh, and allowing home devices onto the
corporate Wi-Fiis a complete no-no too, so provide
a“home" network SSID and VLAN for such traffic.
Reducing the footprint to uncontrolled accessis a
key requirement.
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Real world

JONHONEYBALL

com putl ng EXPERT ADVICE FROM OUR PANEL OF PROFESSIONALS

“Sothisisaproductthatissold almost
certainly primarily formacQOS, but
requires a Windows boxto updateit”

Jon hits an update roadblock when adding 10Gb Ethernet to an old Mac Pro,
and gets angry with Google when he switches from one phone to another

v recent experience with
upgrading large Synology
NAS (network attached

storage) boxes to 10Gb Ethernet was
sufficiently promising and useful that
[ decided to upgrade my “waste
basket” Mac Pro, too. That's because,
every few months, it’s used for a
specific project where [ handle a
multitude of large Windows virtual
machines, hosted within Parallels
VMs. | sometimes end up with 30 to 40
system state snapshots within the VM
container, and the resultant file can be
upwards of 500GB in size. Moving that
around for backup purposes over
Gigabit Ethernet is an exercise in
frustration as the network itself'is
clearly the bottleneck.

How toadd 10Gb Ethernet to the
Mac Pro? The obvious way was to use
a Thunderbolt 2 to 10Gb Ethernet
adapter. | had already purchased an
Atto unit for use on my 27in sK iMac,
but the cost was steep at around
£500, excluding VAT. I had recently
spotted that Sonnet, another Mac
specialist, had released the Sonnet
Solo 10G unit. This is a small box with
a10Gb port on one side and a short
captive Thunderbolt 2 cable on the
other. Sonnet now produces a
Thunderbolt 3 version, which would
be useful for a recent MacBook Pro, tor
example. Note that the iMac Pro has
10Gb built in, as does the forthcoming
Mac Pro.

At £175 plus VAT, it seemed a
much more friendly price than the
otherwise excellent Atto unit. A
purchase was made, and it arrived a
few days later. In addition, I needed to
upgrade the 10Gb network switch
because [ had run out of ports.
Originally I bought the small but
perfectly formed Netgear XSso5M
switch, which has four main ports
(one of which is mirrored onto a fibre
SFP port) and costs a trifling £228
exc VAT. The connection of two
Syvnologies, one iMac and the uplink to
the main Meraki switch had filled all
the ports. Fortunately, Netgear does a
bigger brother version, called the
XS508M, which costs £340 exe VAT
and frankly is the one [ should have
bought in the first place. This has
eight ports, and hence solved my
problem and gave me room for
additional devices in the future.

Getting the Sonnet up and running
was trivially easy. Plug it in, choose it
in the Networks part of System
Preferences, plug in an appropriate
10Gh-capable Ethernet cable, and
hook it up to the switch. Everything
worked, and | could move 600GE of
data across to the NAS in around 25
minutes or s0, compared to the
multiple hours required before.

Before finishing, | decided to check
for a firmware upgrade for the Sonnet.
Aha, there was a newer firmware
available, version1.4.2_3.1.90, dated
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Jonis the MD of

an IT consultancy
that specialises

in testing and
deploying hardware
) @jonhoneyball

“AmIannoyed?
Of course Iam.
The primary
platform for

Thunderbolt 2
was mac0S”

EELOW Sonnet’'s box
seemed an easy and
relatively cheap way
to add 10Gb Ethernat
to the Mac Pro, but
buyer beware

8 August 2019. [ clicked on the
download link, opened up the ZIP file
and looked in puzzlement at the
contents. There were a bunch of CLX
files, which I presume were firmware
binary images. The usual README
and licence files. An XML file for doing
the updating. And an executable
called ATLFLASHUPDATE.EXE. HOowever, no
macOS executable was to be found.

[ returned to the download page
only to discover in the small print the
words: “This firmware fixes an issue
using a grandmaster clock in multiple
AVB domains, and other minor issues.
At this time, the firmware updater
runs only under Windows, but this
firmware supports operation under
Windows, macOS and Linux.”

So this is a product that is sold
almost certainly primarily for macOS,
but requires a Windows box to update
it. Not only that, a Windows computer
that has a Thunderbolt 2 port. For a
Mac user, vou are just straight out of
luck and the product is effectively
unsupported right from new. Now |
have to hunt around and see if I have a
Windows computer with Thunderbolt
on it. I think that my Dell XP5 27
desktop has Thunderbolt 3, and thus|
might be able to use the Apple
Thunderbolt 2 to Thunderbolt 3
adapter to mount up the Sonnet so |
can run the firmware updater.

Am [ annoyed? Of course I am. The
primary platform for Thunderbolt 2
was macO5. It's only the integration
of Thunderbolt 3 with USB-C that has
brought it to wider acceptance on the
Windows platform. And I didn’t
expect to have to check not only that
firmware was available, but that the
updater was for the intended
mainstream platform, too.
Lesson learned. Mavbe it

would have been easier to

buy another Atto unit, At

least it supports the main
platform appropriately.

The joy of swapping phones
i08 13 has been released, and it's the
usual large scale annual update from
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Jon Honeyball
Opinion on Windows, Apple and
everything in between-p110

Apple. Dozens and dozens of new
features and facilities, some useful
and some trivial tweaks.

It's been a couple of weeks since
the initial release of 105 13.0, and
already we have had 13.1. And then
13.1.1. Mavbe this week will bring
13.1.1.1 and next week we will have
arrivedat13.1.1.1.1.

First, let me praise Apple for the
way it is possible to transfer the
contents of one phone to another.
Simply place the new phone next to
the old one, and it sends the entire
contents across on a private Wi-Fi
network - I presume it’s Wi-Fi, given
it has some 200GB of stuff to move in
my case. Once done, the new phone is
up and running and everything has
been transferred.

You'd think that would be it. And it
is.. until you start running yvour
third-party apps. At which point, you
discover that many, maybe even most
of them, are somewhat screwed up.

Now | am not particularly
surprised that the Barclays Bank app
has noticed that it is now sittingon a
new phone, and that it needs to go
through some re-authentication to
ensure that it hasn’t just been cloned
by a fraudster. There is a means by
which vou can authenticate vourself
to the app, and everything is up and
running quite quickly. That is except
for the Mobile PINsentry
authentication svstem: this is disabled
for “up to 4 days” during which
“security checks are made”. After
waiting eight days. I reached out to
Barclays support on Twitter to enquire
how long these four days were, since
they clearly stretched bevond the
normal 24 hours. | was told it could
take up to ten days for this
functionality to be re-enabled. All |
can do is sit and wait.

Microsoft Outlook had imploded
and lost all of its account information.
This really was the last straw for me
with this app, and [ have gone back to
i08 Mail for all my Office 365 email
accounts. The fact that Outlook on iOS
still can't handle digital certificates
for signing of emails tells me itis not a
serious platform.

The biggest offender, however,
was Google Authenticator. [ use this
to do two-factor authentication for
the administrator accounts on the
Synology servers. [t turns out that
there is no means of backing up and

Unigue insight into mobile
and wireless tech-p113
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Paul Ockenden Lee Grant

computer repair - pl16

restoring the account settings in this
app. And they don’t transfer when
vou do a phone upgrade either. Some
idiot in Google has clearly decided it
is better to just drop all the
authentication on the floor instead,
Which of course can be exciting when
vou are using this tool to do
authentication into other services.
Fortunately, there is a fallback
*email me an emergency code” facility
on the Synology NAS boxes, so [ was
able to get back in, disable 2FA, and
set it up again. I am now looking at
alternatives including Authv and the
Microsoft
Authenticator app,
both of which have
some semblance of
backup and recovery
of the keys. My mind
is still reeling at the
concept of an
authentication tool
that cannot back up its
keys, but I'm sure it

makes sense to iPhane
someone inside Google, "'1 mmiuﬂﬁf““
In terms of stability, D*j’ wuumademupl
i0S 13.0 wasabitofa when you finish
wobblyjellyina mwmﬂ""?w"ham

thunderstorm. |
managed to cause
repeated kernel panics
by running the Svnology
DS-Cam remote camera
app and scrolling back

Tales from the front line of

ABOVE i0S13.0 was
wobbly-tosaythe
least -butissues are
being ironed out

BELOW Thei0S data
transfer tool is nifty,
yetitcan play havoc
with third-party apps

Davey Winder
Keeping small businesses
safe since 1997 -p118

Steve Cassidy
The wider vision on cloud
and infrastructure-p120

through the timeline. This was still
the case in 13.1, but 13.1.1 appears to
have fixed the issue.

So now [ am left with trving to find
where things have been moved to. 1
use Find My Friends a lot to find out
whether my husband has leflt work so
I can make sure I have the kettle on for
some tea. This app has now been
renamed to “Find my” and integrates
in the “find my computer/phone”
functionality. A little birdy tells me
that Apple isshortly going to launch a
keyring location tracker device,

similar to the Tile devices
that have been around for a
while. Tile allows you to
locate through the Tile use
network, Just imagine if
Apple’s Tile-alike managed
to locate, in a secure
encrypted fashion,
through the entire 108
device network
worldwide. This would
indeed be a game
changer. Let's see if the
rumours come true.

As for the phone, |
actually had no
intention of upgrading
my vear-old 512GB Xs

Max. But the lure of
the three-camera
capability on the new
iPhone 11 Pro Max was
too strong, hence the

m
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need to transfer my Xs Max to the 11
Pro Max. And hence all the issues |
have just covered.

[ have done a whole bunch of
photography on the 11 Pro Max
alreadv and, frankly, it is
astonishingly good. The
likelihood of me ever
taking my Leica cameras
out again has been
reduced to near zero. And
the old adage applies - the
best camera is the one you
have in your pocket at the
time. In truth, the upgrade
isn’t worth the money unless
vou need to be on the leading

many other places,
thanks for asking). The
Caddy was ex demo at
our local VW van
emporium, and it ticked
all the boxes for
optional extras. So it has
a very good built-in
satnav with touchscreen
and Apple CarPlay.

I have come to really
like CarPlay, simply
because it removes you
from the byzantine and
nften baroque user
interfaces of the touchscreens
of most cars. It allows access to
Google Maps, and music from

edge. [t would have made more various streaming services. I like
logical sense to wail until next the voice control, and the ability to
vear for the 5G version to come send and receive SMS simply using
along, presuming that we have voice recognition. And my favourite
some 506G coverage outside of the app is Waze for traffic monitoring and
major cities. route planning.
I'd probably pay a hundred pounds

SEH'ISLIHQ web camera the thing that died, and so farlam ABOVE While Axis is for it on a new car. Whether  would
[ needed to replace one of the security | happy. I have, of course, disabled all my preferred security | pay some $4,000 foriton a new
camerasat the house, because theold | internet access, cloud support and all | cameraat work, this Ferrariis a moot question. But that
one had died. It had managed to get its | other unnecessary frippery, and made | £110 Samsung unitis market rationalises inordinate
built-in OS into some sort of a good use of VLANs. [f vouare in the provingagreatchoice | amounts of money to have different
firmware reboot lockup and didn’t market for some I[P cameras, [ would for home paint colour on the brake callipers,
respond to determined poking. So | certainly give this a look - especially 50 | guess a normal sense of value
went hunting for a new one. The usual | at the current price. doesn’t reallv apply.
go-to name [or security cameras is But BMW’'s move is interesting. It
Axis and we have a number of them Time to CarPIay vou have the full satnav touch
around the lab. They do a good job, We have a rather nice little VW Caddy interface, then you get CarPlay for
although the purchase prices can be van that we use both for the laband free. Kind of. After a couple of vears,
somew hat robust. for ManFood (the company my BELOW AppleCarPlay | BMW will charge yvou a subscription

A little hunt on the intertubes husband I set up a few vears ago to inmy VW Caddy gets price to keep it running. Now £85
showed that the Samsung Wisenet create a range of pickles, sauces and rid of the frustrations | per vear might not sound a lot (and
QNO-6010R could be just the ticket, other fine condiments, which you thatbedevilmanycar | voucan pav £255 for three years or
giving 1080p resolution, infrared can now find stocked on Ocado and touchscreens £295 for a lifetime subscription)

illumination and a price tag
of a little over £100.
Compare and contrast to the
similar specitied Axis
M2oz2s5-LE, which is three
times the price.

Fitting the Samsung was
straightforward enough,
once vou realised that vou
need to take the entire
mounting apart to rotate it
to the orientation you need.
And the documentation is
heroically awful. But [ soon
got it up and running and
feeding images into the
Synology Surveillance
Station engine on the
network. The picture
qualityis a stepup from
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but it still opens BMW up to criticism
about ongoing subscription costs
for capabilities.

| can see why BMW would want to
make this charge. But it will require it
to actively offer a software upgrade
path. This is something that Tesla has
nailed completely, and for which maost
car manufacturers are stuck in the
Stone Age. My little Audi A1 could do
with a maps upgrade but it runs from
an 5D card and the cost is ludicrous.

[t's easy to see why these
manufacturers want to monetise
CarPlay: otherwise they would be
missing out on lots of massively
overpriced updates and ongoing fixes.
Andif vou think that's bad, think
about what will happen in the longer
term with autonomous cars. What
will we do whenwe don’t have to
drive the car? The answer is simple
— use the car systems for shopping,
watching TV and so forth. Allowing
the user to move to some other
platform shifts the fundamental
financial basis of that customer
relationship, and not in a way that
benefits the car manufacturer.

Audio analyser

| discovered a nice piece of audio
analysis software. Called MusicScope
from Xivero (xivero.com/ musicscope)
it does a fine job of doing spectrum
analysis of a music track you feed into
it. It also does all the average level
calculations, crest factor and so forth.

ABOVE Xivero's MusicScope is an excellent
spectrum analysis tool -and the price is right

[t's a really useful little tool for seeing
what is going on. Costis trivial at
under £30. and vou can install it onto
three devices at once. And it
supports Windows and macOS
too. It's clever, it's useful

and provides great insight.

@ jon@jonhoneyball.com

PAULOCKENDEN

‘I reckon that, for many people, the
Raspberry Pi4 would actually be
okay as adesktop replacement”

Paul gives the latest Raspberry Pi a real-world workout,
finding its strengths and exposing its weaknesses

've been playing with a Raspberry

Pi4 - in fact several of them - for a

few maonths now, so I've reached
the point where | can start to write
about them here. This being a real-
world column, I never like to write
about products when thev're brand
new: it’s good that they get a thorough
workout first.

Sowhat’s the Raspberry Pi 4 like?
Or the Raspberry Pi 4 Model B to give
itits fullname - I'll return to the
significance of the “Model B® moniker
towards the end of the column.

Well, ifT had to sumitupin a trite
soundbite, I'd have to describe it as
powerful but flawed. Let’s start with
what's good, and there’s lots of'it.
First, it's fast. Not fast like your laptop
or desktop computer, butit’s probably
as fast as the phone in vour pocket.
This really opens up the range of tasks
that vou can use it for. While previous
generations of Pis were often used as
local data loggers, for example,
forwarding on readings from sensors
to be crunched on a “proper”
computer, the Pi 4 means it's quite
realistic to do that processing locally.
In fact,  reckon that, for many people,
it would actually be okay as a desktop
replacement. For things such as email,
web browsing, social media and
watching videos, it's perfect. It will
even play basic games, Of course if
yvou want to edit videos or play the

Paul owns an agency
that helps husinesses
exploit the web, from
salesto marketing
and everything

in between

{) @PaulOckenden

BELOW The
RaspberryPidisthe
fastest Raspberry Pi
yet, butit does have
some niggles

latest games then it’s really not the
right bit of kit!

Pretty much everyvthing soldered
onto the Pi 4 circuit board has been
revamped and upgraded. The CPU is
actually partofaSoC, orsystemona
chip. That means that the metallic
chip that you can see in the middle of
the board doesn’t just contain a
traditional processor: there’sa GPU in
there too, as well as various bits of
electronic glue that would normally
be needed to interface a processor to
the circuitry that sits around it. The
CPU is a four-core design, just like its
predecessor. And the clock speed has
only jumped from 1.2GHz to 1.5GHz,
50 al first glance you would expect any
gains to be quite modest.

Those four cores are now Cortex
A7z, though, and that’s a huge boost
over the As3 coresin the Raspberry Pi
3. The A72 and A53 are both ARMvS,
50 there's no real difference with the
instruction set, but the differences lie
in the way the processors work. The
As3was designed primarily for
efficiency and frugality, whereas the
A72 is all about performance. It has
more onboard cache for starters, and
that always makes a big difference
with any CPU.

The differences go wayv bevond
that, though. The A72 supports
out-of-order execution (sometimes
written as QoOE). In simple terms, the
slower As3 will just grab program
instructions sequentially from
memory and execute them in turn.
Sometimes there might be a delay

because not everything needed to
perform the particular
instruction is ready vet,
and so those CPU cycles
effectively get wasted.
With OoOE, the incoming
instructions are placed
into a bufter and, whenever
there’s a spare CPU cycle,
anyvthing in the queue that
already has all the inputs that it
needs will be executed so that the
CPU grunt doesn’t go to waste. And
then afterwards, in an output buffer,

n3
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the results are placed back into the
ﬂriginal execute ﬂ],‘ﬂﬁ],‘, 15 not easy to
do this, requiring much maore logic
and circuitry within the CPU, but it
pays handsome dividends.

Cookingwithbreadcrumbs
The A72 also has a bigger pipeline and
better branch prediction than the As3.
These are two things that work hand
in hand to optimise performance.
Imagine you're about to cook a meal
and the recipe asks for dried
breaderumbs. As vou follow the steps
yvou'll find one that says "if the
breadcerumbs are a little soft then heat
up the oven to 200°C and then put the
crumbs in for five minutes”. Now that

and the purpose of the two
CC pinsis to manage which
is the source and which is
the sink end of the cable.
USB-C cables are
unidirectional - they can
have the same plug on each
end. You just don’t get that
with previous versions of
USEB such as micro-USB,
where it's always obvious
which end of the cable is the
giver and which is the
receiver, whether it be
power or data. The CClines
also signal what type of
device is connected. It's
called the source-sink

obviously means you'll be sitting that sits near the middle of the circuit | ABOVE Themetalchip | relationship. The Silicon Labs FAQ
around waiting for the oven Lo heat board. But there's much more that's inthecentreofthePid4 | will give vou more detail if you're

up. With branch prediction, the been improved with the Raspberrv Pi | doesn'tjustcontaina | interested: pepro.link/3ozusbe,
processor assesses the chances of 4 Model B. With earlier Pis, much of processor-italso In an application such as powering
needing the oven at this point, and the | the interfacing was done via a single housesa GPU a Raspberry Pi 4, these two pins are
time it will waste, and so heatsitup A80oMbits/sec USE lane. If vou used the used to detect things like which way
anyway, If the breadcrumbs are Ethernet port the USB slowed down, round the cable is, and whether either
already dry then there's no harm done | and vice versa. If yvou used one USB end has been inverted (don't forget
and no time wasted - you just carrv on | port the other slowed down. And so that, unlike other USB variants,

with the recipe. But if the crumbs do on. That's all been revamped with the USB-C plugs can be inserted either
need drying, vou no longer have to Fi 4. The USB ports are now all fully way up). And also how much power
walit for the oven to heat. independent, and two of them support . the PSU needs to supply.

The better the branch prediction, USB 3. The Gigabit Ethernet port is “ThePid’s To enable this detection both pins
the more the CPU is able to weigh up now actually capable of reaching USB portsare are supposed to be floated to ground
the likelihood and consequences of Gigabit speeds, too. using a resistor - a separate resistor

o X - , now all fully x G
these decisions, and the longer the 'he memory has also had a big : for each. But the Pi 4 designers cut
pipeline the further ahead the boost. It's beenupgraded from IIldE[JEIIdEIIt, corners and didn't use the reference
processor can look for these possible LPDDRz to faster LPDDR4, with a andtwoofthem | uss-C design that's printed in the
optimisations. In terms of pure CPU throughput around twice that of the support USB3" | spec- instead they just used a single
grunt, I reckon the Raspberry Pi 4 is Pig, andit’s no longer limited to 1GB resistor connected to both pins.
around four and a bit times faster than | - voucan buy the Pi 4 in 2GB and 4GB The result is that many power
the Pi 3. Much more than the jump configurations if vou wish. Unless supplies will see the device as a low
from1.2GHz to 1.5GHz would suggest. | vou're on areally right budget, I power accessory, and so won't supply

The onboard graphics have also advise going for the 4GB variant. the full current that the Pi 4 needs. |
received a boost. Previous Pis used the Despite all these upgrades, the Pi 4 tested various USB-C power supplies
Broadcom VideoCore IV GPU as part is backwards compatible with earlier and battery packs that | have here and
of their SoC, but with the Pi this Raspberry Pis. It still has the same set BELOW The USB-C around half of them work and the
jumps to the VideoCore V1. Hard to of pins so will work with add-on specshowsseparate | other half don’t. It seems to be hit
see the difference perhaps in Roman boards that adhere to the HAT resistors pullingdown | and miss even across particular
numerals, but it's gone from four to standard (which actually stands for theCClandCC2lines, | manufacturers such as Anker.
six. 5o what does that mean? Well, the | *hardware attached on top”, but but the designer of the Thankfully, and unsurprisingly,
new VC6 GPU is faster, naturally, but nobody ever calls it by the full name). Pidskimpedandonly | the official Raspberry Pi 4 power
it now also supports 4K video and two | So ifvou've invested in displavs, used one supply works just fine, so my advice
separate HDMI outputs. For day-to- sound cards or fancy DACs, _
dav operations vou might not even they will all still work with FIGURE 6&: CABLE ORIENTATION DETECTION
notice the speed difference between the Pi 4. .

VC4 and VC6, but if you fire up a GPU- ' DFP : ; U UFP
intensive game you’ll find a frame rate Sowhat Ewrﬂ“g? a0 e ; USE Type-C Cable 1

that's anywhere between 50% and I mentioned that the Pi 4 is g — e —

100'% faster on the Pi 4 than the Pi 3. flawed - what are the ' |

This is a key reason why some games gotchas? Well, first off, cUnflioped” : = i
actually become playable on the Pi 4. Raspberry Pi made a really | I

So far, all of this has been inside the | stupid mistake with the DEP : UFP
S0l - the little 1.cm square metal thing | power input on the board. It's :

i powered by USB-C this time, e . : WS D Catoe
rather than the micro-USB of oo L L
.. earlier generations. And the ;
. USB-C spec has two pins “Flipped” :
. called CC1and CCz. CC stands '
. for configuration channel,
8
[
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is to stick with that. It's not expensive
and it works well.

The other problem with the
Raspberry Pi 4 is that, if you ask it to
do anvthing taxing, it gets very hot.
This won't damage the silicon - it just
throttles back its internal clock and
runs very slowly until it cools back
down again - but the whole point of
buying the Pi 4 is because you want
something that runs nice and fast. If
yvoudidn’t, vou'd have bought the
cheaper Pi 3.

Now there are ways to deal with
this excess of heat, but they all involve
third-party add-ons. 1 can’t help
thinking that, given just how much of
a problem heat is with the Pi 4,
perhaps the Raspberry Pi Foundation
should have designed something in
from the start.

There are two ways to deal with
¢xcess heat: passive and active.
Passive essentially means using a
heatsink. With the Pi 3 vou could buy
heatsinks (because it too would
throttle back, but this time only under
extreme load). With the Pi 3, the
heatsinks tended to be tiny, but with
the Pi 4 vou're probably best off
looking at a wraparound heatsink
case. Be warned that, although these
should stop the Pi 4 from slowing
down under medium to heavy loads,
the case itself will get quite warm. So
that might not suit evervone.

Active cooling means vou’'ll be
using a fan. You can actually buy
variants of the big aluminium
heatsink case with a fan attached.
They work well, dispersing the heat
nicely and everything stays nice and
cool. It’s a bit clunky, though. A
much better option is the Fan Shim
from UK Pi specialists Fimoroni
(which, incidentally, stands for
Pirate, Monkey, Robot, Ninja
—what a brilliant name!). It'san
incredibly small and slim fan
that you attach to the Pi 4 by
sliding a “shim” PCB over the first
tew 10 pins.

If you've ever played with fans
in PCs, laptops or servers, you'll know
that as a rule smaller fans tend to be
much noisier. In fact, a1U serverina
rack will often scream because its tiny
little fans are working so hard - many
server rooms sound like there’s a 747
taking off. 5o | was worried when |
ordered the Fan Shim that it would
turn out to be irritatingly noisy.
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Ineedn’t have.
It’s pretty much
silent, even when
running at full pelt.
I actually leave
mine running all
the time, but
there's software
available on » L'I.-.
Pimoroni's i 2
website that will fi
control the fan '3
speed as needed to k"_,
keep an optimum .
temperature. You
might want todo
this, for example, if vou're concerned
about the 0.6W or so additional power
requirement of the fan at full speed.
There's a slight downside to the
Fan Shim inasmuch as it uses pin
BCM18 for controlling the fan, and
that's the pin used by some 125 audio
HATS - in fact, Pimoroni says that 128
devices are incompatible. However,
I've found that if vou don’t use the
software to regulate the fan and just
leave it running uncontrolled then
some audio HATs will work just fine,
including some of Pimoroni's own.
Youcan'tuse a Fan Shim inside a
traditional “sealed box” case - or
rather vou could, but it would be a
waste because it will just recirculate
the hot air. The good news, though, is
that it has been designed from the
outset to fit together with Pimoroni’s
own Pibow Coupé 4 cases. Well, it
calls them cases but they aren’t
really - at least not in the traditional
sense. [ think of them more as board
protectors. They're neat things, built

ABOVE The Fan Shim
is designed to work
with the colourful
Pibow Coupé case

“The Pimoroni
FanShimis
pretty much
silent, even
when running
at full pelt”

BEELOW Pimoroni's
Fan Shim is effective
-and a stealat £9.60

from several layers of stacked
plastic. Putting one together the first
time is a bit like doing a puzzle, but
very satisfving. They come in all
different colours, but because of the
layered construction they are able to
produce a rainbow version, where
every laveris different - it looks great.
Asvoucan tell, I'm a fan of this
fan. But I've saved the best "til last
- the wonderful little Fan Shim costs
less than a tenner. At the time of
writing it's £9.60, which I think is an
absolute bargain.

What about the A?

Right at the start | mentioned that the
full title of this board is the Raspberry
Pi 4 Model B. Sowhat happened to the
Model A? Did that come before the
Model B? Well, that’s not how
Raspberry Pi naming usually works.
If you look at the Raspberry Pi 3, the
Model B arrived first, in February
2016. The next to arrive was the Pi 3
Model B+ which had a slightly
improved specification - it started
shipping in March 2018, But it was
eight months later, in November
2018, that the Model A+ putin an
appearance. The Raspberry Pi Model
A series is effectively a cut-down
version of the Model B, designed to be
lower cost and with a reduced power
consumption. It has a smaller
form factor, only one USB port
and no Ethernet.
So when will we see a
Raspberry Pi 4 Model A (or A+)?
Maybe never. In a blog post on its
website, the Raspberry Pi
Foundation stated: *Historically,
we’ve produced cut-down,
lower-cost, versions of some of our
$35 products, including Model 1A+
inzoi14, and Model 3A+ at the end of
last year. At present we haven't
identified a sensible set of changes to
allow us to doa *‘Model 44 product at
significantly less than §35. We'll keep
looking though.”
) @PaulDckenden
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LEEGRANT

‘I passed throughincreasingly
decayed rooms,loaded with PCs,
printers and rotary dialphones”

How do you convince someone that it's time to upgrade from Windows 987
Lee attempts the impossible, before setting up a VM for a beloved game

gave me his version of “the chat”,
which revolved around not seeing
any reason to make a “capital
expenditure” as the current system
fulfils all requirements. He added
that, being a man in his 8os, he has no
desire to learn something new.

[ admire the brazen two-fingers to
obsolescence and I'm a fullv signed-
up member of the keep-it-going club,
but only ifit’s safe to do so. Apart from
the backup issue, the g8 machine is
offline, it doesn't understand USB
sticks and functions as an electronic

P ] v real-world computing based in an old textile mill and I'm typewriter that can play

involves a real-world shop. not talking about refurbished and Minesweeper. [t works.

This means calls from sales trendy open-plan pods with baristas I'was introduced to the printer that
reps trying to persuade me to stock and executive ball pits. Thisis the I'd been summoned to resuscitate. It
new widgets and wonders. That is “Marley was dead” type of mill. I was a Canon and probably weighed
their job of course: to push the latest passed through increasingly decaved the same as a real one due to the
and greatest with a chirpy swagger rooms, loaded with PCs, printers and volume of water that cascaded out of
intended to soften me psychologically rotary dial phones, then punch-card the scanner unit when I picked it up.
so ['ll order ten pallets of USB-C Lee Grantand hiswife | gencrators next to dumb terminals That’s the thing about draughty mills,
fondue sets. I'd love to see one of them | runInspiration that connected to an abandoned not terribly watertight. A recent flood
chat with Neville. Computers, whichhas | mainframe that Neville hadn't visited | onthe first floor added to the

Heis an accounts clerk for a small been supportinghome | for vears. One room was Kitted out antediluvian panache of the place. |
local business and his work machine users for 15 yearsin with 286s, waiting for the return of condemned the Canon immediately
was the suspect in the boatload of Kirkheaton, just their users who had popped out to buy | and was asked to seek a replacement
racy emails that was received by the outside Huddersfield | the new Frankie Goes to Hollywood that would work with Windows 98. A
company's entire address book. O @userfriendlype single and hadn't been seen since. sharp reader like yourself has

We had spoken on the phone and This was a technological mortuary. probably spotted the problem.

I'd advised him to change his email In a corner of an office was the A week later, | was on my way
password immediately. As he didn’t secretary with her Dimension V4oo0 back with a new laser printer and two
know how to do this, I suggested a call chugging away on this month’s Windows 10 boxes. I'll tell vou how |
to his [SP would be useful. According invoices, exactly as it had done for the | shifted from Windows 98 to Windows
to Neville, the ISP refused the past 15 years. Forget cloud computing, | 10, including the DOS software from
password request as he hadn't this PCwas running Windows g8. 1993, in a future column. You do
virus-scanned his machine. This I struggle in these situations. Part subscribe to PC Pro, right?

seems odd but we've all got stories of of me is delighted that old machines This scenario isn't as rare as you
bonkers ISP conversations that make BELOW Thewvenerable | are still being used whilst another bit may imagine. Last month a local firm
PR departments weep. If vou consider | PCwasmoreorlessa | is beyvond concerned that this business | was bought out by its international
that in this paragraph, the one you Minesweeper-playing | has not had a successful backup since | rival. The rival’s UK boss has been a
are reading right now, I've written electronic typewriter | the tape drive on the 98-machine customer for years and he mentioned
Neville's password in full three times, went pop Over 12 years ago. | that the buyout involves migrating
then I'm sure vou’ll agree that this is —m———————ee====ss L cautiously explained my the new acquisition from Office 365 to
shoddy customer service. concerns, but Neville's boss IBM Lotus SmartSuite, which was last

The machine is a Windows XP Dell properly updated in
Dimension V4oo dating back to 1998. 2002, Head office
It's never seen internet security, but prefers it apparently.
then it functions purely fora dribble =
of Office 97 and a smattering of county YEHI‘I’III‘IQ forretro

cricket results, It's quiet, perky and
still in daily use. It was also devoid of
all gremlins, so the ISP finally
crumbled and changed the password.

linstigated “the chat™. Trving to
explain that what appearstobea
functional machine needs replacing
with something more secure. Neville
went away to talk with his boss.

A week later, I was summoned to
sort out a printer. Neville's business is

Being a system builder
is more than nailing
PCBs together. We
specialise in consumers
and many, by their own
admission, do not have
a high level of technical
literacy as they're just
not interested. Lifeis
too brief to ponder if the
current iz will outpace
its AMD rival. What is
always important is that
the machine performsa
certain task - games,
spreadsheets, vinyl
encoding, HMRC
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returns. Usually the requests are
run-of-the-mill, but we're frequently
asked to come up with something not
available on the high street.

Andre had dropped by a few weeks
earlier, enquiring about buying a new
laptop that came with Windows XP.
He left somewhat disappointed, but |
tried my best to explain why it wasn't
possible. What I wouldn't discover
until he returned to the shop was why
he needed XP.

His poison is an old game.
Command & Congquer Red Alert 2:
Yuri's Revenge. "He can play it
online”, | hear yvou shout, but 1
wouldn’t be wasting vour time if it
was that easy. Andre is a C&C purist
and this new laptop had to play the
original DVD versions. The online
editions, it turns out, are rather
resistant to change and Andre wished
to run specific game mods and
updates. Though I'd been unable to
supply the XP machine, he said he
was convinced that [ could find him a
solution. Me and my mouth,

He pushed a bumper pack of DVDs
into my hand then requested that the
machine should also be able to play
Mental Omega. Not knowing what
Mental Omega was, [ fought the
confused expression, last seen when
my daughter decreed that Old
MacDonald had a unicorn. [ said I
would investigate.

C&Cechoes backto 1995 and |
spent hours blowing things up on my
66MHz 486D X2. Many of the original
16-hit versions are now freewareand a
vibrant modding community keeps
the game alive and invigorated with
new content. Mental Omega
(mentalomega.com) is an expansion
pack that runs very nicely on modern
hardware without much intervention.

The same cannot be said for the
DVDs, which have a few snags when
introduced to anyvthing post-Vista.
The 16-bit versions are scared by
current, 64-bit O5es and take a lot of
persuading to get anywhere near the
merest hint of an installation. The
machine we’ve sourced for Andre, an
HP Omen, has a lovely 1,920 x 1,080
Full HD screen which, if the game
would run, would make C&C's Boo X
6oo window look rather silly.

The solution involved a lot of
hacking and a small amount of law
breaking. I needed to create a virtual
machine capable of running the game.

B wdew Yow roar Deees oy
- _

Andre’s
previous laptop
was an old Acer
Aspire running
XP. By the time it
oot Lo me, the
motherboard had
failed but the drive
still worked. |
made a few
attempts to make a
VM from this drive,
butitwastoo
unstable. |
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VirtualBox - Al
(virtualbox. ABOVE Aftera lot of The solution was to set the virtual
org) to createa tweaking, theclassic | machine to always be full screen and
new XP VM on Command & Conguer | then modify C&C's a1 and razump.Ni
our test rig, wasup and runningon | [iles. Tweak the Video section with
recycling the an XPVM “ScreenHeight=1080" and
licence from “ScreenWidth=1920". This works
the underside of well, but l warned Andre that certain
his laptop. Normally I'm a stickler for mods may manipulate these settings.
applving Redmond’s directives but on Mental Omega is a simple
this occasion, | was happy to let the download and will run nativelyin
activation wizard be my Judge Judy. Windows 10. If you enjoy a bit of C&C,
The software activated without a and many do, thisis a great option.
hiccup, which I like to believe is Andre arrived to collect the Omen
Microsoft nodding in an approving “It'snicetosee | which he put through its paces. Let
way, but is more likely because it’s lifeinold games this be a warning to all: the only thing
131:31{.111dL_L1r1ng. ’ .- where credit wurm:_lht?n I}Llij.rlngdgﬁ-}’t'dr-l’.}ld _
converted Andre’s game DVDs to : game is watching someone else play
[SOs and then placed them in a folder cardsaren’t it. He certainly was an aficionado,
that was accessible to the virtual needed tomake | rattling off keyboard combinations
machine. Installation was smooth thEm piﬂ]’&hlﬂﬂ that sent little tanks around the screen
and blisteringly fast, but the graphics with case. After an hour of testing,
proved tricky. Trying to find the tweaking and tuning, Andre gave the
balance between the VM's resolution, machine the thumbs up.
C&C's resolution and the Omen’s He's not the only retro gamer on
Full HD loveliness was a headache. our books. Last vear [ built a new
This element is critical to a successful machine to play Nascar 2zo03. Like
C&Csetup as the guickest way to C&C, this game has a huge community
move objects around is to fling yvour of modders who update the tracks,
mouse pointer at the screen border. repaint the cars and play online in
This is useless if the game's border prize leagues. I've put some test
5its in the middle of the screen: once BELOW Fancya good footage online for vou to laugh at
Lhe pointer goes too far, the VM chuckle? Watch my here: pc ink/zoznascar. This was
switches focus and vou're no longer attempt to wina sent to the client to assess certain
in control. Nascar 2003 race tweaks I was making. I'd like to

highlight that the flailing
wheel action is caused by
using a keyboard in one
hand and, if the timestamp
is correct, probably a cheese
sandwich in the other.

[ love the ethos behind
these communities and it's
nice to see life in old games
where credit cards aren't
needed to make them
plavable. This wondertul
magazine is full of the latest
and greatest technology on
the planet, but don't forget
the old stuff too; some of it
is still pretty awesome.

@ |ge@inspirationcomputers.com
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DAVEY WINDER

“The vastness of the attack surface
demands thatall of us make better
choices and putin more effort”

This month, Davey explains why misconfiguration is the (not so) hidden

infosecurity Achilles heel

ne of the many professional
O hats that l wear happens to

have senior contributor at
Forbeswritten upon it, and one of
the subjects that comes up time and
time again in my reports is that of
misconfiguration. Sure, vou can think
of this as subset of the “people
problem” if vou like, or maybe a result
of a lack of true visibility into your
networks and data. However, hiding
the misconfiguration issue behind the
veneer of these common infosecurity
tropes is dangerous. Why? Because
misconfiguration, be that of a product
or service, is increasingly emerging as
the root cause of many security
incidents | see.

And it's not just me. A recent report
from McAfee, looking at risk in the
infrastructure as a service (IaaS)
sector, suggested as many as 99% of
misconfigured cloud instances that
lead to data being exposed aren’t
picked up by the organisation that
owns the data. That research, of some
1,000 representative enterprises
across various geographies, found
that there was an average of 37
unsecured instances (think cloud
storage buckets or databases) every
month per enterprise.

That was just the number that the
enterprises themselves put on it when
asked, of course. McAfee reckonsit’s
far short of the actual number: it
thought 3,500 was nearer the mark
because most enterprises don't have
enough visibility to see when data is
exposed like this. In fact, McAfee put
the number of organisations with the
ability to properly audit cloud
configurations as low as a quarter of
those asked. This lack-of-visibility
issue is further demonstrated in the
number of enterprises that "thought”
thev used multiple cloud vendors
(76%) compared to the actual figure

Davey is an award-
winning journalist
and consultant
specialising in privacy
and security issues
© @happygeek

BELOW Misconfigured
cloud instances can
lead to it raining data
cats and dogs
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determined by McAfee researchers
of g2'%.

I'm not suggesting that weak
credentials, password reuse, a lack of
security awareness training and poor
code don’t play their partin the
overall cybersecurity threatscape. Of
course they do; but unsecured servers
and databases in the cloud are an
increasingly common theme for me
during my reporting. These are
usually unsecured simply because
they had not been properly
configured, not that there are bugs in
code, vulnerabilities waiting to be
exploited or password reuse.

The consequences of a
configuration cock-up can be
catastrophic. How catastrophic? I'm
glad vou asked, and | can answer by
way of just a trio of recent headlines
that have recently spawned from my

kevboard for Forbes,
Perhaps the most shocking
being that data relating to
pretty much the entire

population of Ecuador - that’s some
16.6 million adults and children - was
leaked online by an unsecured
database. There were 20.8 million
records contained within 18GB of data
in that particular breach.

And I do consider “data leakage” of
this sort, where researchers have gone
looking for unsecured databases and
find them, a data breach. What else
can it possibly be? The leaky database
in this example contained data
obtained from what appears to have
been Ecuadorian government
registries, an Ecuadorian bank and
even an automotive association. As
lan Thornton-Trump, head of
cybersecurity at Amtrust
International, told me at the time:
“Criminals of'both the cyber non-
cvber varieties will be smiling like an
evil raccoon.” Less so the general
manager of the company that owned
the misconfigured database, who was
arrested by the Ecuadorian police.

Or how about a car buyer
marketing database that was found
to be at the root of a 413GB dataset
that another security researcher kept
coming across online? This one
contained loan and finance
information, vehicles for sale, names,
addresses, phone numbers and so on.
In all, some 198 million records had
been leaked by another unsecured,
non-password-protected, database.
Because the data included IP
addresses, this meant ports, pathways
and storage info could be exploited by
cvbercriminals to navigate the
network further. More cloud-based
data sitting there for anvone with the
skills to go looking for it, and truth be
told, it doesn't take a *L33T" player to
find this stuff: simple searches are all
that's required.

The vastness of the attack surface
demands that all of us make better
choices and put in more effort to get
the basics right. And configuring an
internet-facing database so that it
isn't publicly accessible is pretty damn
basic. Often the blame seems to be laid
at the door of the service or software
provider, and there’s some merit in
this as ensuring out-of-the-box
defaults are secure, and configuration
options readily understandable, isn'ta
lot to ask. However, the people doing
the configuring can’t escape their
responsibility either; whetherit’'s a
lack of time or training is open to
debate, but getting the right people for
the job, evenif it costs a little more,
has to be preferable to exposing data
online. Especially as GDPR will take a
very dim view of “oops, | didn’t know
how to configure that properly”
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when it comes to demonstrating every
effort was made to prevent data from
being breached.

To mitigate the risk of
misconfiguration requires several
strategies being in play at the same
time. Visibility of your data is key, so
that you know where that information
resides and who else has access toit.
The latter point, third-party access,
being just as important your own -
mavbe more so. Ensure any third
party that can access, process or store
yvour data is acting in a secure manner.
This extended due diligence is the
kind of visibility that’s required if
yvou're really going to “see” the data
exposure before you.

As many of the misconfiguration
issues that come across my desk
involve databases that have either
scraped, paid for or otherwise
obtained data from external sources,
there are three big questions that need
to be asked before commencing on a
big data(base) path: is that level of
data storage necessary, can it be
secured properly and is it legal? If the
answer to any of those is either no or
“err” then there's your red flag telling
yvou to stop before you begin.

Case in point: another unsecured
database, this time containing details
of about 419 million Facebook users.
18 million of those users are in the UK,
so chances are that includes you. And
that data included phone numbers
associated with the account (pepro.
link/303forbes). This incident likely
has a bigger impact on Facebook in
reputational damage terms than it will
the owner of the leaked database itself,
if they're ever traced. People read the
story and see that it’s Facebook data;
the factitisn’t a Facebook database or
stored on a Facebook serverisn’t
relevant. The ripple-in-the-pond,
negative-rep effect hits hardest in the
centre and the Facebook brand is right
there in the middle. Which is why
Facebook was quick to make a
statement that the dataset was old and
appeared “to have information
obtained before we made changes last
year to remove people’s ability to find
others using their phone numbers”.

Again, that important mitigation
point about visibility into third party
access to data, albeit by data-scraping,
rises to the surface. Make it hard for
anyone to get eyes on vour data who
shouldn’t have, and yvou make it easier
on vourself to avoid the fallout from
leaky databases floating around.

Sextortion scams
I'm going to toss in a warning about
an old threat that has experienced

something of a revival

I have termifying news for you

lately. | would like to | have a video showing U masturbating

think maost PC Pro The policemen can't help youtt

readers wouldn't fall I""ﬂ'h'“"!@w. hence it is hard to find me!

for this one, but the ave enough time to make you an Internet celebaty

numbers suggest that

| downloaded contacts of your buddies and
| won't explam u how | did &, but I'm

plentv of people do. clicking on sites with po! gonna counsel u to keep your antivirus updated and avoid
The reason being that
it combines two U have 24 hours since alter
opeming this mes wll
psychological should transfer 22 lite coin to sage (| will get a notification) to buy my silence. U
triggers: fear of being hours and be 100% sure | will get rid of all the compromising ewdence on you! R
youl

caught, and fear of

being exposed and W1 do not receve maney for my silence,
maﬂﬂpﬁﬁtﬂ mmﬂnms [

embarrassed. Yes, I'm
talking sextortion.

Iwﬂaeﬂdﬂlhldanmmmtuwhmdsmd
ﬂm.uhmatmwquth1n!alhmyuu

These scams take ;1:2:‘:::;:‘1 " wonl help. You are gven twenty four hours! don't write me back, it is used
two forms. There's 1M ol going to use & | am somy for my English, I'm not 3 native speakes!
one that has fooled
many folks [ would have thought ABOVE Ifyou receive The same advice applies to both,
better of, and the reason is simple: it a “terrifying” email of course: report it as a phishing
includes one of vour actual like this, reportitto attempt if vour email provider has
passwords. The blackmailer, and let’s | ActionFraudand that option, report it to Action Fraud
call them what they are, sends a block the sender (actionfraud.police.uk) and block the

threatening email purporting to have
accessed vour computer and files,
including some photos or video of a
very personal nature. By way of proof,
rather than attaching a clip or an
image (which they don’t actually
have), they quote your password.
This is, indeed, one of your
passwords. How do they know that if

sender. Aboveis anexample of such a
sextortion email I received a day
before writing this column.

Google Calendar misstep
Here's another misconfiguration
problem. Actually, it's probably more
accurate to call it a misunderstanding
problem, but one with serious

they haven't hacked vour device? “Is that level of consequences nonetheless. With so
Because they use one of the many datasturage many people now using Gmail and
t?_attthlsc's. of leaked -:rv.f:dcnt.mls th at necessary, can .Gﬂﬂgl.ﬂ Carln:'nt:!ar tf} rn tlfiu:lrfimmcr
circulate around the dark web which : and working lives, there area
have been compiled from various ithe secured remarkable number of security and
breaches. You might not even be pruperly andis privacy problems that can arise. The
aware your password for a given it Iagal?" first being a straightforward security
service was compromised; as ever, risk that isn’t widely understood:
check haveibeenpwned.com. unsolicited calendar invites with
Chances are that each hacked malicious payloads. The tight
password has been reused across integration between Gmail and
multiple services. Hence the success Calendar makes it easy for threat
rate that this scam, which demands a actors, especially those of the
cryptocurrency payment, achieves, phishing variety, to craft a calendar
The other sextortion scam that’s invite sent to your Gmail account that

doing the rounds - note that Symantec can then popup as a notification
blocked 350 million extortion emails within your calendar app. By
in the first five months of 2019 - leveraging the trust of the recipient,
doesn’t bother with a password. BELOW Reduce the especially those who are short of time
Instead it goes straight tfor the risk of calendar invite | and long on business meetings, links
embarrassment jugular by claiming spam, and reduce to events in these invites are easily
to have hacked yvour webcam or the risk of malicious clicked upon and these can then lead
smartphone camera. payloads to credential grabs.

Defautt guest permissions -

Invite others, see quest list

Automatically add invitations @

No, only display invitations to which | have replied

Notifications
Desktop notifications 1 ]

Play notification sounds

[[] Automatically add video calls to events that | create

If you select ‘No, you won't see an event on your
calendar unless you've responded Yes toit. If
you've shared your calendar with others, they'll still
be able to see all the events even if you haven't

responded yet.
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’ Continued from previous page

Access permissions

[0 Make available 10 public See all even| detals =

Gat shoroable link

Leain more abod shanng your ©aienis

ABOVE Make Calendar public? Don't do that...

It’s what is known as a non-
conventional attack vector and is
proving very popular indeed amongst
the criminal fraternity. To prevent
this, yvou can turn off “automatically
add invitations” in the event settings
options and enable “only show
invitations to which I've responded”.
Don’t enable the *Show declined
events” (under View Options) either.
Of course, this disables much of the
functionality that the home and office
juggling user demands. In which case,
yvour only hope is a better awareness
of the risk and to be on the watch for
these malicious invites instead.

Which brings me another doozy of
anon-misconfiguration misstep.
There are times when vou may want
to make a calendar public to share an
event. Google Calendar allows this;
after all, it's a common requirement
for people wanting to organise
meetups or share an event reminder.

However, there are two problems:
first, that public calendar is then
searchable using Google with a
relatively simple query that doesn’t
require any knowledge of the event
link itself; second, once you make a
calendar public, that remains the
default for all new events. Unchecking
the “public” option reverts back to
privacy but can take hours to be
applied. You'd have thought that this
wouldn't be a problem seeing as
Google does throw a big warning box
up into your face that says “Making
vour calendar public will make all
events visible to the world, including
by way of Google search. Are vou
sure?” However, researchers have
found all sorts of private information
left accessible through public
calendars using that Google search
method | didn’t, deliberately, explain
in detail earlier. That would suggest
this *non-misconfiguration misstep”
is more common than it should be,

@ davey@happygeek.com

STEVECASSIDY

“Thisis one of those moments
when Ifeel like apologising formy
entire profession’”

More thanks to a car park attendant than an audience with Ellen DeGeneres,
Steve explains why training staff can't be left to an unthinking computer

ensitive to the accusation of

living a bit high off the hog, |

begin this month with a story
that could not be physically closer to
home. We are separated from the
outside here by a car park, which has
vet to fall victim to the dead,
Terminator-like hand of unattended

demand handling of post and that
anyone who had understood and
absorbed the earlier module on GDPR
would realise that the rules laid out
there prohibit anv employee probing
in records outside their job remit.

This is one of those moments when
| feel like apologising for my entire

operation. There’s a guard’s room, Steveis a consultant profession. The idea that computers
with a neat little cooker, a loo (mostly | whospecialises in could be used to monitor, step by

these days used by Ubers) and a PCfor | networks, cloud, HR step, exact choices and responses to
internet access and email. Following and upsetting the leading questions, is an exceedingly
some recent shenanigans, we've hada | corporateapple cart uncomfortable realisation. Top that

literal changing of the guard, and the
new boy has proved to be a fast learner
and natural diplomat. Cups of teain
the guard’s booth are now quite a
frequent mid-morning thing, and it
was during one such that the new boy
unburdened himsell. *Bloody training
courses!” he exclaimed. “First it was
GDPR, now something to do with
benefit fraud.. I'm a garage guard, not
Sherlock bloody Holmes.”

He was pointing angrilv at his
computer. It displayed what looked

() @stardotpro with the broad-brush approach of
putting everyone through a lot of
administrative training without
matching up jobs and skills, and a
dystopia begins to take shape.

Pluralsight and Azure

50 [ was definitely in the mood for a
different approach when an invite
crossed my desk that was too unusual
toignore. Come and listen, it said, to
Ellen DeGeneres. In Salt Lake City. Or,

BELOW My car park if she’s not vour cup of tea, then how

like a multipart questionnaire, with guard friend had to about Adam Savage from the popular
some long sentences in place of the finish a completely nerd culture show, MythBusters? All
questions. Evidently, the way this unnecessary online courtesy of Pluralsight.

works is that there is no option to questionnaire-and [ couldn’t imagine a subject further
flunk out. If youdon't go all the way not for the first time away from grey, dull, bludgeoning

through the test, or score
less than 85%, then there
is no escape - cycle
round, start again, figure
out what you gol wrong.
Abjectand repeated
failure gets you a frank
conversation with HR.
Maost of the questions
weren't about the work
of a garage guard: they
were about people’s mail
and how the addressing
of that mail might give
away a benefit fraudster.
This seemed to be a high
priority matterin the
administration. So high
priority, indeed, that my
new friend was obliged to
go through the computer
testing, despite the twin
facts that his job did not
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local government questionnaires and,
as it turned out, [ was pretty much
100 % wrong when it came to what
those speeches would deliver.

At this point vou may be
wondering what Pluralsight does. In
short, it specialises in training and
accreditation packages for both IT
skills and real-world training
behaviour. Immediately I saw an
opportunity to understand what on
earth has been going on in that field.
It couldn’t all be about mistargeted
bureaucratic over-enforcement by
computer, could it?

Definitely not. Pluralsight’s metier
and complete raison d’'etreis not
about the software tool it has
developed: it's about the subject
ol the courses that
these tools are
presenting. To be
sure, they havea
lot of fashionable
technology in there,
with hints of Al and
lots of attractive web
browser lavouts
but for an old
developer like me,
with some COBOL in
my personal history,
[ have all sorts of
trouble getting used to
the idea that what’s
being “developed”
here isn’t a runnable, clickable
application. It's more like a YouTube
video, only one that's partly smart
and partly multibranching. Quite a lot
of the meetings and breakouts were
for “Authors™ - ajob that Pluralsight
clearly feels it has reinvented, because
here it means authors of these
sophisticated questionnaires.

The best way to understand this
part-programme, part-training
platform is to consider the case of
Microsoft Azure. The big
announcement of the show for the
technical faithful wasn’'t about Ellen
DeGeneres or Adam Savage: it was
about Azure wanting to adopt the
authoring and display tools that
Pluralsight's content producers have
been using on other cloud platforms,
such as Amazon's ECa.

The point of this is that cloud
management has frankly turned into
a bit of a monster, and some of that
monster’s worst behaviour is found
in the click-heavy, decision-rich
procedures expected of regular,
ordinary humans.

When an expert tells vou that
Azure has been “taken over by
wizards”, this does not mean those
nice old beady-eyed men with

pointy hats and wands; itisa
reference to the fact that voucan't
really manipulate your portfolio of
cloud machines, objects and
structures like vou might a cell-range
in a spreadsheet, or a series of code
modules in a compile project.

Quite a lot of the daily work in
Azure is starting over from scratch,
sometimes several times, to get the
wizards todo the work in the
background that Microsoft doesn’t
want you messing up. Wizards can be
asynchronous in Azure, too, which
means voudon't necessarily geta
fully disclosed progress bar. It'sa
matter of coming back later and
surfing the reports interface. Which is
fine if that's all you're doing that
morning, not so good if vou have half
a dozen project architectures to spin
up and test.

S0 far the industry fix for this type
of problem is to essentially give up on
the mouse and join the ranks of the
wizards. Management platforms
provide machine-written, cloud-
executed scripts for
starting, stopping
and otherwise
controlling vour
cloud machines

but vou then run

-

ABOVE Pluralsight
brings big-name
speakers like Ellen
DeGeneres to Salt
Lake City (left)...

“Cloud
management
has frankly
turnedintoa
bitofa
monster”

RIGHT ...aswellas
cult figures suchas
Adam Savage from
the ever-popular
MythBusters

.

the risk of not really understanding
what those scripts are doing.

The approach Pluralsight is
proposing has two layers of response.
One is to be able to write procedural
training materials that run yvour cloud
DevOps team through the scenarios
vour business has to cope with, and
shows them the approved ways of
achieving some response that the
alleged load-management and
automatic scale-up can’t handle. The
other layer of response is to make the
steps of daily activity familiar and
well understood enough that you can
trust the job will be done without
complex orchestration.

The second scenario is, of course, a
lot cheaper and quicker to get results.

-

r
- §

]
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While there’s not vet a well-defined
job hunter’s market in Azure skills

or architecture awareness, when such
a thing does arise it will be a lot easier
to put people through standardised
training and indeed testing, to
¢stablish whether thev have the right
skills and experience.

Which, I know, is going to be just
what you might expect the
management of my curmudgeonly car
park guard thought they were getting
into back in London. The truth is very
different. Words on a screen are just
that: using this approach, there's no
more subtlety to using computers to
train humans than a set of bullet
points neatly separated by
exhortations to pay attention.

This is where Pluralsight’s
aforementioned redefinition of
“author” is so useful, and the shift
away from valuing the code to valuing
the portfolio of courses delivered by
the code is so remarkable. Azure has
long moved away from local,
Windows-based management suites
and steadily become more web
driven, using the latest tools and
designs to put the interface together.
That’s an awfully long time effectively
trapped in the world of self-teacher
and easy learners.

One symptom of this type of
convention are what's called “birds
ol a feather” (BoaF) breakouts. I can
remember going to such things in
20013, at a Lotus Notes show, and
finding the room packed out with
exasperated, philosophically resigned
ubernerds, bemoaning this or that
strange behaviour in some obscure
corner of the product. The need for

Boal sessions arose because the ability

to encompass the whole of a massive
product containing millions of lines
of code in a single, sequentially
ordered PDF lile of dry functional
definitions was a poor match to the
audience of developers.

Somewhat later [ remember
jerking awake while reading an
immensely complex, tiny font slide
presented by the Jenkins team, in the
middle of about 60 other slides. The
bit that woke me up was the phrase
“high cognitive load” listed as a
disadvantage of its product. Lotus
Notes, it confessed, was something of
an intelligence test, and failing that

Celebs and breakouts

Pluralsight likes to skew the normal formula for
a convention. You know the mix: chest-
thumping keynotes accompanied by a long list
of specialist and often highly technical
breakout sessions. Last year, it brought
Barack Obama to Salt Lake City-not a natural
combination of location and speaker, you
might think.

Back to the breakout sessions. Normally
atashow,these are war stories from
customers, or explanations from blue-chip
tech companies about how amazing (but
mysteriously free from snags) its latest
enormous project was, Pluralsight spreads
its attentions rather wider, advising us on “Howto be
the dumbest person in the room" (an essay on skills
acquisition) and "Beyond Bitcoin, brosand Lambos™ (a
somewhat isolated economics treatise in the midst of
lots of social technology subjects).

Rather disappointingly, Microsoft wanted us to “get
your organisation ready for the cloud journey” -come
on guys, it's been over a decade already, surely the
journey's mostly over by now? It's a shame Pluralsight
didn't force Microsoft to run a breakout confessional
sessionwhere the company described all the blind
alleys it went up training users to master Azure, and all
the customer man-hours wasted on a *figure it out for
yourself” model.

The celebrity speakers were an indication of where
Pluralsight sees itself as a communications business,
asdistinct fror a tech business, I guess. [ say that
because I had a hard time relating several of their
subjects back to the business of accrediting and
testing employees.

Steve Jobs’ widow mostly talked about her good
works, which had a lot to dowith emotional wellbeing
and social collectivism, and next to nothing to do with
technology. Alex Honnold is apparently a leading
proponent of free climbing, and showed us many truly
terrifying home videos of himself hanging off the face of
Half Dome by ane or twa fingers: not only was this
non-technical, it was a solo undertaking, sono lessons
there for group or team management.

Adam Savage clearly had a lot of fun making
MythBusters, but didn't expand my understanding of
software or training during a long disquisition on the

Abetter way

Pluralsight shows a easier method
of doing things: it offers a mix of
technology that’s not really
publishing, not storytelling, but
something closer to the way
humans think and learn.

[t keeps a mild level of
interactivity, but instead of using
a question/answer format, it helps
the technician get the right ideas
about what to look for, or what to

ABOVE Adam Savage's talk expanded my knowledge of
frictionless neoprene catsuits, but not software...

relative merits of neoprene versus sheet latexwhen it
came to making frictionless catsuits for stunts
replicating faked YouTubevideos. There's 40 minutes
of my life [ won't get back.

Perhaps the most obvious sign of an
unconventional business came with Ellen DeGeneres,
whowas presenting at the very end of the event.
3.40pm is an odd time to do that, if you are a British
tech journalist - butit's not odd at all if your kids arein
schoolin Salt Lake City. A good half an hour before
proceedings started, we were told that the normal
prass enclosure up front in the hall was not going to be
available and we would have to scrum down with
everyone else to get a good seat. Then the world's
cleanest kids started arriving, hot from school. It didn't
take long to realise that this speech was very likely to be
entertaining, funny, engaging, motivating - but for the
extended family of the sponsoring business.

Nothingwrong with that, of course. 'mvery alert to
the wide gap between company handling of press, and
company handling of employee families, and I know
pretty quickly when my presence is not required -and
this was one of them. I want techies, with interesting or
difficult prablems, and [ want two-way conversation.
=0, can't tell you what Ellen DeGeneres had to say. |
can tellyou, though, that Salt Lake City is far maore
interesting than you might imagine: the area south of
midtown reminded me more of Camden than of some
hotbed of religious fervour.

in America’s favourite chat show
host. I get the sense that while the
Azure deal is big, of course, it's a
regular everyday project from
Pluralsight’s standpoint.
The big revolution here is
inside Microsoft, realising that
its entire paradigm for
communicating about the
accursed wizards has been wrong
for at least as long as Azure has been
available, then finding a simple

test could have dire consequences for avoid, while attempting to reach a ABOVE There'salot product with the breadth of
the unwary. particular goal. onits plate, but expression to get the information
I"'m still puzzled by Pluralsight’s Pluralsight, and its across in a format that techies can
_m balance between fandom (see box CEOD AaronSkonnard, | work with. This realisation rather
L above), social responsibility and must be doing swept away all of the reservations |
I.I.] technically driven products, but it something right had about being at a "not really
= i must be doing something right. After technical” show.
m' all, it’s making enough money to pull @ cassidy@awell.com
H B
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We explore the trends and technologies that are set to shape the future

THE FUTURE OF

BUSINESS BANKING#

y N

”  Open banking and digital innovation mean banking is no
. longer about queuing at the branch. Nicole Kobie reveals
e > what you and your business need to know about challenger banks

#
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e orget walking down the high

; street to queue at your bank
. branch to set up an account,
make a deposit or do any other basics
of business banking. Thanks to the

rise of mobile and online banking,
such tasks can be done with a few taps
on a smartphone between meetings.
But the future of business banking
isn't just digital - it's about integrated
services and linking up with third
party software to make your finances
as streamlined as possible.

That’s the idea behind open
banking, which is a set of regulations
that lets vour financial data be shared,
opening up the way for new services
and apps. Indeed, it’s helped spark the
rise of so-called “challenger” banks,
which are normally digital only, each
with intuitive apps, near-instant
account setup and handy features
such as instant notifications and
automated roundups for saving pots.
But as compelling as they are, the likes
of Monzo, Revolut and Nz6 started
their push into the world of finance

'-.-.5 ‘.__.'
5.

via consumer accounts forindividuals,

leaving small businesses behind.
That’s no longer the case. Starling
has signed 60,000 businesses (and is
approaching a million consumer
users), T'ide passed the 100,000 mark
last summer and Monzo’s business

accounts are set to arrive any day
now. However, traditional banks have
also caughton and don’t want to lose
their lucrative business clients to
newcomers, unveiling their own take
on the challenger bank idea with the
like of Mettle from NatWest - think
big brewers releasing their take on a
craft beer. Whichever vou choose, it
means same-day account setup,
easy-to-use apps, and integrated
accounting and other software tools.

B SMBslongignored

I1t’s high time banks paid better
attention to small-to-medium sized
business (SMBs). According to analyst
firm EY, SMBs account for £1.9 trillion
in turnover annually and make up
99 of private companies in the UK.
But a survey from Adaptive Lab
suggested SMBs feel undervalued by
larger banks, with too high costs for
not enough specialised services. No
wonder then that British startup
Starling decided early on to target
SMBs. “We recognised it was an
underserved segment of the market,
where the incumbent banks dominate
and where there hadn’t been much
innovation,” said Alex Frean, head of
corporate affairs at Starling. *We
thought there was a real custometr
need out there.”

Oliver Prill, CEO of business
challenger bank Tide, adds that his
fintech startup started because the
co-founders had previously gone
through the difficulty of settingup a
business bank account themselves. “It
didn’t work smoothly,” he said. “The
biggest motivation for switchers at the
moment is the huge annoyance they
have had with the big five banks..
they've really had it with their bank.”

Why have incumbent banks failed
to offer such services? “We come from
a history ol monolithic universal
banks, where small business is one
segment among many others without
much mindset to look atitany
differently,” Prill said. *We
fundamentally believe that these are
very different industries,” he
continued, suggesting that one bank
may not be able to serve consumers,
corporations, sole traders and SMBs
very well, let alone those operating
across different industries,

All this means that business
banking is ripe for disruption - and
the disruptors are at the gate. They're
helped by the rise of digital in SMBs
and API-led fintechs, open banking
regulations prising data out of
incumbents, and also the Alternative
Remedies Package (see boxout on
p126), which means there's money
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sloshing around to help boost fintech
startups. And, so far at least, it appears
to be working,

M Making the move

That said, despite the increasing
options, a survey this vear from
Accenture suggests a mere 15'% of SME
customers intend to switch their bank
in the next yvear, with only 25% saving
thev would be willing to move to a
digital-only service.

There are two types of customer
that challenger banks need to
convince: those starting new
businesses and those switching from
an existing company to a different
financial provider. For Tide, about
70% of its customers are new-to-
market, and 30% are switching. To
win over the first tranche, challenger
banks need better awareness, admits
Prill. He says Tide opens 12% of all new
business current accounts, but its own
in-house research suggests there’s
only brand awareness among 17% of
new companies - that's why Tide ads
are plastered all over London at the
moment. “For the new-to market, a
hank has to be fast... and have a good
reputation,” he said. “But vou need to
be aware of the bank in the first
place.” Frean agrees, noting that the
lack of high street banks means

creating awareness is a challenge.
“We have to go and find customers
and make them aware of us,” she said.

And then there are switchers,
those annoyed at their current banks.
[t's not easy to switch, but open
banking is making it easier. For
consumers, trying out Monzo or
Starling is easy: sign up for an
account, order a card, install
the app, and you can see if
it'sasvstem vou like
without having vour
salary paidin or
transferring over all
yvour direct debits.

It’s more difficult for
businesses to try out

a new bank fully, as

switching everyvthing

over takes time and,

therefore, money; you would
have to be sure of a new service
betore taking the plunge.

To help, Tide wantsto setupa
system for trial switching, in which all
yvour figures, transactions and so on
are pulled into the Tide account as a
data feed, with your existing account
staving the same. That lets companies
try a bank effortlessly without much
risk. “The trial switching overcomes
friction, but vou need to have a real
reason to switch,” Prill said.
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B Worth the switch?

Alongside attractive apps with whizzy
features, challenger banks are trying
to convince SMBs to make the switch
by helping with or even taking over
admin such as payroll and accounting,
either offering such services or
software themselves or via a third
party provider. “It’s really around

“We look at the space not
as business banking, but
as everything abusiness
owner would consider
adminand finance”

saving small businesses time,”
explained Prill. “We look at the space
not as business banking, but as
everything a business owner would
consider admin and finance.” Indeed,
Tide sees itselt not as a bank, but
instead as a platform, letting others
build products that SMBs can embed
into their banking processes. “We
want to be the operating system for an
SME, but not the application laver,”
Prill said.



What doesit all mean?

Finance and accounting are difficult
enough without a gaggle of new terms
and jargon. Here are the key terms you
need to know to understand the future
of banking.

Alternative Remedies Package
Backin 2003, you may recall RBS almost
going bust. The government stepped in
with a £45 billion bailout, and as that's
been deemed by the EU a competition
issue, some (very little) rebalancing was
required. Long story short, RES had to
kick fundsinto an Alternative Remedies
Package, made up of a £275 million
incentivised switching scheme and £425
million for a capability and innovation
fund to spur development of services for
SMBs. Both of those have helped fund
challenger banks, including Starling.

APIs

This stands for “application programming
interface”, and is how applications talk to
each other. In banking, the use of APls
allows data to be shared from a bank to
an app, orvice versa.

Challenger

The UK is dominated by several huge
banks. Challengers are the startups
launched to take them on, and are
normally tech-focused with feature-
heavy mobile apps. Some fintechs that fall
into this catch-all term aren’t full banks,
but accounts with payment cards.

FSCS

The Financial Services Compensation
Scheme protects deposits of upto
£85,000 in case a bank fails. Individuals
and small businesses are covered, but not
all fintechs are included in the scheme,
although there are other techniques for
protecting deposits.

Openbanking

This is a set of rules that flowed out of the
EU's revised Payment Services Directive,
and came into force in January 2018. It
requires the UK's nine top banks to open
up their data to regulated, licensed
providers, including fintech startups.
These rules are enforced by the
Competition and Markets Authority.

And that’s where open banking
and third-party partnerships come in.
Rather than export transactions and
then import them into vour software
of choice, tools such as Xero and
FreeAgent are integrated into the app.
When the right toolisn’t available,
Tide builds one; so far, it's created
built-in systems for invoices as well as
credit. Take invoicing, for example: an
SMB needs to create, send and chase
that invoice, noting when it's paid and
pushing the relevant information into
an accounting system. “Across these
different product sets - invoicing,
credit, pavments, accounting —is a
connectivity chain that we
orchestrate, we make it
highly usable,” said Prill.

starling’s
equivalent is the
Marketplace. This is
the epitome of the
open banking idea,
adigital library
of services and tools
that Starling customers
can easily integrate with
Lheir account, [rom receipt
tracking to lines of credit, as
well as leading accountancy software
Xeroand FreeAgent. “They can
immediately pull vour files from vour
Starling account and populate your
accountancy files,” Frean said. “We're
adding to the Marketplace all the
time.” Of course, some of the key
features aren’t high-tech. Starling and
Tide otfer cash deposits via the Post
Office, with Frean noting that it’s one
of Starling’s most popular features.

B What's next?

Prill predicts the banking market will
[ragment even further, particularly
for businesses. Rather than choose the
best of few options from five or so big
banks, we're already seeing more
competition from the likes of Tide,

| Starling and the rest. “In the long

term, there will be manv different
models to suit different customer
needs,” he said. “We think this is a
sign of a healthy market, that there is
not a monolithic culture but offering
true choice.”

Such banks will become less about
yvour finances, and more about all
aspects of yvour company - that's
Tide’'s idea with the “OS5 tfor SMBs”
concept. Right now, invoices and
accounting are built into challenger
business accounts, but within the next

several months, Tide plans to also
offer company formations. “The data

“We think thisisasign
of ahealthy market, that
thereis notamonolithic
culture but offering
true choice”

we collect to set yvouup with a bank
account.. we might as well set up the
company for you,” Prill said. *We
could register vour domain and
website for you too.

“I think we’ll continue to see
traditional banking providers lose
share,” Prill added, promising more
richness of services, as well as more
variety - and that's where Al could
come in, he suggests, with machine
learning used to find and suggest the
best services for vour business from a
multitude. So many features and
services that small-to-medium sized
business need help choosing between
them? That's a nice change from
which of the five boring banks will
stash your money. @
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HOW TO CHOOSE,A

CHALLENGER BA

eady to make the switch to the - . " Coconut

future of banking? Choosing NICUIB KUh |E C{]m pa FES W at the This British startup offers accounts for

the challenger bank for vou . . sole traders, limited companies, and
requires careful consideration, made |Eﬂd| 1g Ehﬂ'lenger bﬂnks HUB tD accountants. Features vary depending

even more complicated thanks to the Uﬂ:E on the account type, but include

- ! "
variety of features on offer. While = Ellthﬂ Ugh SU me dl] t CEll | instant notifications of ingoing and

most have easy registration, instant oulgoing transactions - so you'’ll
notifications and clever apps, it's t1emSB|VES bﬂnks Elt H |... know when vou get paid - as well as
worlh taking the time to think invoice creation and management,
through all the tools and software that and spending

categorisation in the
app, which is handy
for managing

your company uses or plans to usein
the future to ensure the fintech you
choose supports your providers. Does | support, there's free live chat

vour company need to deposit cash? and a bot. budgets. Because
Transfer funds overseas? Are deposits When Anna says invoice invoicing is built in,
FSCS protected? Certain challenger creation, it’s not just a form to the idea is that you
banks are better than others on each build the document in the app. won't need third
of those fronts. Here's a quick Users can “cc” the bank into an party software
overview to help yvou get started, but email with a client, and its integration to manage
there’s plenty more to dig into when system will automatically them; if vou're already
it comes to upcoming features, while build an invoice from the deal wedded to a different
b I RS

other fintechs include N26 and details. Alternatively, drop e system, this may not
Revolut on the challenger side and Lhe specilics into a chat, and e — work for you, but could be
Aldermore for business services. Anna will make and send the ideal for anvone starting

invoice out. If an invoice hasn’t —— mooss | | out OF freelancing.
Anna been paid, Anna will = For freelancers, the
Thisisn’t a bank, but a “mobile | automatically remind clients HUN— R Esose | ¥ appincludes a tax
business account with pavment card”, tur}c:u e ERAGRD0, calculator so you know
and itisn’t That comes at  w— how much to tuck away
named after a {@1:2 a cost. Anna - T e240000 | | and pops up notifications
person - i N Nh /\_ ‘Aﬁ 2 charges sole = [Ematantl . — reminding you to snap a
stands for S traders £5 a . Mamn Productons ::%: pic of a receipt for
Absolutely No .'- - ":".E?"f month, but o expenses. There's a free
Nonsense o1ty 8100 ponn 0Les drops the fee if o version, but anyone
Admin, g e p—— there's no freelancing full-time will
apparently p— R gsLancors activity need the *Grow” account
- and is perhaps raMPLEY - handy for at £5 amonth; that
most famous for e T — those running includes five free Post
an app with g T e seasonal side ~ : J Office deposits and free
meowing gigs. For limited ABOVE UK-based foreign currency exchange, but
notifications. Yes, its ) 1 companies, the fees startup Coconutgives | there'sstill a £1cash withdrawal
app makes cat noises Balance startat £5 and youastraightforward | charge. The limited companies’
whenvoumakea £13,456.68 increase depending overview of your paid accounts also include bookkeeping
contactless payment. = On your turnover. and unpaid invoices tools nnd;-.ldigiiulrwm:ln;iﬂa creation
That may sound silly, it periadaen i There are no tool for VAT; there's also a limited free
but Anna is serious neii additional fees for LEFT No-nonsense version and a more robust one at £5 a
when it comes to SN, SRR S withdrawals, Annaoffersarangeof | month. As Coconutisn'ta full bank,
features designed for transfers or card serious features for it doesn’t have FSCS protection; it
freelancers and others payvments. Because freelancers-aswellas | does hold all funds in asegregated,
who do their admin Dd Annaisn’tafull catnoises... safeguarded account at Barclays,
on their smartphones: it i bank, thereisno though, so deposits should be secure it
1'% cashback on paymerss, Vou owe CMETS FSCS deposit it goes out of business. See more
certain purchases, T S protection in case of details at getcoconut.com.
invoice creation and - iyl fraud or the company
follow-up, and tax Sohs Pristers g going out of business. Monzo
calculator and S : Find out more at Wait, didn't we say on the previous
reminders. For Faie , anna. money. | page that Monzo doesn’t have a

j —
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business account?

Well, this is the Futures section, and
in the very near future this British
fintech - perhaps the best known of
the challenger banks - will finally
offer business accounts, perhaps even
by the time you read this. Indeed, it’s
slowly doling out beta accounts, it
vou register at monzo.com/business.
As yet, it's unclear what the fees will
be, ifany.

Accounts teature integration with
Xeroand FreeAgent, the ability to add
multiple users to an account, phone
and chat support with real people,
and core challenger app features such
as instant notifications and savings
pots. Next, it's working on
international payments, categorised
spending, batch payvments and a
system to set aside cash for taxes. One
ol the most intriguing aspects of
Monzo is its public roadmap, letting
vou see exactly what features are in
the works, including receipt
scanning, a web browser access point,

19,342 J1lcap

Wied i Wige

and enhanced invoices. As ABOVE Multiple Tide | £ Pret AManger q 75
o Monzo is a full bank, it’s FSCS cards canbe handed :

protected up to £85,000 for out to employees for ) Dokt Banks 1,238.75

small businesses. quick and easy

expense tracking i

Stﬂ I‘|il'|g Sparrow Global +3.520 75

Starling has focused on LEFT Monzo business

businesses, and it shows: accounts are on the N - 40.70

there's integration with Xero | horizonand will

and Free Agénl. A1 easy lo use | integrate withboth P 120.00

overdraft, the usual instant Xeroand FreeAgent e

notifications, savings pots for —

| VAT and other bills, and T 3.90

built-in foreign transfers e

using SWIFT. Plus, unlike T =1 .

most other digital banks, PE

Starling business accounts

can be accessed not only viaa

mobile app but online in a BELOW Starlinghasa | |lde

browser, too - handy for simple overdraft and Tide is entirely for small businesses,
those with desk jobs. Alongside VAT savingspots-and | so it hasa host of key features such
Lthose [eatures, Starling’s there are no monthly a5 web access, invoice creation,
Marketplace means there's a feesfor SMBs scheduled pavments and cash

growing pile of tools that integrate
with vour account, from line-of-
credit via Growth Street to

receipt tracker Flux.
Starling doesn’t
charge a monthly fee,
vou have fewer than
ten emplovees and
less than £1.7 million
in annual turnover;
businesses above
thatare also
currently free fora
limited time. If vou
work in cash,
Starling supports
deposits Post Office
branches fora £3 fee.
It doesn’t charge fees

for ATM withdrawals.

domestic transters or
electronic payments.
There's a version for
limited companies as
well as sole traders;
the latter also require
a personal account.
Starling is also FSCS
protected. Visit

business-account.

deposits. Accounts can be directly
connected to accounting
software including Xero,
FreeAgent, Sage and

. more, and there's a nifty
if Biun Dot Limited system for adding
photos of receipts

or other notes to
transactions,

Haime

Spending

i handy for
expenses. Multiple
o cards can be

Add Money doled out to team

members, for casy
expense fracking,
and read access is

supported for admin
and finance staff. Tide
also touts its third-party
integration, and has
teamed up with Iwoca for
quick credit, for example.
Tide offers accounts for UK
_ _. registered companies as well as sole
ETAEL'H G BANK traders. There's no monthly fee, but

- Tide charges for transfers between

accounts, ATM withdrawals, and cash
deposits. Tide also doesn’t have FSCS
protection, but holds customer funds
in a protected account. For full details,
head to tide.co. @
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[nreturnforapint,
JonHoneyballdoes
pattlewithatriend's
decade-old, software-

[ Onelastthing...

when my [riend Mike sidled up to me and

asked if [ could take a look at his laptop. |
occasionally do this for friends in the village -
it’s a good neighbourly thing. Of course [ don’t
charge for the favour; if nothing else, the hillable
rate would be somewhat hilarious. So I'm happy
to help in return for the occasional pint.

Thisisn’t the first time I've looked at Mike’'s
computer. He is not a computer wizard, just a
normal user. And, like many users, his computer
getsinto atangle every few years.

A few days later, he dropped around his aged
Toshiba laptop, complete with a Pentium of
unspecified nature and a whopping 4GB of RAM.
It had to be the thick end of a decade old, and a
quick check of the Toshiba website showed that
the latest firmware dated back to 2012.

The performance was, well, not really
definable as “performance”. It took about five
minutes to boot, and then ran like a dead rat
stuck in treacle. Clicking on a web page took
over a minute to bear fruit. No wonder Mike was
frustrated: any machine giving me that level of
performance would have been thrown in the
bin. Or [ might have covered it in petrol and set
fire to it.

My first thought was that maybe there was
some malware in place that was chewing
through CPU cycles, or hammering the hard
disk. Of course, | found at least three different
antivirus packages in place and that can never be
a good thing. So [ started the long and painfully
slow process of ripping out unnecessary stuff,
some of which was nearly teenage.

Did he really need a five-year-old version of
Adobe Acrobat? No, so that went in the bin.
Some ancient and crusty HP printer and scanner
software went next. The software that comes
with such multifunction devices is usually best
left in the box, and not allowed anywhere near a
computer. Hamrick’s excellent VueScan does
everything vou need for scanning, and a simple
printer driver does the rest: “*5Scan to cloud” is
the sort of feature that makes my toes curl, And
“Print from cloud™ is even worse.

After carrving out a comprehensive scan
using the built-in Windows Defender, it was
clear that the machine was not actually infected
with Wing2 NastyWorm.RuinYourDay. And so

I was in my local pub, enjoving a nice pinft,

encrusted laptop

my interest was pigued. It was running Windows 10, but the 1803
version. I banged it up to 1903, after which it seemed to be somewhat
maore sprightly. The old adage of “the best way to clean up Windows is
to reinstall it” applied with a vengeance. A few final tweaks, such as
updating Chrome to the latest version, and the machine ought to
have been as good as it could get.

Exceptit wasn't that simple. Now when you boot it, it starts up
Windows and then goes to a blank screen. Press the power button, hit
Enter, and it goes into power save. Press the power button and it
comes back to life, complete with a working display. There are no
new drivers to be found, or firmware IUs reached the end of the road.

And this has got me thinking about the new Windows devices that
Microsoft is bringing to market. For example, the Qualcomm-based
Surface Pro X uses an ARM processor, enhanced so that it can run
Windows 32-bit Intel apps. The more modern and current 64-bit Intel
apps are simply not supported. The obvious question is “does this

matter?” It would allow a user like Mike to take

forward his old apps and still use them. Apps
“ How Iﬁng s_hOUId d he bought many years ago are still licensed,
paCkﬂge continue to even if they aren’t supported. And here is the

crux of the question - should users like Mike

rECEiUE support WithOUt have an expectation of keeping this old stuff?
a ﬁﬂa“cial cnntrihution How long should a package continue to receive

support without anv financial contribution

fromthe user? ¥y S e e

I confess | am not particularly happy with
the idea of a whole bunch of rolling annual licences for software. 1
accept it for items that are business-critical, because that supports
infrastructure, and upgrading is obviously mandatory in that
environment. But some vendors are being far from honourable here. |
take particular exception to antivirus products that enforce an
auto-repeating licence, make it a real hassle to disable, and where
yvou discover that year two can be as much as double the cost of year
one. That’s just nasty.

Maybe this is a time for users to explore open-source and free
software. Does Mike really need a nine-vear-old, unsupported
version of Microsoft Office, when a brand-new install of LibreOftice
is current, supported and free? It's a tough question. And most users
seem loath to confront the issues, happier to keep crawling along
with crumbly old code that could be riddled with security issues.

M Jon Honeyball is a contributing editor to PC Pro and begs everyone he knows to
spring clean their machines each year. Email jon@jonhoneyball.com
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